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1 BBengeHue

1 BBepeHue
B oaHHOM JOKyMeHTe onucbIBaloTCs OCHOBHbIe cTpaHuubl Web-uHtepderica ynpasneHus LuCl.

Web-nHTepdenc ynpaenenusi LUCI aBnsietcst ctaHgapTHOM (MCnonb3yeMor No ymonyaHuio) cuctemon Web-
ynpaBneHns ansa onepaumnoHHon cuctemol OpenWirt.

CocTosiHre P
Cuctema »
MnK »
Cnyx6b1 »
Cetb »
Cratuctuka b

Boiiitn

PucyHok 1.1 — FrmaBHoe meHio Web-nHtepdenca ynpasneHus LuCl

B pasaene 2 paétca onucaHue mMacTtepa HaCTpOIZKI/I, no3BonALwero BbINONMHUTE NEPBUYHYIO HaCTpOVIKy
OCHOBHbIX NapaMeTpoB 3a HECKOJ1bKO MPOCTbIX LLaroB.

B pasgene 3 (pasgen meHio CocTosiHMe) MpuBedeHbl ONUCaHUSA CTpaHWUL, OTOBpaxaroWwmx pasnuyHyo
MHGOPMALMIO O CMCTEME B LIENIOM, U MHPOPMALMOHHbIE CTPAHMLbI KOHKPETHBIX CryX6 unn npunoxeHuni. B
YacCTHOCTW, B J@aHHOM pa3ferne onucaHbl CTPaHWLbl NPOCMOTPa COCTOSIHUS MEXCETEBOrO aKpaHa (pasgen 3.2),
aKTUBHbIX MapLUPYTOB M NpaBun (pasgen 3.3), cMcTeMHOoro xypHana (pasgen 3.5.2), xxypHana sgpa

(pasgen 3.5.1), 1 cTpaHuubl AN NPOCMOTpa rpadMKoB B pearibHOM BPEMEHM AN HEKOTOPbIX CUCTEMHbIX
napameTpoB (pasgen 3.4).

B pasgene 4 (pasgen MeHio Cucrtema) npuvBedeHbl OMMCAHUSA CTPaHWL, YNpaBneHWUs pasfinyHbIMK
CVUCTEMHbBIMM NMapaMeTpamu:

* TeKyLLMe fata v BpeMs;

* HaCTpoWnku KnneHTa u cepsepa NTP;

* ynpaBneHne JOCTynoM kK cucteme no SSH-npotokony;

* ynpaBneHue kniovyamum SSH;

* ynpaBneHune cnyxbomn ctopoxesoro Tarimepa (watchdog);

* ypaBreHne MOHTUPOBAHMEM Pa3aeroB;

* ypaBrieHne pe3epBHbIM KONMMPOBAHMEM U T.A.

B pasgene Cuctema Takke onucaH dyHKUMOHaN OOHOBMEHMS MPOLUMBKM YCTponcTBa (CcM. pasgen 4.7) u
dyHKUMOHanN OOCTyNa K TepMuHany YCTpOMCTBa Yepes cnyxby Beb-tepmuHana (cm. pasgen 4.8).

B pasgene 5 (pasgen meHto MIIK) onncaHbl cTpaHuLbl Ans HACTPOMKU M MOHUTOPUHIa (PYHKLIMI KOHTponnepa.
B uacTHOCTW, 30ecb ONMCbIBAKOTCS CTpaHuubl C OTOOpaxeHueMm Beb-BM3yanu3auum Monb30BaTenbCKoro
npunoxernns CODESYS (cm. pasgen 5.1), HacTporiku CODESYS (cm. pasgen 5.4), cTpaHuua npocmoTpa
xypHanos CODESYS (cm. pasgen 5.7) a Takke cTpaHuua ¢ nogpobHon nHdopmaumen o 3anyLieHHOM B
TEKYLLUN MOMEHT nonb3oBatensckom npunoxennn CODESYS (cm. pasgen 5.6).

B pasgene 6 (pasgen MeHio Cnyx6bl) cogepxaTcs CTPaHMLbl HACTPOEK PasfUYHbIX CNYXXO 1 NPUNOXKEHUI
(HTTP-cepBep, cnyxba STP/RSTP, cnyx6a DDNS, FTP-cepsep).


https://openwrt.org/

1 BBengeHue

B pasgene 7 (pasgen MeHio CeTb) OMMCaHbl CTpaHWUbl yNpaBrieHUs CeTeBbIMM MapamMeTpaMy CUCTEMBI
(HacTporika ceTeBbiX MHTEPdEWNCOB, HACTpOMKa CTATMYECKUX MapLIpyToB U T. M.) U TakuMu 0a30oBbIMM
ceteBblMu cnyxbamu, kak DNS n DHCP. Takke B gaHHOM pasgene npuMBOAUTCS ONUCaHWE HaCTPOMKM
MEXCETEBOIO 3KpaHa W OMUCaHWE WCMONb3OBaHWUS AMAarHOCTUYECKUX ceTeBblX yTunuT (ping, traceroute,
nslookup), ans kotopsix B LUCI peanu3sosaH rpaduyeckuii uHtepdenc.

B pasgene 7.1.2.2 (pasgen meHio CTaTMCTMKA) COpepXaTcs CTpaHuubl MPOCMOTpa rpadouKoB CryxoObl
ctatucTukm collectd n RRDtool ansa nx susyanusauumu, a Takxke cTpaHuua HacTpoek AaHHOW CryX6bl.



1 BBengeHue

1.1 NMopaepxxnBaemMbie KOHTpoONnepbl
B naHHOM pykoBoacTBe onmcaH Beb-nHTepdenc ynpaBneHns cregyolyMy KOHTponnepaMmm npon3BogcTea
komnaHun OBEH:

* [71K200 — koHTpoNnep Ans cpegHux n Manbix CUCTEM aBTOMaTu3auuu;

* [MJIK210 — koHTponnep 4Na CpeaHnx u pacnpenenéHHbIX CUCTeEM aBToOMaTU3aunu;

* CIMK1xx — KOHTpOMnep ¢ CEHCOPHbIM 3KPAHOM 151 JTOKaNbHbIX CUCTEM aBTOMATU3aLMMK;

* C[1K210 — KOHTpoOnnep ¢ CEHCOPHbIM 3KPaHOM A1 NOKaNbHbIX CUCTEM aBTOMaTM3aunn.

III NMPUMEYAHUE
Habop dyHKkUmMIN BED-nHTEpdheica ynpaBneHnsi 3aB1MCUT OT BEPCUM NPOLLMBKM KOHTposnnepa. Tekywas
BEPCUSI JOKYMEHTa COOTBETCTBYET MPOLUMBKE 3.5.XXXX.XXXX.

1.2 NopnepxnBaembie bpay3epbl

Beb-uHtepdpenc ynpasnenusi LUCl paccumtaH Ha paboTy co cnegylowmmn 6paysepamu:
» Google Chrome (Bepcus 85.0.4183.102 nnu Bbiwe);
* Mozilla Firefox (Bepcus 80.0.1 nnu Bbliwe);
* Opera (Bepcus 70.0.3728.178 vnu Bbiwe);
* Microsoft Edge (Bepcus 87.0.664.66 nnwu BbiLue);
* Microsoft Internet Explorer (Bepcusi 11.0.9600.18817 nnu Bbiwe).

Pabota Beb-uHTepdenca Ha apyrnx bpaysepax (MM Ha NepeyvmcrieHHbIX, HO C Bonee HU3KMMKU BEPCUSIMM)
BO3MOXHa, HO NOrHas PYHKLUMOHaNbHOCTb HE rapaHTUpyeTCs.

Beb-uHtepdpenc ynpasneHus KOHTpornnepamy SBASeTCS afanTuBHbIM W nogaepxusaer paboTy Ha
MOBWINBHBIX YCTPOMUCTBAaxX (MOOUNbHbIE TeNedOHbI, NMaHLWeThl) C pa3pelleHnem akpaHa He meHee 400 x 600
Touek. MobunbHas Bepcusi Be6-uHTepdenca oTnnyaeTcs OT HACTONbHOW NULLIL PACMNONIOXKEHUEM U Pa3MepoM
HEKOTOPbIX ANTEMEHTOB.

B cBA3M ¢ aTum MoOunbHas Bepcus BeG-mHTepdperica B OOKYMEHTE OTAENbHO HEe paccMaTtpuBaeTcsd, a
onucaHa TOmnbko paboTa ¢ Beb-mHTepdencom yepes Opaysep C MCMNOMb30BAHNMEM OObLIMHOIO HAaCTOSTbHOIO
nepcoHanbHOro koMmnetoTepa. Bce npencrtaBneHHble B AaHHOM [OOKYMEHTE CKPUHLLOTHI Beb-mHTepdpenca
BbINOMHEHLI C ucnonb3oBaHMeM bpaysepa Mozilla Firefox, 3anyLieHHoro B onepaumoHHon cucteme Microsoft
Windows 10 (x64).
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1 BBengeHue

1.3 NoakntoveHne kK Web-nurepdency LuCl

Mpn nepeom nogkntodeHmnn kK Web-nHtepdericy LUCl no npotokonam HTTP nnn HTTPS 6yaet otobpaxeHa
CcTpaHuua ayTeHTMdMKauum ¢ nonsMum ANnd BBOAA MMEHW MNofb30oBaTenst M Naporns, Kak Mnoka3aHo Ha
pucyHke 1.2.

UBI:H
plc210

BbINonHUTE ayTeHTUdUKaLMIO

Wms nonb3osatens root

Napons ssse

PucyHok 1.2 — CtpaHuua ayTeHTUdUKaLmm
Mo ymonyaHuto, ons ayteHTudmnkaumm Heob6xXoamMmMo UCnonNb30BaTh CreayoLmne YY4ETHbIE AaHHbIE;
* M4 Nonb3oBaTenid — «rooty»;

* Maponb — «owen».

NMPUMEYAHUE

m HacTpolika napons nonb3oBartens «root» ¢ ucnons3opaHmeM Web-nHtepderica LuCl paccmotpeHa B
pasgene 4.3.1 gaHHoro pykosogcTea. Kpome Toro, naporb nonb3oBaTens «root» MOXHO 3agaTh npu
NMOMOLLIM MacTepa HaCTPOWKU, KOTOPLIN ONMCbIBAETCS B pasaerne 2 4aHHOro PyKOBOACTBA.

Ecnu Bxog B cuCTeMy BbIMOMHAETCA NEPBLIA pas, TO NOCre YCrneLwHOoN ayTeHTMduKauum nons3oBarento oyaet
NpensioXXeHo BbINOMHUTL HACTPOMKY YCTPOMCTBA NPY NOMOLLU MacTepa HaCcTPOMKK (CM. pUcyHOK 2.1), paboTa
C KOTOpbIM NoApoOHO onncaHa B pa3gerne 2.

1.4 ABTOMaTn4eckoe o6HoBneHne nHpopmaumm

Ha mHorux ctpaHuuax Beb-uHtepderica LuUCl peannsoBaHa yHKLUUSA aBTOMaTUHYECKOr0 0OGHOBMNEHMS AAHHbIX
B peanbHOM BpemeHu. Ecnin Ha cTpaHuue ncnonb3yetcst faHHasa PyHKUKMSA, TO B 3arofioBKE CTpPaHULbl cripaBa
OT rmaBHOro MeHto Byaet npucyTtcTeoBaTtb Hagnce ABTOOBHOBIIEHME BKIMKOYEHO (cm. pucyHok 1.3, a).
ABTOMaTnyeckoe OOHOBMEHME AaHHbIX MOXHO OTKMOYUTL HaxaTuem Ha Haanucbe «ABTOOBHOBJIEHUE
BKJTKOYEHO». MNocne atoro Hagnuck namexHntca Ha ABTOOBHOBJIEHUE BbIKITKOYEHO, kak nokasaHo Ha
pucyHke 1.3, 6.

S ABTOOBHOBNEHNE BENIOHEHD c ABTOODHOBNEHHE EbIKNKYEHD
(a) ABTOMaTHYECKDS {0) ABTOMAaTHUYECKDE
OOHOBMEHWE BENIOYEHOD 0GHOBNEHHE BLIKMHOYEHO

PucyHok 1.3 — ABToMaTn4eckoe OGHOBIIEHMEe AaHHbIX CTPaHULbI

MHTepBan aBTOMaTM4ecKkoro OOHOBNEHNs MHpopMaLmy NO yMOnyYaHuio paBeH 5 cekyHgam M MoXeT ObiTb
HacTpoeH BO Bknaake [lononHuTenbHble CcTpaHuubl O6LmMe HaCTPOWNKKM pasgena rmaBHoro MeHio Cucrtema
(cMm. pasgen 4.1.4).
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2 MacTep HacTpownku

2 MacTep HacTpOMKH

NMPUMEYAHUE
El MacTtep HacTpoiku otcyTcTBYeT B Web-uHTepdence ynpasneHus koHTponnepos ClK.

MaCTep HaCTpOVIKVI No3BONIAET BbIMOJIHUTb KOHCbI/II'ypaLI,VIIO OCHOBHBbIX NMapamMeTpoB yCTpOVICTBa 3a HEeCKOJ1bKO
NPOCTLIX LWaros.

Mpn nepBom 3anycke yCTPOWCTBA, MOCIE BbIMNOMHEHNS BXoda B cuctemy (cM. pasgen 1.3), Oyner BbiBeOeHo

OKHO C npeanoXeHnem 3anycka macrepa HaCTpOVIKM, KaK Nnoka3aHoO Ha pUCyHKe 2.1.

MacTep HacTpolKu
Ho6po noxxanosatb B Be6-uHTepdeic koHpurypayum yctpoiictea MNJIK210

* 1. [loGpo nomanoeaTto

2. Asblk PekoMeH/YeTCA BbINCNHMTE HAYaNBHYK KOHPUIYPaLMIo YCTPORCTES C NOMOLLBHD MacTepa HAcTPOMKK. MacTep HacTpoiki
: Mb YCTPORCTES No3BONAET BbINOMHUTEL KOH(PMIYPaLWKD OCHOBHBIX NApaMETPOR YCTPORCTEA 33 HECKONBKD NPOCTbIX Waros.

Ecnu Bbl He XOTUTE HacTpaveaTtb ‘_v'-:'r:ucﬁc‘rao CeNuac HaMMuTe KHONKY «3aKpbiTh MacTep FECTPDHKV". Bbl MoMeTe
2anycTUTb MacTep HaCTPOMKK no3axe, 3b|ﬁ-|)£3 MYHKT « N12CTE'|3 KOH@PUrypayuus 12 MeHo «CucTemMan

nhelcoE .'J,."IF Fanycka HauanbHOon Ko-|¢,1r'_\.'pau,,-1b‘ }-:Tpohc-ea C MCnonb30BaHWeM MacTepa -|ac‘|)0|?*<n HaXMMWUTE KHONKY
«[lanees

PucyHok 2.1 — 3anyck «MacTepa HacTpOWKU» Npu NepBOM BKITHOUEHUMU YCTPONCTBA

[nsa npogomkeHus paboTbl MacTepa HacTpoviku Heobxogumo HaxaTb KHOMKy [anee.

Iil NMPUMEYAHUE
B ganbHenwem mactep HaCTPOMKN MOXHO 3anyCTUTb BPYYHYIO NPU NOMOLLM NyHKTa MeHio MacTtep
HacCTPOWKM rnaBHoro MmeHto Cuctema(cm. pasgen 4.10).

KoHdurypaums napaMeTpoB B MacTepe HaCTPOWKM pa3gerneHa Ha crnegytowme waru:
1. BbIGOp ga3blka HTEpdpelica (pasgen 2.1);
. YCTaHOBKa napons JocTyna K yCTponcTay (pasgen 2.2);
. KOH(bUrypaums napaMeTpoB xocTa (pasaen 2.3);
. HacCTpoWKa aaTbl U BpeMeHMU, Bkrtodasi KoHdurypauuto knveHTa u cepsepa NTP (pasgen 2.4);
. BbIOOp Cxembl ceTeBbIX MOPTOB (pa3gen 2.5);
. HacTpoWka ceTeBbIX UHTepdencos (pasaen 2.6);
. HacTponka cnyx6bl SSH (pasgen 2.7);
. HacTpomnka cnyx0obl FTP (pasgen 2.8);

© 00 N O O b WDN

. HacCTpoWkKa npaBun MeXCeTeBOro akpaHa (pasgen 2.9).

NMPUMEYAHUE
B 3aBncrMoOCTM OT MCNomnb3yemMoro KOHTpornepa KonM4ecTBO 1 COCTaB HAaCTPOEK LLAaroB Mactepa
HaCTPONKM MOXET OTNM4aTbCA.

=

B neBoli YacTn okHa MacTepa HacTPoeK pacnornoXeHa MHAopMaLmMsa O Xo4e BbINOMHEHNS HAacTPOWKN B BuAae
cnucka LaroB, B KOTOPOM ODO3Ha4eHbl yxe MpOWAEHHble Lary, TeKyLWMn Lar U ocTaBluMecs Lwarn Ao
3aBepLUEeHNs HAaCTPOWMKM (CM. PUCYHOK 2.2).
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2 MacTep HacTponkm

- N

MacTep HAaCTPOAKM HacTpoiiku SSH

+ 1. [oGpo noxanosarh
2. fA3nik

/ 3. MNapons yetpaiicTea BRIMOYATE SSH-CepBep
+ 4. oot

J 5. [laTa v BpeMsA

o 6. BoiSop cXeMbi CeTERbLIX NOPTOR

3eCh Ebl MOMWETE HACTPOUTD NapaMeTpbl 40CTyna no SSH.

+ 7. Kordwmrypauma cetesoiz nHTepdiencos 0T S5H-CepBapa
« B. HECTPOIIKA PE3EDRUPOBAHUA
= 9. Hactpoiku S$5H

10. Hacrpokkw FTP

“(ﬂH:hH__\'rFll IHA MEXCETEROND 3KPAHA

SOnemMeHTbl HACTpOEK

¢ GonbluMm ypoeHeM GeacnacHo

nyGnuaHbi SSH ko, BcTasbTE C

XO,D' BbIMONHEHWA

HACTPOHKN root@plc210
RSA, 2048 Gur
ARRARINzaClyc?EARRARANACABARRBADCHH. HicFoJLOgEQFQOEWwhd xGGF1I5i lwHn3ZR

LOCaBATE KUY

>

Ko yrpesnerun =

PucyHok 2.2 — MacTep HacTpOMKN. DNeMeHTbI yripaBrneHus
B HMXXHel YacTu cTpaHuLbl MacTepa HacTPOEK PacnosoXeHa NaHernb KHOMOK yNpaBneHns (CM. pUCYHOK 2.2).

KHonka 3aKpbiTb MacTep HaCTPOWMKU BbIMOJSHAET HeMeOJIeHHOe 3aBeplueHne paboTbl MacTepa HacTPOMKM
6e3 NpuMeHeHVs1 NapaMeTPOB TEKYLLErO Luara.
m NMPUMEYAHUE

3aKkpbITMe MacTepa HacTPOWKM MPY MOMOLLM KHOMKM 3aKpbITb MacTep HaCTPOMKMU He
BOCCTaHaBJMBaET UCXOOHbIE NapaMeTpbl KOHDUrypaLumm (aKTMBHbIE 4O 3anycka MacTepa HaCTPOWKH).

KHonka Hasap (OTcyTCTByeT Ha nepBoOM u.|are) BbINOJTHAET nepexon K npebiayuiemy Liary. M3ameHeHHble
napamMeTpbl TEKyLLEero wara npm 3ToM He NpUMeHAKTCA.

m NMPUMEYAHUE
I'IpvuweHeHme Bbl6paHHbIX napamMmeTpoB Ha KaXXOM Liare BbllNMOJIHAETCA HeNnocpenCTBeHHO nocne
HaXaTuna KHOMKN anMeHVITb N NpoAoITXUTb (I/IJ'IVI 3aBepI.LWITb ana nocnegHero Luara).

Mexgy obnacTblo MacTepa HaCTPOWKM (CM. PUCYHOK 2.2) N MaHEeNb KHOMOK YNpaBieHNS pacnosioKeHbl cCamm
3NeMeHTbl HAaCTPOEK NapamMeTpoB Kaxaoro 13 waroe (obnacte HacTtporku Ha pucyHke 2.2). B nocnegytowmx
pasgenax NpMBOAMTCA ONMCaHUe 3TUX HAaCTPOEK Ans KaX4Ooro wara Mactepa HaCTPOWKU.
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2 MacTep HacTpownku

2.1 A3bIK

Ha sTom ware macTepa HacTpOWKM npeanaraercs BbIMOMHUTL HACTPOWKY si3blka Beb-uHTepdpenica LuCl.
OneMeHTbl CTpaHuLLbl HACTPOEK si3blka MOKa3aHbl Ha puUCyHke 2.3.

MacTep HacTporKK
HacTpoiku AsbIKa
+ 1. Jo6po noxanosaTb

« 2. A3bIK

apon: : A3bIK Pycckuii (Russian) hd

PucyHok 2.3 — Mactep HacTpouku. Hactponku sisbika uHTepcenca

B Bbinagatowem cnvcke S13bIK MOMMMO CMMCKA SI3bIKOB COAEPXUTCS 3reMeHT auto, KOTOpbIii MO3BOMSET
UCMonb3oBaTb PEXUM aBTOMAaTUYEecKoro BblGopa fA3blka WHTepdoeiica B 3aBUCUMOCTM OT  si3blKa,
ucnonb3yemoro B 6paysepe KnneHTa.

|I| NMPUMEYAHUE
B panbHenwem yctaHOBKY (CMeHY) sidblka MHTEPdENCA MOXHO BbINOMHUTL BO BKMaAKe A3bIK NyHKTa
MeHto O6LmMe HaCcTPOMKM rmaBHOro MeHtio Cucrtema (cm. pasgen 4).

2.2 NMaponb ycTpoucTBa

Ha atom ware macTepa HacTpoOWKM npefnaraeTcsl BbIMOMHUTL YCTAaHOBKY (CMeHy) napons JocTtyna kK
YCTPOWCTBY (CM. PUCYHOK 2.4).

MacTtep HacTpoiku
Mapone ycTpoWcTBa
v 1. [o6po noxanoeaTtb
v 2. f3blk
« 3.Maponb ycTpoiicTea
oy W3MeHuTs Nnapons

Naponb w

MoarsepxaeHne napona X

PucyHok 2.4 — Mactep HacTpoMku. YCTaHOBKa Napons yCTPponcTBa

Mpy HeoBXoANMOCTU YCTAaHOBKU HOBOIO Mapons Hy>KHO OTMEeTUTb onuuio U3aMeHUTb napornb 1 BBECTU HOBbI
naponb B none Maponb. B none MNoareepxaeHue napons Heo6XxoaUMMO NOBTOPUTH BBOL HOBOrO Mapons.
Maponu B nonsx Maponb 1 NMoaTBepxAaeHWe Nnapons JOMKHbI COBNaaath.

Ecnu cmeHa napons He TpebyeTtcs (HEOGXOOMMO OCTaBUTb TEKYLLMIA NMaponb 6e3 U3MeHEeHMit), TO onuuto
MN3MeHUTb Naporb HYXXHO OTKIIOYNTb.
II' NMPUMEYAHUE

B panbHenwem ycTaHOBKY (CMeHY) naporns 4ocTyna K yCTPOMUCTBY MOXHO BbINOMHUTL BO BKIaake
Maponb ycTponcTBa NyHKTa MeHI0 YnpaBneHue rnasHoro meHio Cucrtema (cMm. pasgen 4.3.1).
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2 MacTep HacTponku

2.3 XocT

Ha pgaHHOM ware macTepa HacCTPOWMKM BLIMOSIHSAETCA KOHUrypauus napameTpoB XOCTa yCTpowmcTBa (CM.
pUCYHOK 2.5).

MacTep HacTpoiKu

HacTpoiiku xocTa
J 1. No6po Noxanoeats

J 2. fAzbik YKamu1Te UMA X0CTa [aHHOTO YCTPOWUCTEa

v 3. Maponb ycTpoicTea

Wma xocTa
» 4, XocT pIc210

5. [lata v BpemnA

6. BoiGop cxembi CETeBbIX NOPTOR

7. KoHpurypauns ceTeBbix mHTepdeiicos
8. HacTpoiiku SSH

9. Hactpoiiku FTP

10. KoHurypauma MexceTeBOro 3KpaHa

e

PucyHok 2.5 — MacTep HacTpounku. HacTpoika napameTpoB xocTa

[lna HacTpowiku JOCTYNEeH TOMbKO OAUH NapameTp — UMS XocTa.
II' NMPUMEYAHUE

B panbHenwem KoHdurypaumio napameTpoB XoCTa MOXHO M3MEHUTb BO BKNaake XOCT NMyHKTa MEHI0
O6ume HacTPOMKM rmaBHOro meHo Cuctema (cMm. pasgen 4.1.1).

2.4 Nlata n BpemA

Ha paHHOM LWware macTepa HacCTpOWKM BbIMOMHSAETCS KOHMUrypauus napameTpoB JOKanbHOrO BPEMEHU
YCTPOWCTBA, a TakKe NapameTpoB CUHXPOHU3ALMU BpeMeHM Npu nomoluy cnyx6el NTP (cM. pucyHok 2.6).

MacTep HacTpolKu

HacTpoWKHU NOKalbHOro BpeMeHH
v 1. Jo6po noxanosarb

v 2. f3bIK HacTpoiika NoKanbHOro BpeMeHH YCTPoCcTEa
v 3. MNapont ycTpoWcTBa
aTa M Bpems 1 -41+
v 4. Y¥ocT a P 2024-05-22 14:41:07 +0300

5. [ata u epemnA
* A P CHMHXPOHW3MpOBaThL ¢ 6pay3epom
6. Bbl6Op CXEMBbI CETEBLIX NOPTOB

7

7. KOHMrypauma ceTeBbix WHTepdeicos
8. HacTpo#kn SSH Yacosoi noAc GMT+3 v
9. HacTpoiikn FTP

10. KoHuMrypaLua MexceTeBoro aKkpaHa CHHXPOHM3aLMA BPEMEHN

Bknio4uTe NTP-KAMEHT

BkntouuTs NTP-cepeep (]

Mcnonb3oBaTh cepBepbl, 06bABNEHHbIE Yepe3 DHCP

Cnucok NTP-cepsepoB

1.ru.pool.ntp.org *
0.europe.pool.ntp.org *
2.europe.pool.ntp.org %

Hanpumep 0.europe.pool.ntp.org unu 1.ru.pool.ntp.org

PucyHok 2.6 — MacTep HacTpowku. Hactponka gatbl u BpeMeHu
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2 MacTep HacTpownku

EI NMPUMEYAHUE

B ganbHenwem HacTpOrKK gaTbl U BpEMEHU MOXHO M3MEHUTb Ha cTpaHuue Bpems nyHKTa rnasHoro
MeHto Cucrema (cm. pasgen 4.2).

2.4.1 HacTpoMKM NoKanbHOro BpeMeHu

B noapasgene HacTpoek fokarnibHOro BpeMeHu (CM. pucyHok 2.6) B nose JlokanbHoe BpeMsi oTobpakaeTcs
Tekyllee fokarnbHoe BpeMms 1 aaTa.
m NMPUMEYAHUE

3HayeHuWe TekylLei AaTbl M BpeMeHu B nore «JlokarnbHoe BpeMsi» 0GHOBSIETCS C NepUoaoM 5 cekyHa.

Mepuon 06HOBMEHWS 3aBUCUT OT HAaCTPOIKM aBTOOBHOBMEHUSI CTPaHULbl, @ TOYHOCTb OGHOBIEHNS
paBHa +1 cekyHae OTHOCUTENbHO 3a4aHHOM.

KHonka CMHXpOHM3MpOBaTb Cc 6pay3ep0M 3ajaeT JioKalnbHyKO OaTty U BpeMA Ha KOHTponnepe B
COOTBETCTBUN C TeKyLIJ,eIZ naTton n BpeMeHeM, YCTaHOBIIEHHbIMU Ha KOMMNbKOTEPE KIMMEHTa (B 6pay3epe). I'Ipvl
cnegywowiem obHoBneHun nons JlokanbHoe BpemMs 6y,lJ,yT yCTaHOBINEeHbl HOBbl€ 3HA4YeHUA OaTbl 1 BPEMEHW.

B Bbinagatowem cnucke YacoBoW NOSIC BbIMOMHAETCA BblOOpP 4acoBOro nosica foKarnbHOrO BpeMeHU
ycTpovicTta. [nsa otobpaxeHusi B none JlokanbHoe BpeMs BpeMeHW B COOTBETCTBUM C BbIOpaHHbIM YaCcOBbIM
NnosicoM, HEOBXOAMMO HaxaTb KHOMKy MpUMeHUTb BbIOPaHHbLIN YacOBOMW NOAC U AOXAATbCA CneayoLwero
0oBHOBNEHMS 3Ha4YeHns nons JlokanbHoe Bpemsi.

2.4.2 CuHxpoHU3auus BpeMeHu

Onuma Bknwountb NTP-KNWeHT BKMOYAET CUMHXPOHM3auuio BpemMeHu npu nomowm NTP-knueHTa.
CWHXPOHM3aLMs BbINOMHSETCS ¢ ncrnonb3oBaHnem cnucka NTP-cepBepoB, nepeyncrieHHblx B cnucke Cnucok
NTP-cepBepoB.

Onuns Bknrounte NTP-cepBep Bkrtovaer cnyxby NTP-cepsepa. Ecnu gaHHas onuusi BkntoYeHa, TO
YCTPOMCTBO MOXHO MCMOnb3oBaTth B kadyectBe NTP-cepBepa B ceTu.

Mpn BknoveHnn onuumn Ucnonb3oBaTb cepBepbl, 06bABNeHHble Yepe3 DHCP ans cuHxpoHusauum
BpemMeHn ByayT ncnonb3oBaHbl cepBepsbl, 00bsiBneHHble DHCP cepeepom (DHCP option 42), koTopbliii Bblgan
YCTPOWCTBY NapameTpbl KOHpUrypaumm ceTu.

B cnucke Cnucok NTP-cepBepoB ykasbiBaeTcs cnucok agpecos NTP-cepsepoB, ucrnonb3yembix Ans
CUHXPOHM3aLMM NOKaNbHOro BpEMEHW Npu BKOYEHHON onuun Bknountb NTP-knueHT.
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2 MacTep HacTponkm

2.5 BbI6Op cxeMbl ceTeBbIX NOPTOB

Ha pgaHHOM Liare macTepa HaCTPOWKM BbIMOMHAETCA BbIOOP CXeMbl CeTeBbIX MOPTOB YCTpoWcTBa (CM.
pucyHok 2.7). Cxema ceTeBbIX MNOPTOB oOnpedensieT porb Kaxgoro u3 uanM4eckMx ceTeBblX MNOPTOB
YCTPOWCTBA.

BbIBop cXeMbl CETEBBIX NOPTOB

BrifepuTte cxemy onpefenAlLLy0 ponn CETeBLIX NOPTOE YCTPOAcTEa
®  Cxema1:
Mopt Onncanne
WAN
Ethemnet 1
Ethemnet 2 MocToeoe LAN nogknodeHne — Eth 4 A—_—.
Ethemet 3 __.." VA mm
Ethemet 4 WAN nogrknioueHne Eth3 ::: Firewall
HMI =1
Eth 1 Eth 2
(- STP/RSTP )
LAN
Cxema 2:
Mopt Onncanne
Ethemnet 1
Mactosoe WAN nogkniouenne LAN N S Y LAN n+1
Ethernet 2 i i )

Ethemet 3 LAN nogknioyenne #1

Ethernet 4 LAN nogknoueHue #2

LAN1 | LAN 2

Cxema 3:

Mopt Onucanune WAN A

Ethernet 1 m .
‘ A .-
Ethemet 2 LAN nogknrouenmne #1 (MocT) LAN 2 Eth 4 ) Eirewa
Ethemet 3 W—. i
Ethemet 4 LAN nogknioyeHne #2 i
Eth 1 Eth 2

(- STP/RSTP (- STPHRSTP)

LAN 1 | | | LaNn

PucyHok 2.7 — Mactep HacTpounku. BbiGop cxembl ceTeBbix noptoB MJ1K210

Onsa MJIK210 gocTynHbl TpM CXeMbl CETEBBIX MOPTOB (CM. PUCYHOK 2.7):
1. Cxema Ne1

MopTtbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanHeHbl B MOCTOBOE NOAKITHOYEHME K JTOKaIbHOW CETH
(LAN).

MopT Ethernet 4 ncnonb3yeTca Kak oTAeNbHbIN N30NMPOBaHHBINA CETEBOW MHTEpPdEC aAns
noakmntoyeHust K rnobansHom cetn (WAN), 3aLUULLEHHBIN MEXCETEBBIM SKPAHOM.
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2 MacTep HacTpownku

2. Cxema No2

MopTbl Ethernet 1 n Ethernet 2 o6beanHeHbl B MOCTOBOE nofktoveHue K rmobansHon cetn (WAN),
3alMLLEHHOE MEXCeTeBbIM 3KPaHOM.

MopTel Ethernet 3 n Ethernet 4 aBnsatloTca oTaenNbHLIMY N30MMPOBAaHHLIMU CETEBBIMU MHTEPdENncamm
Ons nogknioveHus Kk nokansHbiM cetsim (LAN).

3. Cxema Ne3

MopTtbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanHeHbl B MOCTOBOE MNOAKITHOYEHME K JTOKAIbHOW CETH

(LAN).

MopT Ethernet 4 aBnseTcs oTAenNbHLIM 30NMPOBAHHLIM CETEBLIM MHTEPdENCOM ANA MOAKNIOYEHUS K
oTaenbHon nokansHow cetn (LAN).

@ ‘I'IPEHYI'IPE)KD,EHI/IE

Cxema 3 He NMeeT 3aLMLLEHHOIO MEXCETEBBIM 3KPaHOM NoAKMoYeHUs K rmobanbHon cetn (WAN).

2.5.1 Bbi6op cxeMbl ceTeBbIx noptoB MJ1K200

MacTep HacTpoOMKK

v 1. [loBpo noxanoeatb

J 2. f3bIK

¥ 3. Naponb ycTpoAcTea

J 4. Xoct

J 5. [laTa v epema

* 6. Boifop cXeMbl CETEBbIX NOPTOR

Bbi60p cXeMbl ceTeBbIX NOPTOB

@ Cxemal

MopT 1 UCNONbaYeTCA Kak OTAENbHbBIA M30NUPOBAHHBIA CETEBON WHTepdeRc ANA NOAKMNIOUEHUA K IOKANbHOW CETH
(LAN). MopT 2 UCNONb3YETCA KK OTAENBHbIA M30MUPOEAHHDBIW CETEBOM WHTEpGhENC ANA NOOKHYEHUR K TMOGanbHOR
ceT (WAN), 3alMIEHHBIR MEXCETEEDIM 3KDAHOM. B ONepauMoHHON CMCTEME KM AbIA NOPT NPeACcTaBNeH
OTAENBHbIM CETEBLIM MHTEP(REACOM.

Mopt OnucaHue
Ethernet 1 LAN nogxnwoueHue R
Ethernet 2 WAN nogrnroueHme - E
LAN

(O Cxema 2

MopT 1 MCMONB2YETCA KaK OTASNbHBIN M20NMPOBaHHbIR ceTerol nHTepdeic ANA NOAKMOYEHWUA K NOKANEHOH CETH
(LAN 2 u 3). MopT 2 Mcnonb3yeTca Kak OTAeNbHbIA M30NIMPOBaHHBIA CETEBOR WHTepdeAc ANA NOSKAYEHHA K
OTOENbHOW NOKanbHoM ceTh (LAN 1). B onepalMoHHOR CUCTEME Kax(abli NOPT NpefCTaBNeH OTASNbHbIM CETEBDIM
WHTEpGERCoM.

Mopt OnucaHue

Ethernet 1 LAM nogknwoueHme £1 L i
LANZ  yolps el LAN 3

Ethernet 2 LAN nogknwuexme #2 - ¢ - £

Hazag MpUMEHWUTL W NPOACITKATL

PucyHok 2.8 — Mactep HacTponku. Bbi6op cxemMbl ceTeBbIX NOPTOB ANA KoHTponnepa MNIK200

* Cxema No1:

MopT Ethernet 1 ncnonb3yeTtca Kak OTAEMNbHbIN N30MPOBaHHBIN CETEBOWN MHTEPdENC AN NOAKNIoYEHNS

K nokanbHon cetn (LAN).

MopT Ethernet 2 ncnonb3yeTtca Kak OTAENbHbIN N30MPOBaHHbINA CETEBOWN MHTEPdENC AN NOAKNI0YEHNS
Kk rmo6anbHoi cetn (WAN), 3aLUMNLLEHHBI MEXCETEBLIM 3KPaHOM.

[aHHasa cxema nos3sonser pa3aennTb CeTb Ha ABE 30HbI, obecneymBas ogHO NPOCTPaHCTBO |P-aﬂ,peCOB

ansi nopta Ethernet 1.

CD NPEAYNPEXOEHUE

PekomeHayeTcs ycTaHOBUTL AuHamu4deckuii IP-agpec u Bkntountb pexxum DHCP ans nopta
Ethernet 2. IP-agpec B 3oHe LAN pekoMeHOyeTCs HacTpamBaTh Kak CTaTUY4ECKUN.
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2 MacTep HacTponkm

-
______________________________________________________________________ - E
$ VA
Eth 2 Eth 1 Firewall
L. - g i i
I | !1 i1
» | |
| :
I
PucyHok 2.9 — Cxema Ne1 ceTeBbix nopToB KoHTponnepa MJ1K200
* Cxema Ne2:
WAN *. =
- =
Firews
LAN 1 E rewall
LAN 2 Eth 2| Eth 1 Eth 2] Eth 1 LAN 3

e Lo &
| 1

PucyHok 2.10 — Cxema Ne3 ceTeBbIx nopToB koHTponnepa MNJK200

e _|
veww_|

MopT Ethernet 1 ucnonb3yeTcs Kak OTAEMbHBIN M30MMPOBAaHHLIN CETEBOW MHTEPMENC ANs NOAKN0YeHns
K nokanbHown cetu (LAN 1).

MopT Ethernet 2 ncnonb3yeTtca Kak OTAENbHbIN N30NMPOBaHHbIN CETEBOWN MHTEPMEC AN NOAKNIoYEHNS

K oTaenbHon nokanbHon cetn (LAN 2 n LAN 3).

NPEQYNPEXOEHUE

@ Cxema He UMeeT 3aLUMLLEHHOTO MEXCETEBBIM 3KPaHOM MOAKMNtoYeHMs k rmobansHom cetn (WAN). B
cny4yae HeobxoaMMocTu nogknoyeHus K rnmodansHon cetn (WAN) pekomeHayeTcs MCnomnb30oBaTh
NPOMBILLITEHHbIA MapLUPYTU3aTop C NOAAEPXKKON PYHKLMM MEXCETEBOrO 3KpaHa.

2.6 KoHdurypaumsa ceteBbiX MHTepcdencon

Ha paHHOM Luare BbINOMHAETCS KOHUrypaLms ceteBbiX MHTEPEENCOB B COOTBETCTBUM C BbIBPAHHOW CXEMOW
CceTeBbIX MOPTOB Ha npedblgyliem ware (cM. pasgen 2.5). B 3aBMCMMOCTU OT BbIOPaHHOW CXEMbl CETEBbIX
MOpPTOB, KaXabl HacTpansBaeMbln MHTePdENC MOXET BbiTb OAHOIO U3 CriedyoLmX TUNOB:

« moctoBoe LAN—-noakntoveHue;
* moctoBoe WAN-noakno4veHmne;

* oTAenbHbIn nHTepdenc ana LAN—nogkntodeHus;
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2 MacTep HacTponkm

* oTaenbHbIn nHTepdenc angd WAN-nogknioveHus.

HacTpoliku kaxxgoro ceteBoro MHTepenca pacnonoxeHbl B OTAENbHOW BKIIaaKe:

MacTep HacTpoAKun

Kondurypauus cetesbix nHTepdeicos
J 1. [o6po noxanoeaTb

J 2. AzbIk
+ 3. Naponb ycTpoicTea
P yerp Moka3aTe BbIBPaHHYK CXEMY
J 4. XocT
J 5. [laTa v BpeMA
¥ 6. BoiBop CxeMbl CETEBLIX NOPTOB BHumMmaHue

» 7. KoHMrypaumwa ceTeBbix MHTepdeiicos

LAN nogkniodeHue | WAN nogxnoyeHue

MpoTokon CTETMYECKWIA agpec v

IPv4-apnpec 192.168.0.10|

Macka ceTu IPvd 255.255.0.0 M

Brntounto DHCP-cepeep

Mpenen agpecoe DHCP 100
CTapToBbli agpec DHCP 150

BEpemn apengpl agpeca DHCP 12h

Hazag TMpUMEHWTE U NPOACITKWATL

PucyHok 2.11 — MacTep HacTpouku. HacTpomnku ceTeBbIX MHTepchencoB

[nsa nHTepdericoB BCEX TUNOB JOCTYMHbI CNEAYIOLWNE HACTPOWKM:

* [MpoTokon — nNpoTokon nHTepgenca.

Bo3MoxeH BbIGOp M3 CreayoLLmMX NPOTOKOMOB:
— CraTtuyveckuit agpec — IP-agpec 1 Macka NoACETU YKa3blBAKTCS BPYYHYHO;

— KnueHt DHCP — IP-agpec n macka nogcetu Ha3HayalTCsl aBTOMaTUYECKU C UCMONb30BaHNEM
DHCP-npoTtokona.

* IPv4-appec — IP-agpec ceteBoro nHtepdenca ans IP-npotokona sepcuu 4. [laHHasa HacTponka
[OCTynHa TonbKo npu Beibope npotokorna CtaTu4yeckui agpec.

» Macka cetu IPv4 — macka nogcetu ans IP-npotokona Bepcum 4. [laHHasa HacTpomnka AOCTYMNHa TONbKO
npv Boibope npotokona CtaTuyeckui agpec.

* lLnpokoBewaTtenbHbIN IPv4-agpec — LwnpokoBeLlaTenbHbIn agpec cetm ang IP-npoTokona Bepcumn
4. llinpokoseLLaTenbHbI agpec CeTU MOXHO He YKa3biBaTb (OCTaBUThL MOrie NyCcTbiM), Torga oH byaet
BbIYMCINEH aBTOMATMYECKM Ha OCHOBaHUKN 3Ha4YeHun IP-agpeca 1 mackn cetu. [laHHasi HacTpovika
[0CTynHa Tonbko npu Beibope npotokorna CtaTuyeckui agpec.
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2 MacTep HacTpownku

Ona nHtepdeincoB MocToBbIX nogknoyeHnn (MmoctoBoe LAN 1 WAN nogknodeHrs) AoCTynHbl cnegyowmne
[OMNONHUTENbHbIE HACTPOMKMK:

* Bepcusa STP/RSTP — Bepcus npoTtokona cBsa3HOro agepesa (Spanning Tree) anga mocra:
— RSTP — ucnonb3oeatb npotokon RSTP (Rapid Spanning Tree Protocol).
— STP — ncnonb3osatb npotokon STP(Spanning Tree Protocol).
— OTKNIOUYEHO — OYHKLMM CBA3HOIO AepeBa OTKMOYEHbI.
III NMPUMEYAHUE
C 6onee nogpobHon nHdopmaumern o6 ncnonbdosaHuu ycrponctaa MNJ1K210 B cetax Ethernet ¢

noaaepxkon nporokonos STP/RSTP MOXXHO 03HaKOMUTBLCH B CPaBOYHOM PYKOBOACTBE U
PYKOBOZCTBE Morb30oBaTernsi.

IOna wvHTepdpericoB nogkntodeHus k rrnobanbHonm cetu WAN (MoOCTOBOE WM OTAENbHbIM MHTEpPdeENC)
OOCTYMHbI cneayoLme AONONHUTENbHbIE HACTPOWKN:

* IPv4-agpec wnto3a — IP-agpec wnto3a gns IP-npotokona Bepcum 4. [laHHasa HacTponka 4OCTynHa
TOINbKO Npu Bblbope npoTokona «CTtaTnyecknun agpecy.

* UIcnonb3oBaTb cob6cTBeHHble DNS-cepBepa — HacTpolika No3BoNseT ykasaTb COGCTBEHHbIE agpeca
DNS-cepBepoB ansi 4aHHOro ceTeBoro HTepdenca.

Insa vHTepdericoB nogkntoveHus Kk nokanosHon cetu LAN (MOCTOBOE unu oTaenbHbIn MHTepdenc) AoCTynHa
BO3MOXHOCTb BKNtoyeHuss DHCP-cepBepa, koTopas npeacTaBneHa CregylolwyMn  OOMONHUTENBHBIMM
HacTpoWkaMu (gaHHble HACTPOWKM AOCTYMHbI TONBKO Npy BbiGope npoTokona CtaTuyeckum agpec):

* Bknrountb DHCP-cepBep — BKntovaeT cnyx0y DHCP-cepBepa Ha ceTeBoM MHTEpdENnce.

* Mpenen agpecos DHCP — makcumarnbHoe KonnyecTBo afpecos, BolaaBaeMbix B apeHay DHCP-
cepBepom. [laHHas HacTporKka AOCTyNHa, TONbKO ecnu BbibpaHa onuua Bknounts DHCP-cepBep.

* CtaptoBbit agpec DHCP — HavanbHbI agpec apeHabl. [laHHas HacTporika AOCTYNHA, TONbKO ecrnu
BbliOpaHa onuusi Bknounts DHCP-cepBep.

* Bpems apeHabl agpeca DHCP — Bpems ncteyeHus cpoka apeHabl apeHa0BaHHbIX agpecos.
MuHuManeHoe 3HavyeHne — 2 MuHyThl (120 cekyHa). [JaHHast HAacTporika OOCTYMHA, TONbKO eCrv
BblOpaHa onumsa Bknrounte DHCP-cepBep.

II' NMPUMEYAHUE
CnepnyeTt NOMHUWTb, YTO €CINK NOAKMYEHNE K BEO-MHTEPdENCY BbIMONHAETCA Yepe3 OOUH U3

HacTpanBaeMbIX CETEBbLIX MOPTOB, TO NMNOCI1€ Ha)XaTund KHOMKN Hanee nogkntoveHne Kk Be6-|/|HTepcbel7|cy
MOXET ObITb NnoTepsAHO.

HacTtpoliky ceTeBbIX MHTEPdENCOB Yepes BEO-UHTEPGENC PEKOMEHAYETCS BbINOMHATD, UCNOSb3YS
USB RNDIS-coeanHeHme.
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2 MacTep HacTpownku

2.7 Hactpowku SSH

Ha paHHOM wWare macTtepa HaCTPOWKM BbLINOMHAETCS HacTpoVka napaMeTpoB AOCTyna K YCTPOWCTBY C
ncnonb3oBaHmemM SSH-npoTokona (CM. pucyHok 2.12).

MacTep HacTpoOMKKn HacTpoiku SSH

Brnwounte SSH-cepeep [V

Mopr 22

+ 8. HacTtpoika
* 9. HacTpoiikn SSH Pa3pewnTb NONb3OBATENIO «f00t» BXOA NO Naponio [

SSH wnioum

HeT ny6nnuHbiIx Kntouei

JoGaBuTb KNOY

PucyHok 2.12 — MacTtep HacTpounku. Hactponka SSH

Hactpoiika Bkniountb SSH-cepBep npenHasHayeHa AN BKIOYEHWS UM OTKMHOMEHWUST aBTOMaTUYeCcKOro
3anycka cny6bl SSH-cepBepa npu 3anycke cucTemsl.

|I| NMPUMEYAHUE

Mpn HeobxogMMocTy oTKMoYeHUs cryk6bl SSH-cepBepa pekomMeHayeTCsl BbINOMHUTL PYYHYHO
HacTpoukKy cepBepa Dropbear.

Homep TCP-nopTta, Ha koTopom ByaeT 3anyuieHa cnyxb6a SSH-cepBepa ykasbiBaetcsa B none Moprt.

HacTtpovika Pa3pewnTtb nonb3oBaTtesnto root BXog No naposiko onpefenser BO3MOXHOCTb aBTopu3aumm
NCMNonb3oBaHNWEM Napons npu nopknoydeHun 4Yepe3 SSH. Ecnv gaHHasi HacTpoyika OTKIYeHa, To
aBTOpU3auusa No naponio Ans nonb3oBaTtend root 6yaer oTkniodeHa. Torga Bxod B cuctemy uvepes SSH
BO3MOXEH TONbKO C Ucnonb3oBaHuem SSH-kntoyew (cm. pasgen 2.7.1).
El NMPUMEYAHUE
B panbHenwem HacTpoviku cnyxbbel SSH-cepBepa MoXHO n3aMeHnTb Ha Bknaake JocTyn no SSH
CTpaHuLbl YNpaBneHue nyHKTa rmaBHoro meHio Cuctema (cm. pasgen 4.3.2), a ynpaeneHue SSH-
Knoyamum — Ha Bkragke SSH—kmoum 1ol e cTpaHuupl.

2.7.1 SSH-knoumn

B nogpasgene Hactpoek SSH SSH knoum MoxHO 400aBUTL O4MH UM HECKONbKO NyonuyHbix SSH-kmoyen.
O SSH-knoum ByayT Mcnonb3oBaHbl NS BbIMONTHEHNS aBTOpPU3aLnn.

Onsa pobaBneHWss HOBOrO NyGNMYHOrO Kitoya HeobxoaMMo BCTaBWUTb CTPOKY nybrnunyHoro SSH-kniova wnu
nepetawmTb «.pub» dann B none BBoAa Krtova U HaxaTtb KHOMNKY [lo6aBuTb. YcnewHo gobasneHHbin SSH-
Knto4 6yaeT oTobpaXkéH Ha CTpaHuLe, Kak MoKa3aHo Ha puUCyHke 2.13.
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2 MacTep HacTponkm

SSH knroum

U, BCTABLTE CTPOKY

test@test.local
RSA, 2048 Gur x
AAARR3NzaClyc2ERARRRDAQARAAARAQCIO. SPtdlEghE2ZKZT+I0PWnxcE/qwEgTwMOoCr

LobBaenTe Koy

PucyHok 2.13 — MacTtep HacTpounku. [lo6aBneHmne SSH-knrouen

Ona ynaneHus go6aBneHHoro kroya, HeoBXoaMMO HaxaTb KHOMKY C KpacHbIM KPecTUKOM crpaea OT
MHpOPMAaLIMK O KItove.

Ons yoaneHus nobaBneHHoro kr4a HeobXxoouMo HaxaTb KHOMKY C KpacCHbIM KpeCTUKOM cnpaBa OT
VIH(*)OpMaLIMVI O KIo4ye. I'Ip|/| 3TOM 6yp,eT 0To6pa>|<eHo BCnJibiBakoLwlee OKHO C 3anpocoM noaTBepXAEeHUA
yAaneHua Kin4a, Kak noka3aHo Ha PUCYHKe:

Yaanutb KNy
Bbl AeNCTBUTENbHO XOTHTE YAaNnWuTb cnegyrowmnin SSH knwou?

ash-rsa
ARRAB3NzaClyc2EARAADAQABAAARAQCHHZIKOX 3nNiKHShS+fr INrWCRX70UTMP1+wINOShHpLaXeQnNLPmivpOcR1ah01VCYh2H/ul
/92UTBXWb78CcSAPVvZbg8yiH9MaDdUgafE4agyVSrNAF8ZJzYR4A1CeaLZEAXEQUeTVZquWSihAof1luxH
/vhDs/03xMVh223YEeWNebqIl kBFSI4XA0ISC1V+e3Z50whXYNSFPEYFQS9fhOnK4T4+eyFhdKol 6t 7TxAHON2hIIOYq

/Y¥gSoleuR4ve ewnMDSUJPOW1IVEeYujrSMm3GSFAZzZV2t0geSKOACzxXGP1HkaSmz08xKicFeJLCgeQFQQKWhdXxGGF1IS5ilwWn8ZR
rootfplc210

OTMeHa

PucyHok 2.14 — Mactep HacTpouku. lMoaTeepxaeHne yaaneHnsa SSH knrova

2.8 Hactpowku FTP

Ha paHHOM ware MacTepa HaCTPOWMKM BbINOSMHAETCS HacTponka napameTtpoB FTP-cepeepa (cm.
pucyHok 2.15).

MacTep HacTpolKKn
Hactpoitkn FTP

v 1. Jo6po noxanoeartb
v 2. f3bIk 30ech Ebl MOMETE HACTPOWTE NapameTpbl FTP-cepeepa. Bonee AeTanbHYK HACT) Ky FTP-cepeepa MOMHO EbINOMHUTD B

+ 3.MNaponsb ycTpoiicTea

v 4. Xoct

+ 5. [1aTa v EpeMA

¥ 6. BolBOp CXeMbl CETEBLIX NOPTOR

v 7. KoHdurypauma ceTeebix wHTepeiicos
v 8. HacTpoiiku SSH \MA NONb30BATENs ANA AOCTYNa K FTP-ceps KET BbiITE
* 9. HacTpoiiku FTP SMEHEH

10. KoHMrypaumMa MeXCeTeBOro

BrnouuTe cnywby FTP

WMmA nonozoeatens fip

Maponb B

[LomawHwil kaTanor {mnt/ufs/home/ftp/in hd

Hazap MpUMEHWUTD W NPOAOIDKWTL

PucyHok 2.15 — Mactep HacTpounku. Hactponka FTP

Hactporika Bknrountb cnyx06y FTP npegHasHavyeHa Onst BKITHOYEHUSI UMW OTKITHOMEHUS] aBTOMaTUYECKOro
3anycka cnyx6bl FTP-cepBepa npu 3anycke CUCTEMbI.

Mmsa nonb3oBaTtena Aons goctyna Kk cogepxumomy FTP-cepsepa ykasaHo B none Umsa nonb3oBartens n He
MOXeT ObITb N3MeHeHOo. [Napornb Ansa nonb3oBaTens ykasbiBaeTcs B none Maponb.

B Bbinagatowem cnucke [lomawHuim Katanor BbibupaeTcs nyTb K foMaluHemy katanory FTP-cepsepa.
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|I| NMPUMEYAHUE

B manbHenwem HacTponkm crnyxobl FTP-cepBepa MOXHO n3MeHnTb Ha cTpaHuue FTP pasgena
rmaBHOro MeHto Cnyx6bl (cM. pasgen 6.6).

2.9 KoHdurypaumsa mexceTeBOro aKkpaHa

Ha paHHOM ware mactepa HacTpPOWKW BbINOMHAETCA HacTpovika npaBuil MEXCEeTEBOro 9dKpaHa Ans
nogkntoyeHmns k rmobansHomn cetn (WAN).

B Tom cnyyae, ecnu npu BbINOMTHEHWUM HACTPOWKKM Bbina BbibpaHa cxemMa ceTeBbIX NopToB 6e3 nogkmnyYeHns K
rnobansHon cetn (WAN), HaCTPOMKM MEXCETEBOro aKkpaHa ByayT He AOCTYMHbI:

MacTep HacTpONKKn

KoHpurypauua MeXceTeBoro aKpaHa
v 1. [o6po nomanoeaTb

J 2. flabik

v 3. Maponb ycTpoicTea

v 4. XocT KoHurypaLma npaeun Mex(CeTeBO0ro 3KpaHa He TpeGyeTcA, Tak Kak BbiGpaHa cxema CeTeBblX NOPTOB YCTpoACTEa Ge3
+ 5. lata n BpeMA ncnonbaosadMA WAN nogknioyeHmns.

+ 6. BbiGop cxembl CETEBLIX NOPTOB

+ 7. KoHurypauma ceTeebix MHTepdeiicos
+ 8. HacTpoiiku SSH

¥ 9. HacTpoiiku FTP

» 10. KoHdurypauma MexceTeBoro sKkpaHa

PucyHok 2.16 — Mactep HacTpounku. HacTpoika mexceTteBoro akpaHa 6e3 nogkntoyeHusi K WAN

[nsa cxembl ceTeBbIX MOPTOB C MoAkmno4eHnemM K rmobansHor cetn (WAN) HacTpoOrKn MeXCeTeBOro aKpaHa
ONs faHHOro wara 6yayT BbIrMsAAeTh Tak, Kak Noka3aHo Ha pucyHke 2.17.
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2 MacTep HacTpownku

MacTep HacTpoNKu

v 1. [obpo noxanoeaThb

v 2. fzblk

+ 3. MNaponb ycTpoiicTea

¥ 4. XocT

+ 5. [laTa v BpeMA

+ 6. Boifop cxeMbl CETEBLIX MOPTOE

V' 7. KoHburypauma ceTeBblx MHTEpheicos
' 8. HacTpoiikn SSH

v 9. Hactpoiiku FTP

* 10. KoHdWrypauusa MemceTeBoro aKpaHa

Kondurypauma mexceTeBoro akpaHa

Be6-nHTepdeiic LuCl

HTTP
HTTF Secure

06wme cny6bl M NPOTOKO/bI

BezonacHblid shell (SSH)
File Transfer Protocol (FTP)

CODESYS agpo IJIK

Bef Bu3yanu3auua

CpE‘ECTEE oTnagKu

O

O

MpoTokonbi o6MeHa ¢ NoneBbIMM YCTPORCTBaAMMU

ModBus TCP

OPCUA

O

PucyHok 2.17 — MacTtep HacTpomnku. HacTponka mexxceTeBoro akpaHa ¢ nogkrnovyeHuem kK WAN

Kaxxgas HacTporika No3BonsaeT OTKpbITb AoCTyn n3 rmobansHor cetn (WAN) K onpegenéHHbiM crnyxbam (ecnm
HaCTpOWKa BKMOYEHa — AOCTYN Pa3peLLEH, ECNN BbIKIMOYEHA — A0CTYN 3anpeLuéH):

* HTTP — poctyn k Beb6-uHTepdency LuCl no npotokony HTTP (no ymonyaxuio TCP-nopt 80).

* HTTP Secure — goctyn k Be6-uHTepdericy LUCl no npotokony HTTPS (no ymonuyanuto TCP-nopt

443).

» Secure Shell (SSH) — goctyn k yctponctay no npotokony SSH (no ymonyanuio TCP-nopt 22).

* File Transfer Protocol (FTP) — poctyn k yctponctsy no npotokony FTP (no ymonyaHuio TCP-nopThl

211 10050-10100).

* Be6 Busyanusaumsa — goctyn k Beb-susyanmsaumm CODESYS (no ymonyanuio TCP-noptel 8080 n

8443).

» CpeacTtBa oTnagkm — otnagoyHsle cpeactsa CODESYS (no ymonyanuio TCP-nopt 11740, UDP-nopt

1740).

* ModBus TCP — pgoctyn k ModBus TCP nHtepdericy CODESYS (no ymon4yaxutio TCP/UDP-nopt 502).
* OPC UA — pgoctyn k OPC UA nHTtepdericy CODESYS (no ymonudanuto TCP/UDP-nopt 4840).

m NMPUMEYAHUE

B ganbHenwem HaCTPONKM MEXCETEBOIO 3KpaHa MOXHO M3MEHUTL Ha cTpaHuue MexceTeBow aKpaH
pasgena rnasHoro MmeHio CeTb (CM. pasgen 7.5).
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2 MacTep HacTpownku

NPEAYNPEXOEHUWE
Jtobble OTKPbITbIE MOPTHI BO BHELLHIOW (ro6arnbHy0) CeTb MOFYT NPEACTaBMSATL CEPLE3HYIO Yrpo3y
6e3onacHoCTu.

OTKpbIBas BO BHELLHIOKW ceTb A0CTyn K Be6-nHTepdency LuCl no npotokonam HTTP unn HTTPS,
cnegyet obsizaTernbHO N03aboTUTLCS 06 YCTAHOBKE CIIOXHOIO Napons ang sxoda (CM. pasaen 2.2).

OTKpbIBasi BO BHELLIHIOW CETb A0CTYN Kk Be6-Buayanusaumm CODESYS, cpeacrteam otnagku
CODESYS, wnHam OPC UA vnn ModBus TCP, cnegyeT noHMMaTb, YTO AaHHble cryx0bl OyayT
OOCTYNHbI NM0BOMY BO BHELLHEN ceTu 6e3 Kakon-nmbo aBTopmsaLmm.

OTKpbIBas BO BHELLHIOK CeTb AOCTYN Mo npotokony SSH, cnegyet ob6s3aTensHO No3aboTnTbea o
©e3onacHOM napone unu BKMYUTb aBTOPM3aLMIo TONBKO C UCMONb30BaHNeM SSH-kMYel, To ecTb
3anpeTuTb BXoZ Mo naposnto (CM. pasgen 2.7).

OTKpbIBas BO BHELLHIOW CETb AOCTYN Nno npoTokony FTP, cneayet o6s3aTenbHO No3aboTuTbCsa 0
6esonacHoM napone (cm. pasgen 2.8).
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3 CocTosiHME

3 CocTosiHMe

3.1 O630p

Ha ctpanunue O630p pasgena CoctosiHue oTobpaxaeTcs cBogHasi
ycTponcTea. BHewHnn Bua ctpaHmusl O630p nokasaH Ha pucyHke 3.1.

& plc210 - OBzop - LuCl

<« c @

GBI

><|+

WHOpPMaLMSA O TEKYLLEM COCTOSIHWM

@® 172.16.0.1/cgi-bin/luci/

u" AeToobHOBNEHHE EKNHOYEHO

R v

Ino ® 1

CocToAHue ¥
Obaop
MexceTeBoil 31paH
MapLpyTel
CuHCTEMHBIIN 3ypHaN
KypHan Aapa

Mpatmkn B peansHom
BpeMeHK

Cucrema P
MK »
CrysOel b
Cets #
Cratnctuka ¥

Briittn

plcz2l0

CocTtosiHue

Cucrema

WMmn xocta

Mogens

CepuitHelil HoMep
ApxutekTypa

Bepcua npolumski
Bepcua Aanpa
lNokaneHoe BpemA
Bpemna paboTel
CpefHAA 3arpyaka
MpuunHa nepezarpyaku
Hanpsxenue batapen yacos
Temnepartypa

KaHan nuranns 1

KaHan nutanns 2

CoctoAnwe USB

nnK

HAapo NINK
Bepcuna agpa MK

Cocroanue agpa MK
MNons3aoearensckoe NpUNOXEHNE

HDEHE,D'HEE WCENKYeHue

OnepatuBHasa NnaMATb (RAM)

CeobogHo

plc210
OWEN PLC210-01

ARMVT Processor rev 2 (v7l)
plc210 1.0.0525.0103
4.14.67-rt40-g3011944cfe

Fri May 31 14:16:37 2019 +0300
3a 214 37m 50c

0.24.0.81, 1.16

MporpamMmukiil cpoc

He nogknioyeHo

CODESYS
351410

Paboraet
Mothing

176608 kb / 250384 kb (70%)

PucyHok 3.1 — CtpaHuua «O630p»

Ctpanuua O630p pasgeneHa Ha HECKONbKO NOApa3aernos:

* Cuctema (cm. pasgen 3.1.1);
* MJIK (cm. pasgen 3.1.2);
* OnepatusHasa namatb (RAM) (cm. pasgen 3.1.3);

» CocTosiHMe NopToB ceTeBbIx MHTepdencoB (cM. pasgen 3.1.4);

* CeTb (cM. pasgen 3.1.5);

» AkTuBHble DHCP apeHgbl (cM. pa3gen 3.1.6).

27




3 CocTosiHME

3.1.1 NMoppaspen «Cucrema»

CucTtema
WMmA xocTa
Mogenb
CepyiHbIA HoMER
ADXMTEKTYPA
BepcuA NpolWWBKK
EBepcwA Agpa
Oata v epemA
Epema paboTol
CpepgHAA 3arpy3ka
MpuyKrHa nepesarpyaKu
HanpAmeHue GaTapen 4acoe
M2HOoC BHYTPEHHErD HaKonuTenA
Temnepatypa
KaHan nuTaHuA 1
KaHan nuTaHuA 2
CocToAHwe USE

COCTOAHWE WOHWCTOPOB

plc210rk
OWEN PLC210RK-12
136487230632323599
ARMvE Processorrev 0
plc210rk 2.5.0908.1242
4.19.206-rt87-rt-g030be1266c-tano2.1.18.17.1.omwen78.102
2023-10-10 12:48:33 +0300
Ou16m 27cC
2.61,2.30,1.47
MporpammHeli chpoc
3103 MB (good)
0.0% %
51.1°C
He nogkniJyeHo
MogknoueHo
He nogknmoJyeHo

3apameHbl

J':kHT'J-'EJ'Ibl-CIC_b NPoWKWEBKK

JocTynHa HoBaA BepcKkA: 3.1.5566.7788

PucyHok 3.2 — CocTtosinme. NMoapaspen «Cuctema»

B nogpasgene Cucrtema ctpaHuubl O630p (CM. pycyHOK 3.2) NpMBOQATCS OCHOBHbIE NApaMeTpbl CUCTEMBI:
* Umsa xocta — nmsa cuctemsl (MMe XocTa);
* Mopenb — mMofenb yCTPOWCTBa;
* CepunHbIN HOMEpP — CEPUINHbBIN HOMEP YCTPONCTBA;
* ApxuTeKTypa — MoJerb U apxuTekTypa npoueccopa;
* Bepcus npowmsku (tonbko ans MNJ1IK2xx) — Bepcus npoLumeky;
* Bepcusa appa — Bepcus agpa onepaumoHHON CUCTEMBI;
» [lata M Bpems — TeKyLUMe aaTta u BpeMms;
* Bpems paboTbl — Bpems paboTbl YCTPOMCTBA (C MOMEHTA BKINIOYEHUS);

» CpepHsA 3arpy3ka — TeKylume 3Ha4eHus1 cpegHen 3arpysku (load average, cpegHue 3HaveHusi 3a 1, 5
n 15 MuHyT);

* MpuunHa nepesarpysku — onucaHne NPUYMHLI NOCNEAHeN nepesarpysku;

» HanpsixkeHne 6aTapen 4acoB — 3HaYEHUE HaNpsXKeHUss GaTapemn YacoB (3Ha4YeHVEe N3MepPSIETCS NMpU
BKITOYEHWUW, farnee — OAMH pas3 B CYTKK);

* Temnepartypa (Tonbko ang MNMNK2xx) — 3HavyeHve gatyvka TeMneparypbl, yCTaHOBIEHHOIO Ha nnaTe
YCTPOWCTBA;

» Kanan nutanusa 1, Kanan nutanusa 2 (tonsko gns MNJjK2xx) — coctosHme nepsoro 1 BTOPOro KaHarnos
NUTaHNs;
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3 CocTosiHME

» CoctosiHne USB — coctosiHne USB-nogknioveHusi. B gaHHoM cTpoke oTobpaxaeTcs nHgopmauust o
ckopocTu nogkrntodéHHoro USB-ycTporncTBa (CM. pucyHok 3.3), a Takke UHopmaLms o neperpyske no
TOKY, €Cfi1 OHa BO3HMKAET (CM. pUCYHOK 3.4).

Moaknto4eHo Low-speed yCTPOUCTBO

PucyHok 3.3 — CocTosiHue. NMoapaspen«Cucremar. UHcpopmauus o ckopocTu nogknroveHus USB-
ycTponcTBa

Mpeesiwenne noTpebnedya no Toky

PucyHok 3.4 — CocTtosiHue. NMoapasgen«Cucremar». UHdopmaumsa o neperpy3ske no Toky Ha USB-
MHTepdence

* CocTosiHUe MOHUCTOPOB — COCTOsIHUE 3apsaaa MoHUcTopoB Ans MNJ1K210-1x. Bo3MOXHble 3HaYeHuUs:
3apsKeHbl, paspsiKeHbl;

« AKTyanbHOCTb NPOLUMBKU — OTOOpakaeT Hanuyme 1 CCbirky Ha Goriee CBeXyo BEPCUIO BCTPOEHHOTO
MO npu HanU4MM TakoBOKW. AKTYanbHOCTb OTOBpaXkaeTCst TONbKO AN KOHTpOosiepa, NOAKITYEHHOTO K
CETU UHTEPHET;

* U3HOC BHYTpeHHero HakonuTens — cTeneHb N3Hoca BCTpoeHHow flash-namaTtn koHTponnepa B
npoueHTax;

» AktuBHbIN USB nopT (Toneko ansa CrkK210) — tekywmn aktneHein USB nopt (USB A nnu USB B).

3.1.2 Nopgpasgen «MJK»

Appo NNK CODESYS
Bepcua agpa MNMIK 3.5.14.10
CoctosHue agpa MNIK |M|
Monb3oBaTensCKoe NPUNOXEHNE [W|
MocnepHee ncknioyeHne |m|

PucyHok 3.5 — CocTtosiHue. Moapasgen «MJK»

B nogpasgene MIIK ctpanmubl O630p (CM. pucyHok 3.5) npuBoaaTCcA napamMmeTpbl OYyHKLUA YCTPONCTBA:
* Aapo MNINK — HanmeHoBaHue ucnonb3yemoro gapa MJK;
* Bepcusa aapa NJK — sepcna ncnonssyemoro sapa MJK;

» CoctosiHue siapa NIK — coctosHue agpa MJIK. MoxeT npyHumaTs 3HayeHus:
— Pa6otaet — sagpo MNJIK 3anyweHo n paboTaer;
— OcTaHoBneHo — sapo NJ1K octaHoBNeHo 1 He paboTaer.
* Monb3oBaTenbCckoe NPUNoXeHne — KpaTkas MHPOPMaLUS O NOMb30BATENLCKOM MPUMOXEHWMN.
MoxeT npMHMMaTh OQHO U3 CrieayoLWnNX 3HaYEHWIA:
— Pab6oTtaeT — nonb3oBaTenbCKoe NPUoXeHne 3anyLieHo 1 paboTtaer;
— He 3anyweHo — nonb3oBaTenbLCKOe NPUNOXEHNE He 3anyLLeHo;
— OcTaHOBNEHO — MOMb30BaTENbCKOE NPUNOXKEHNE OCTAHOBIEHO;
— Wcknro4veHne — paboTta Nonb3oBaTeNbLCKOro NPUNoXKeHust bbina npepBaHa n3-3a NPon3oLeaLero
ncknoveHus. MHgpopmaumsi o nocrneaHeM NpomnsoLleaLemM UCKITIYEHUN NpUBEAEHA B None
MocneaHee UckNoYeHue.
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3 CocTosiHME

Ecnu nonb3oBaTenbCcKoe NpUIoXeHue 3arpykeHo, BbIBOAMTCA crieqytoLas AononHuTeNnbHas
WHopMaLns O NPUNOXeHUn (CM. MpUMep Ha pUCYHKe 3.6):

— Wma — HasBaHue (MMS1) NPUNOXeHUs;

ABTOpP — aBTOpP NpUNOXeHUS;

Bepcusa — Bepcusi npunoxeHus;

MN3meHeHO — paTa n BpeMA nocnegHero nsMeHeHUA NpuiioXxXeHus;

Monb30BaTENLCKOE NPUNOKEHNE | PaBortaer |

Mma: naladka_PLC210

Agtop: Melnik A. G.

Bepcwa: 3.5.14.1008
Mameneno: 27.05.2019 09:05:22

PucyHok 3.6 — CocTtosiHue. NMogpasgen «MJIK». UHcopmauums o 3anyweHHOM
Nonb30BaTeIbCKOM NMPUITOXKEHUN

— NMocnegHee uckn4veHne — nHdopmauus o NnocnegHeEM NPom3soLledem UCKITHHEHUN.

3.1.3 Noppaspen «OnepaTtusHasa namatb (RAM)»

B nogpasgene OnepatmBHas namaTb (RAM) crtpaHuubl O630p npumBoanTcs MHGOPMaUMA O 3aHATOW U
cBobOOHOW ONepaTMBHON NAaMATM YCTPOMCTBA B BUAE LLKArbl, Kak NoKa3aHo Ha pucyHke 3.7.

CeofogHo 184800 kb / 250384 kb (T3%)

PucyHok 3.7 — CoctosiHme. NMoppaspen «OnepaTtuBHas namatb (RAM)»
3.1.4 Noppaspen «CocTosiHMe NOPTOB CeTeBbIX UHTEPENCOB»

B nogpasgene CoctosiHMe NOpPTOB ceTeBbIX MHTepdencoB cTpaHuubl O630p NpPMBOANTCS CMMCOK BCEX
NOpPTOB CETEBbIX MHTEPENCOB B BUAE Tabnuupl (CM. pucyHok 3.8).

Wma m MAC-apgpec CoctosHue Wutepdpeiic B coctaee Joubl mexceteeore  [lonyyeHune Mepena4a (TX)
NoOAKNKYEHHA MoCTa 3KpaHa (RX)
Ethernet 1 swipl br-lan (LAN), lan = &=
42:6C:4C nopt 1
Ethernet 2 m 100 Mbur/c, swip2 brlan (LAN), lan 9.90 MB 498 MB
42:6C:4E NOAHKIA AYNNEKC nopr 2 (213640 naketoe) (17170 nakeTog)
Ethernet 3 m 100 Mbur/c, swip3 brlan (LAM), lan 7.71 MB 318 B
42:6C:4F MOAHKIA AYNNeKc nopt 3 (167581 naketoe) (6 nakeToB)
Ethernet 4 m 100 Mbur/c, eth1 (WAN) - wan 139.88 MB 511.68 Kb
42:6C:4D MOAHLIA AYyNNeKc (616094 naketoe) (4741 naketog)
USB RNDIS MopknyeHo usb0 (USBO) - - 24 29 MB 5544 MB

48:6F-73:74:50:43

e

(328930 naketos)

(323294 nakeTos)

PucyHok 3.8 — CocTosiHue. NMogpaspgen «CocTosiHMe NOPTOB ceTeBbIX UHTepthencoB»

Kaxxgas cTtpoka Tabnuubl COOTBETCTBYET OfHOMY M3MYecKkomy ceTeBomy MHTepdency. B Tabnuue ectb
cnegytowime cTonbupl:

* Umsa u MAC-agpec — nmsi ceteBoro nopta n MAC-agpec dmanyeckoro uHTepgenca nopra;

» CocTosiHMe NoAKIIYEeHUss — TeKyLLlee COCTOSIHNE NOOKII0YEHMS CETEBOIO MHTepderica. Takke
oTobpaxaeTcsa nHdopmaLusa 0 CKOPOCTH U OynreKkce NOAKIIYEHUs, eCnun Takasa nHdopmaumns
[OCTynHa Ans AaHHoro nHTepdenca.

[ononHuTtenbHo B faHHOM cTonbue 0To6pa>|<aeTc;| MKOHKa, KOTOopasa onpeaendeT Tun n Tekyulee
COCTOAHUE NMOAOKIH4YeHnA.
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3 CocTosiHME

Bo3aMOXHbI€ TUMbl U COCTOAHUS NOAKITHOHYEHNI npmneeaeHbl B Tabnuue 3.1.

Tabnuua 3.1 — UKOHKM TUMOB U COCTOSIHUIM NOAKNIOYEHUN NOPTOR CeTeBbIX UHTEPdencoB
CocTtosiHMe nogknioveHus
OTKnO4YeHo He nogknrouyeHo Moaknto4yeHo

Twvn noaknoyeHus

lMpoBogHOe noaknyeHne

BecnposogHoe Wi-Fi-
noakntYeHne

BecnposogHoe LTE/3G/2G
nogkntoveHne

USB RNDIS-noaknto4yeHune

VPN-nogkntoveHne

PPP-nogkntoyeHne

“o| D Uy 0| 9) E
"D vy B )| E

* UHTepdrennc— nms cnctemHoro ceTeBoro nHtepdenica nopta. B ckobkax ykasbiBaeTcs MMsi
BMPTYyarnbHOro CETEBOTrO MHTEpderica, K KOTOPOMY NPUBSA3aH CUCTEMHBIN CETEBOW MHTEPGENC (ecrnu
ecTb). [1py HaxxaTuM Ha UMS BUPTYanbHOro MHTEpdenca Npon3onaéT nepexos K CTpaHuLLe HaCTPOMKK
COOTBETCTBYIOLLIEro CETEBOro MHTepderica (cM. pasgen 7.1.1).

* B coctaBe MmocTa — MMSA CUCTEMHOIO CETEBOIO UHTEpdenca MOCTa, B KOTOPLIN BKIMIOYEH AaHHbIN NOPT.
B ckobkax ykasblBaeTcst UMsi BUPTYanbHOIo CETEBOIO MHTepderica, K KOTOPOMY NPUBA3aH CUCTEMHBIN
ceTeBoM UHTepdenc (ecnu ectb). MNpu HaXXaTM Ha UMS BUPTYanbHOrO MHTepdenca NPonM3onaET
nepexopn K CTpaHuLe HaCTPOMKN COOTBETCTBYIOLLIErO CETEBOro MHTepderica (cM. pasaen 7.1.1).

* 30HbI MEXKCEeTEeBOro aKpaHa — NnepeyvncrieHne BCeX 30H MEXCETEBOIO 3KpaHa, B KOTOPbIE BKITHOYEH
UHTepdeNnc;

* MonyyeHune (RX) — konnuectso 6anT 1 NAKETOB, MPUHATLIX Yepe3 AaHHbIN UHTEePENC;

» OTnpaBka (TX) — konu4decTBO 6aNT 1 NakeToB, OTNPAaBNEHHbLIX Yepe3 AaHHbIA UHTEpPdENC.

3.1.5 Noppa3nen «CeTb»

B nogpasgene CeTb ctpaHuubl O630p npuBoautcs MHGOpMauMs 06 OCHOBHbIX CETEBbIX MHTepdencax B
BMae BnOKOB, Kak NMoka3aHo Ha pucyHke 3.9.
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3 CocTosiHME

OcHoeHo# 1Pvd

Mpotokon: Knuent DHCP
Appec: 192.168.0.58
Macka cetu: 255 255 2550
Wnroz: 192 168.0.1

DNS 1: 192.168.0.1
WcrekaeT: Ou 9m 37c
Mogknioyen: 0y Om 23c

_ Yecrpoicteo: Ethernet-anantep: "eth1”
“"  MAC-agpec: :42:6C:4D

AKTWBHBIE COBAWHEHWUA 55 /16384 (0%)

PucyHok 3.9 — CoctosiHue. NMogpaspen «CetTb»
Kpome Toro, BHu3y nogpasgena CeTb oToOpaxaercsd TeKyllee U MaKCUMarbHO BO3MOXHOE KOMM4YecTBO
ceTeBbIX COG,D,I/IHeHI/IVI B BuAe LKasbl.
3.1.6 Noppaspen «AktuBHbie DHCP apeHAabi»

B noppasnene AktuBHblie DHCP apeHabl ctpaHuubl O630p npuBoauTcsa Tabnuvua akTUBHbIX apeHA0BaHHbIX
DHCP-agpecos (cMm. pucyHok 3.10).

AKTHBHbIe DHCP apeHabl

Wmna xocTa IPvd-agpec MAC-agpec OcTaeweecn EpeMA apeHakl
hostname 172.16.0.233 -55:63:42 18y 37m 10c
PucyHok 3.10 — CoctosiHue. NMoapasaen «AktuBHblie DHCPapeHAabI»
Kaxpgast cTpoka Tabnuubl COOTBETCTBYET OOHOMY apeHAoBaHHOMY afpecy. Tabnuua umeeT criegywolime
ctonbubi:
* Umsa xocTa — 1msA XocTa KNUeHTa, KOTOPOMY BbldaH agpec B apeHay;
* IPv4-appec — IPv4-agpec, BblAaHHbIV KITMEHTY B apeHay;
* MAC-agpec — annapatHbiin MAC-agpec knvMeHTa, NonyymBLIErO agpec B apeHay;

* OcTaBweecs BpemMs apeHAbl — OCTaBLUeeCd BpeMd apeHabl BbiIJaHHOIo agpeca.
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3 CocTosiHME

3.2 MexXceTeBOM 3KpaH

Ha ctpaHuue MexceTeBon 3KpaH pasgerna CoctosiHue oTobGpaXkaltoTCsa aKTMBHbIE MpaBuiia MEXCETEBOrO
akpaHa pana Bcex Tabnuy (Filter, NAT, Mangle) n ux uenoyek. BHewHWA BMAO CTpaHMUbl MOKas3aH Ha
pucyHke 3.11.

& plc210 - Mexcetesoii skpan - | X | + all - ©
&« c ® 172.16.0.1/cgi-bin/luci/admin/status/iptables e g + N D ® b =
L
“I'l:ll c AeTooOHOENEHHE BKNKYEHO
1
CocToAHHe ¥ plc210
Obaop
CocTofAHME MEeXCeTeBOoro SKpaHa
MexceTenoil skpaH
MapLupyTsi MesxceTesoi skpan |Pvd MexceTesoi akpaH IPvE
CHCTeMHEIR KypHan
CKPBITE MYCTBIE LLEN0YKH :} MepezanycTUTe MEXCETEBOMH IKpaH
HypHan Aagpa
Tabnuua: Filter
Ipauku B peansHom
BpEMeHN Lienouka INPUT (Monutuka: ACCEPT, 1410 MakeTsl, 107.38 KB Tpaduk)
Cucrema # naketoe  Tpadwmk  Haznauenue Mpor. B Bue MWcrounwk Hanpaenenwe Onuuu KoumeHntapui
MK » 185 K 9274KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0
Custom input
e k X o o _0.0.0/ 0.0.0/ )
Cryxbel b 17224 K 12.30 MB all 0.0.0.0/0 0.0.0.0/0 wule chain
Cero b 16872K 1205 MB  ACCEPT al * * 00000 00000 cistate
: ) T o RELATED,ESTABLISHED
Cratuctuka b
6 2B syn_flood tep * * 0.0.0.0/0  0.0.0.0/0 tep flags:0x17/0x02
Bllitti i
1.06 K 38.02KB  zone_lan_input  all lan * 0.0.0.0/0 0.0.0.0/0
105K 10527 KB zone wan_input all eth1 * 0.0.0.0/0 0.0.0.0/0
Llenouyka FORWARD (Nonutuka: DROP, 0 NakeTel, 0 B Tpacuk)
naketoe Tpadpuk HazHnavenne Mpor. B Bue MWctouynmk Hanpaenewwe Onuum Kommentapui
Custom
0 0B forwarding_rule all " " 0.0.00/0  0.0.0.0/0 - forwarding rule
chain
ctstate
2 2 /| /
0 0B ACCEPT all 0.0.0.0/0  0.0.0.0/0 RELATED ESTABLISHED
0 0B zone_lan_forward  all :M " 0.0.00/0  0.0.0.0/0
an
0 0B all eth1 * 0.0.00/0  00.0.0/0
0 0B all * * 0.0.0.0/0  0.0.0.0/0
Llenoyka OUTPUT (Nonutuka: ACCEFT, 528 MakeTsl, 21.12 KB Tpaduk)
naketoe Tpadmk HazHavenue Mpor. B Bre Wctounnk Hanpaenenwe Onuun KommeHntapui
185K  9274KB ACCEPT all * lo 0.0.0.0/0 0.0.0.0/0 y

PucyHok 3.11 — CtpaHuua «MexceTeBon akpaH»

[ns noHMMaHust aHHbIX Ha cTpaHuue MexceTeBoM 3KpaH PEKOMEHOYETCS O3HAaKOMUTBCS C JOKYMeHTaumen
K MexceTeBOMYy 3kpaHy netfilter ansa sgep Linux n k yTunute ynpasneHnus iptables.
|I| NMPUMEYAHUE

YnpaensaTb MEXCETEBBIM 3KpaHOM (peaakTupoBaThb U 06aBnATb NpaBunia) MOXHO Ha cTpaHuue
MexceTteBoM 3kpaH pa3gena Cetb (cM. pasgen 7.5).

3.3 MapupyThbl

Ha ctpaHuue MapuwpyTtbl pasgena CocrtosiHMe oTobpaxatorcs Tekywme IPv4d un IPv6 Tabnuupbl
MapLpyTmsaummn. Takke Ha cTpaHuue npueedeHa Tekywas ARP-tabnuua (Tabnuua cootBetrctBua MAC-
agpecos IP-agpecam). BHewHun Bug ctpanmubl MaplupyTbl nokasaH Ha pucyHke 3.12.
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3 CocTosiHME

& plc210 - MapwpyTel - LuCl x | + sl - -

&« c @ ® 172.16.0.1/cgi-bin/luci/admin/status/routes e w ¢ N @D ® B =

UBENM

]

CocToAHMe ¥ plc210

Ofaop

MapuwpyThl
MesxceTeBoii 3kpaH
Ha naHHom yCTpolicTBe aKTMEHL! CREfyHLLMe NpaBuna
MapLupyTsl
; ARP

CucTeMHeIR Ay pHan

HypHan Anpa IPv4-anpec MAC-anpec Hurepdeiic

lpadukn B peancHom 192.168.0.1 4C-82:5F wan

Bpemenn 172.16.0.233 -56:53:42 usb0
Cuctema ¥
MK »
Crybia b AxTuBHbIE |Pv4-MapwpyTbl
Cete ¥ Cetb HazHnaueHue IPvd-wnioa MeTtpuka Tabnuua
Cratnctuka » wan 0.0.0.0/0 192 168.0.1 0 main
BhiiTi ush0 172.16.0.016 - 0 main

wan 192.168.0.0/24 - 0 main

CeTb HazHauyeHue WeTouHuk MeTtpuka Tabnuua
usb0 f00::/8 256 local
(eth0) ff00::/8 256 local
lan ff00--/8 256 local
wan ff00::/8 256 local

IPv6 cocegu (neighbours)

IPv6-anpec MAC-anpec Wutepdenc

Powered by LuCl (Owen) / 2018.07

PucyHok 3.12 — CtpaHuua «MapuwpyTtbi»

NMPUMEYAHUE
III Ho6aBuTb ctatudeckume IPv4 nnn IPv6 mapLipyTbl MOXHO Ha cTpaHuue «MapLupyTei» pasgena «CeTb»
(cm. pasgen 7.4).

3.4 'pachukn B peanbHOM BpeMeHU
Ha ctpaHuue lpadmku B peanbHOM BpemeHu pasgena CocTosiHue oTobpaxatoTcs rpadvkn ans
HEKOTOPbIX CUCTEMHbIX NAPaMETPOB B pearibHOM BpEMEHMU:

* TekyLlada 3arpy3ka cucremsl (load average, cpegHue 3Hadvenus 3a 1, 5 n 15 MuHyT);

* TeKyLUne BXoOsALMIA U ncxoddamm Tpaduk ceTeBblX MHTEPGENCOB;

* Tekywmne aktnBHblie UDP 1 TCP coeguHeHust, BKIToYasi MOMHbIN CMIMCOK BCEX COEANHEHUN.

BHelwwHun Bug ctpanunubl Mpadmkn B peanbHOM BpeMeHU NS pasnnyHbIX rpacomMKoB NokasaH Ha pUCYHKax
HUXe.
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3 CocTosiHMe

J‘plrj'lﬂ—(nmmm-hﬂ:l x|+ ~ - clEl
« = C &

L
(V) B & et v

Muis iocTa: pledll

o0 & 172.16.0.1/ogi- bin/lucifadmin/status/realtimefconnections = 3

CocToAKmE *

Ofiaop |
‘Jarpyasa I'I'pﬂ- | CoenuHeHHA
MesceTesol aKpaH

m 2m im
MBpILIpYTE
Tpagwxn @ peansHOM 75
BpesEHn
MypHans
a0
Cucrema b
nng »
L]
Cysain b
Cete b
CTAaTHCTAKS B (3 siaHyTHOR DHO, 3 COMYHOHDIA MHTapEAN)
BsiTH
upp: 52 Cpegwenn: 43 Mukosan: 68
TCP: 0 Cpaguam; 1 Muwoman: 6
Dpyrwe: 0 Cpepunm: 0 Nuiosan: 1
EMICUHTE PAIPSUSSHING HMEH
Ceta Nporokon HoTomsme Hanpannense Nepegasa

1PV upP 172.16.0.157:17500 172.16.255.255:1 7500 13.76 KE (77 naxeTos)
IPV4 unP 172.16.0.1:1740 172.16.0.1:1740 2.19 KE (56 naxeras)
IPV4 uppP 192.168.0.100:17500 192.166.0.255:17500 1.07 KE (% nakeTos)
IPV4 TCP 172.16.0.157:4421 172.16.0.1:80 970 B (5 NAKETOR)
IFv4 upp 192.168.0.35:30365 BEBES 546 b (4 nawaToR)
IPV4 unP 172.16.0.157:137 172.16.255.255:137 458 B (6 nakeTos)
IFV4 upp 192,168.0,100:137 192.168.0.255:137 468 B (6 naeton)
IPV4 upP 172.16.0.157:53892 172.16.0.1:53 425 B (6 NAKETOR)
P4 upp 172.16.0.157:50645 172160153 380 B (2 naweton)
IPV4 UDP 192.168.0.35:24371 192.168.0.1:53 350 6 (3 naweTos)
IPV4 upP 192.168.0.35:44848 B.B.BES53 352 B (4 NaKeToR)
1PV upP 192.168.0. 3544848 192.166.0.1:53 313 b (2 naweToR)
IPV4 unP 192.168.0.35:42798 192.168.0.1:53 208 E (2 nakeTos)
IFV4 uppP 192.168.0.35:24084 192.168.0.1:53 298 B (2 naweToB)
IPV4 uoP 172.16.0.157:54370 172.16.0.1:53 298 E (2 NAKETOR)
P4 upp 192.168.0. 35184608 192 168.0.1:53 298 B (2 nawaToR)

PucyHok 3.13 — CtpaHuua «pacdmku B peanbsHOM BpeMeHu». Mpacdnk akTMBHbIX COeANHEHUN
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3 CocTosiHMe

@ plcib - Jarpyna - Lutl
e
VBN
—

Odiacp
MesceTeaoR 3pan
MapLpyTsi

Mpadwkn & peancHom
BOEMEH

Blypean
CincTessa b
MNrg ¥
Crysofits #
Cetn ¥
CraTicTrka b

BiTw

X ple10- Tonpue: Luc!

M| G phc2iD . Cosganensaa - LuCl X+

m ﬂ 1T216.0.1 fegi-bin/lud/sdminfolatusrealtirme

Wi xocTa pla2ld

EUWEMITMKlm_

3m 2m
150
.
050
arpyawa 38 1 meyTy; 152

Sarpyaca 3 § wimiyr: 070
Jarpyma 33 15 MEyT: 046

Cpapurm;  0.95
Cpegmns: 045
Cpagnrs; D37

(3 MUHYTHOR DKHD, 3 CRKYHIHBIA KTAREAN)

Mwngan
Flvincosan:

TS REAC

152
0.r

045

PucyHok 3.14 — CtpaHuua «'padmkn B peanbsHoMm BpemMeHn». Fpacduk 3arpy3km

@ ple0 - Tpadw - Ll

X | @ platt-Conpmonn-Lul X | +

Bpupal; - 368 Gt/

{48 Bic)

Meunnuysl: 0 0u/c
(0Ec)

3.22 KowT/c
(412.52 B/c)

324,96 OuT/C
(4062 Bic)

“ - e ﬂ m H 1T2160.1 fegi-binfud,/ sdmin statusfreallimebandwidth Lt @ ﬁ‘ m,, m W‘ ﬂ =
-
mﬂ. S AITODGHOLNTHIE DENEFEHD
CocTorsme = W rocTa pla2lo
Odizop
‘Barpyaka | Tpadws: | CoeHHEHHA
MesETeaoR 3epan
brdan |ul|‘| lmmlm.ﬁlm.ﬂ‘-m
X BV |
Tpaduaxia & peanbHom Im m .
BpEMEHM
HypHanib B0 Ko (750 KEe)
Ciacressa b
UK 4000 i (500 Kidg)
Crysofie »
Cetn 2090 K (2 50 KRi)
CraTmcTaka b
Boifmm

(3 MusyTHOS OKHE, 3 CRRYHIHMEA KTRpaEN)

i an

75.77 KiiuTic
{5.47 KB/T)

9.50 KEWT/E
{119 KE/c)

PucyHok 3.15 — CtpaHuua «'padmku B peansHom BpemeHuy». Mpacduk Tpacmka mocta «br-lan»

3.5 XypHansbl

Ha ctpanuue XKypHanbl pasgena CoctosiHue otobpaxalTcs 3anmcu cneayowmux XypHaros:

* Bknagka XypHan sapa;

* BKNagka CMCTeMHbIN XypHan.
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3 CocTosiHME

UBEEH

CocToaHue ¥
06aop
MexceTeroi 3KpaH
MapuwpyThi

Ipaduky B peansHom
EpeMEHH

HypHans
CucTema b
MK »
CnyxGo ¥
CeTb b
CTaTucTHKa P

BbIATH

plc2lork

MpocMOTp XKypHanos

MypHan Agpa | CMCTeMHBIA XypHan | 3annaHupoBaHHble 3aaanud (cron) | Owencloud

OToGpamaTh No yEbiBaHWK BPEMEHK (NocnefHee ceepxy)

OTo6paMKaTh MPUOPHTETbI

12(7) || 14(26) || 30(2) || Info (504) || Notice (19) || Debug (131) || Error (25) || Warning (203)
OTo6pamaTh cToNBUbI:
Ne || Bpems || MpuopuTeT || CoobuieHne

DUAbTP 3annceil:

3anuck xypHana (917)

OuucTUT

NZ  Bpems MpuoputeT  Coobujesve
917 1764.862511 Info
916 1764.862082 Info
915 1764.86163@ Info
914 1764.861463 Info
913 1764.823821 Info
912 1433.e419%6 Info
911 1453.84124> Info
9le 1453.840742 Info
989 1453.@85283 Info
988 1452.945841 Info
987 1452.752834 Info
988 28.294152  Warning
985 28.294884 Error
oed 28.290824 Warning ttys4 -
983 28.290753 Error
982 27.288346 Info IPw6: ADDRCOMF(NETDEV_UP): usb@: link is not ready
981 27.865867 Info IPw6: ADDRCOMF(NETDEV_UP): usb@: link is not ready
oSee 27.26379 Info usb@: MAC 48:6f:73:74:58:43

899 27.263421 Info usb@: HOST MAC 42:61:64:55:53:42

898 27.846874 lWarning using random host ethernet address

IPv6: ADDRCONF(NETDEV_CHANGE): ethl: link becomes ready
IPv6: ADDRCONF(NETDEV_UP): ethl: link is not ready
rt183@4mb stmmac-@:8a ethl: Link is Up - 1@@Mbp
rt18384mb stmmac-8:@a ethl: configuring for phy/internal link mode
rtl83@4mb stmmac-@:@a ethl: Link is Down

android_work: sent uevent USB_ST. ONFIGURED

IPv6: ADDRCONF(NETDEV_CHANGE): usb@: link becomes ready
configfs-gadget gadget: high-speed config #1: ¢

android_work: sent uevent USB_STATE=CONMNECTED

dwc3 fcc@@@ed.dwc3: device reset

phy phy-fe8ad@@@.usb2-ph : charger = USB_CDP_CHARGER

ttyS3 - failed to request DMA, use interrupt mode

1 - flow contrel rx/tx

failed to request DMA, use interrupt mode

of_dma_request_slave_channel: dma-names property of node '/serizl@fecb@@8d’ missing or empty

of_dma_request_slave_channel: dma-names property of node '/serial@fe696e@@' missing or empty

OToBpakaTh No y6biBaHUIO BpeMeHU (NOCNeiHee CBEPXY)

OTO6paXaTh NPUOPUTETbI:
12(7) || 14(18) | 30(2)

OTo6paxarb cTonbupl:

Ne || Bpemsa | lpuoputeT

DUNbTp 3anuceit:

Info (315)

PucyHok 3.16 — Bknapgka «XKypHan sgpa»

Notice (77) || Debug (6) || Critical (1) || Warning (8) || Error (7)

CoofbLleHue

e

OYUCTUTb

PucyHok 3.17 — CtpaHuubl «XXypHanbi». 9neMeHTbl ynpaBrieHUs NpoCMOTPOM XypPHaroB

CTpaHnua Kaxgoro >KypHanma B BepxXHeW YacTu COoaepXuT obracTb Co crnegylowumy  3nemMeHTamm

ynpaBneHus:

* nepekntoyatens OTo6paxaTb No yobiBaHUIO BpeMeHU (nocriegHee cBepXxy) — No3BONSAET
NepeKnoYNTb PEXMM COPTUPOBKU 3anucein. MNpu BKIOYEHHOM NepekrnodaTtene 3anncu XypHana
oTobpaxaloTcs No yobiBaHMIO BPEMEHU perucTpaLmm, NoCneaHss 3anucb Bceraa ceepxy (pexumm
oTobpaxeHus Mo ymon4yaHuio). Ecnv nepekntoyarens BbIKITHOYEH, TO 3anMcn oTobpaxatoTcs no
BO3paCTaHWUIO BPEMEHW permcTpaunm, NocrnegHas 3anncb BCeraa CHu3y;

* kHornka OBGHOBUTb — BbIMOSHSAET NOBTOPHOE 4YTeHne 3anucemn s COOTBETCTBYHOLLEro XypHana C

0oBHOBMEHMeM 3anuceli B Tabnuie Ha cTpaHuLe,;

* KHomnka CKavaTb — MO3BOJISIET BbINOSIHUTL CKauMBaHue (haiina xypHarna B Tpebyemom ¢op- mate.

[ocTynHble bopmaTbl:

— RAW — npocTou TekcToBbIM hopmat (MCXoaHbIN hopmar);
— CSV — tekctoBbIN opmat CSV,;

— JSON — tekcTtoBbIi hopmat JSON.
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3 CocTosiHME

* KHOMKU-Nnepekn4yartenm 0T06pa)KaTb NPUOPUTETbl — NO3BOJNAKOT BKIMKOYUTb UIN BbIKITIOYUTDb
0T06pa>KeH|/|e 3anucemn onpeaerneHHbIX NpUopnuTeToB.,

* KHOMKK-Nepekn4vaTtenu 0T06pa)l(aTb CTONOLbI — MO3BOMSAIOT BKITHOUYUTL MU BbIKITHOYNTD

0T06pa)KeHV|e COOTBETCTBYHOLLUNX cTonbuoB B Tabnuue 3anvcen XypHana,

* none BBoaa (DVI.I'Ipr — NO3BONAET BbIMNONTHUTb d)MJ'IpraLI,I/IIO 0To6pa>|<aeMb|x 3anucen XypHana no

3afjaHHOMY LLIABMoHY;

* KHoMka OYNCTUTBb — KHOMKA OYUCTKM BBEOEHHOIO LWabnoHa cbvu'lepa B norne BBoAa «(DI/LI'Ipr».

3.5.1 XypHan sgpa

Ha ctpanuue XypHan sgpa pasgena CoctosiHMe oToOpakaeTcsi BbIBOA >KypHana sapa, B KOTOPbIA
3anucbiBaloTCa cooblueHus paboTbl sigpa Linux, HauMHas ¢ MOMeHTa 3arpy3ku. BHelwHuin BuA cTpaHuupbl

XypHan saapa nokasaH Ha pucyHke 3.18.

GBI

CocTosAHHe ¥ plczlerk

06z0p MpocMoTp KypHanos

MeXCETeE0H 3KpaH

JMypHan Anpa | CMCTeMHBIA XypHan | 3annaHvpoBaHHble 3apanus (cron) | Owencloud

MappyToi

padik B peanbHom

OToBpaxaTh Mo yEblBaHWE BpEeMeHU (MocnefHes cBepxy)

BPEMEHM
OTobpaxaTh NPUOPUTETHI:
HypHano! 12(7) || 14(26) || 30 (2) || Info (504) || Notice (19) || Debug (131) || Error (25) || Warning (203)
CucTema b OTobpaxaTh cTONGLbI:
N2 || Bpems || MpuopwteT || CooblieHne
nnK »
@UNbTP 3anncei:
Cnyx6bl P
CeTb F

3anucK xypHana (917)

QUHCTUTE

Cratuctuka »

Ne Bpemsa MpuopuTeT
BoiATu 917 1764.862511 Info

916 Info

915 Info

914 Info

913 Info

912 Info

911 Info

918 1453.642748 1Info

989 1453.805203 1Info
988 1452.945841 Info
927 1452.752034 Info
986 28.294152 MWarning
9es Error
9@4 Warning
983 Error
9e2 Info
9e1 Info
9ee Info
839 . Info
838 27.846374  Warning

Coofiw,eHue
IPvE: ADDRCONF(NETDEV_CHANGE): ethl: link becomes ready
TPy ADDRCONF(NETDEV_UP): ethl: link is not re

rt18304mb stmmac-8:0a ethl: Link is Up - 184l

1 - flow control rx/tx

rtl8384mb stmmac-8:8a ethl: configuring for
rt18304mb stmmac-8:@a ethl: Link is Down
android_work: sent uevent USB_STATE=CONFIGURED

IPv ADDRCONF (NETDEV_CHANGE): usb@: link becomes ready

configfs-gadget gadget: high-speed

phy/internal link mode

onfig #1: ¢
-CONNECTED

rk: sent uevent USB_STAT
008.dwc3: device reset

hy.1: charger = USB_CDP_CHARGER
ttyS3 - failed to reguest

y-feBagaes. u:

A, use interrupt mode

of_dma_request_slave_channel: dma-names property o

ttyS4 - failed to request A, use interrupt mo

of_dma_request_slave_channel: dma-names property of node '/sericl@fef98888' missing or empty

IPvG: ADDRCONF(METDEV_UP): usb@: link is not ready
. ADDRCONF(NETDEV_UP): usb@: link is not ready

\C 48:67:73:74:58:43

HOST MAC 42:61:64:55:53:42

using random host ethernet address

f node '/serial@fecb@oed" missing or empty

PucyHok 3.18 — CtpaHuua «XXypHan sgpa»

OCHOBHbIM OTNMYMEM XypHana agpa OT CUCTEMHOIo XypHala ABNAeTCA TO, YTO B XypHane Agpa He

perncTpupyoTcs Kakme-nnbo cobbiTUsa OT NPUMOXKEHUN 1 CY>KO yPOBHSA NONb3oBaTens.

3.5.2 CucTteMHbIN XXypHan

Ha cTpaHuue CuctemHbIN XypHan pasgena CoctosiHMe oToOpaXkaeTcs BbIBOA CUCTEMHOIO XypHana, B
KOTOpbIV 3anucbiBaloTca Bce cobbITMA sapa Linux, NpunoXeHun u cnyxo, 3anyLlweHHbIX B cucteme. BHeLwHui
BUA CTpaHuLbl CUCTEMHbIN XXypHan rnokasaH Ha pucyHke 3.19.
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3 CocTosiHME

OIBIEH

CocTOAHHE ¥ plc2lerk

O6aop MpocMoTp XypHanos 53

MemceTeBoi 3KkpaH ~
JKypHan Agpa | CMCTEMHBIRA MypHan | 3annaHupoBaHHble 3adanus (cron) | Owencloud

MapLpyTol
TpadMku B peancHoM OTofpamaTs No yORIBAHMIO BPEMEHN (NOCNEgHes CBEDXY) Ckauats (RAW) B
BpemMeHn
OTo6pamaTh NPHOPUTETLI:
Hypans! OToGpamaTs cTonGUs!
CucTema b |£H BpemeHHasa meTka || Ter H MpuopuTeT || CoobuieHue |
MK » DUNLTD 2aNUCEi:
CyxGbl b
3anucu XypHana (0)
CeTb b
N2 BpemenHaa Ter [MpuoputeT CooblieHne
Ctatuctuka b MeTKa
BriAtn MypHan He cofepxuT 3anvced

PucyHok 3.19 — CtpaHuua «CMCTEMHbIN XXypHan»
3.5.3 3annaHupoBaHHbIe 3apgaHus (cron)

Ha cTpaHuue 3annaHupoBaHHble 3agaHuA (cron) pasgena CocTosiHue oTobpaxkaeTcsl BbIBOA XXypHana, B
KOTOPbIN 3anucbiBaloTCA UHGOpMaums o paboTe nnaHMpoBLUMKaX 3adad cron. BHelwHwui BuAg cTpaHuubl
3annaHupoBaHHble 3agaHus (cron) NokasaH Ha pUCyHKe:

.

wosap MpOCMOTP KypHanoB b2

MeXCETeB0i 3KpaK -
JypHan agpa | CMCTEMHBIA XypHan | 3annaHupoBaHHble 3agauua (cron) | Owencloud

MapipyTol
Mpaduku B peanttom B OToGpamaTh No YOLIBAHWKD BPEMEHH (NOCNEOHES CEEpXY) Ckauatb (RAW) ‘ -
BpeMeHHn
OTOGPEKaTh NPUOPUTETEI:
HypHans! | Info (683) H Notice (93) H Debug (148) H Warning (25) || Error (67) \
CucTema b Otobpamatb cTonbubl:
| Ne || Bpemennas metka || Ter || Mpuoputer || Kateropus || Coobwenme |
MK » — —
DUNLTP 2aMUCEi
CnyxSbl »
Ceto b 3anucw wypHana (739)
CTaTucTika P N2 BpeMmeHHan MeTKa Ter MpuopuTeT KaTeropus CoobuieHue -
Boli 739 93.86.2024 96:88:81 (ROND[12875] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
BIMTH
738 93.86.2024 06:86:81 (CROND[12854] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
737 93.86.20824 86:084:81 C(ROND[12834] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
736 93.86.2024 06:82:81 (CROND[11986] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
735 ©3.86.2024 06:81:01 C(ROND[11281] Info cron (root) CMD (cd / && run-parts /etc/cron.hourly)
734 93.86.2924 96:89:81 CROND[11981] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
733 ©3.086.2024 85:58:81 CROND[11933] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
732 93.86.2924 ©5:56:81 CROND[11911] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
731 93.86.20824 @5:54:81 (CROND[118%8] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
738 93.86.2024 05:52:81 C(ROND[11842] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
729 93.86.20824 05:52:81 CROND[11822] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
728 ©3.86.2024 05:48:01 C(ROND[11791] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
727 93.86.2924 95:46:81 CROND[11771] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
726 ©3.86.2024 @5:44:81 CROND[11751] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
725 93.86.2924 ©95:42:81 CROND[11726] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
724 93.86.2024 05:42:81 CROND[11673] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
723 93.96.2024 05:38:01 C(ROND[11648] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
722 93.86.2024 @5:36:81 CROND[11623] Info cron (root) CMD (retc/init.d/sysfixtime hctosys)
721 93.86.2024 05:34:81 C(ROND[11687] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
720 93.86.2924 ©95:32:81 CROND[11585] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys) -

PucyHok 3.20 — CtpaHuua «3annaHMpoBaHHble 3agaHus (cron)»
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3 CocTosiHME

3.5.4 OwenCloud

Ha ctpanmue OwenCloud pasgena CoctosiHme oTobpaxkaeTcs BbIBOA XXypHana, B KOTOPbIA 3anucbiBaeTcs
MHpopmaumss o6 obmMeHe AaHHbIMM C obravHbiM cepBucom OwenCloud. BHewHWii Bug CTpaHuUubl
OwenCloud noka3saH Ha pUCYHKe:

OBI:H

CocTosHue ¥
O6sop
MexceTeBoi 3KpaH
MapuwpyTol

Tpathmki B peansHomM
BpeMeHn

JKypHanbl
Cuctema b
MK k
CyxGbl b
Cetb b
Cratuctuka b

BbiiATi

plc2lérk

lMpocMoTp KypHanoe o2

JKypHan Aapa | CUCTEMHbIA XypHan | 3annaHupoBaHHble 3aAaHus (cron) | Owencloud

OTobpamaTh No yObIBaHWIC BpEMEHK (NOCNefHee CBEPXY) Ckauatb (RAW) -

0To6pamaTE NPHOPUTETLI:

OTo6pamaTs cTonGUbI:

N2 || BpemeHHan meTka || Ter || Mpuoputet || CoobuieHne

DUNLTP 3anucei: OUMCTHTD

3anwcu xypHana (0)

N2 BpemeHHaa Ter [puopuTeT CoobLieHHe
MeTKa

JHYDHAN He COREPKHUT 3amncelt

PucyHok 3.21 — CtpaHuua «OwenCloud»
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4 Cucrtema

4 Cucrtema

4.1 OOGwme HACTPOMKH
O6Lwwwme HacTpoKikn cucteMbl pasMeLLleHbl Ha cTpaHuue O6wme HacTponkmu pasgena Cucrema v pasgerneHol
Ha HEeCKONbKO BKNaAoK:

« XocT;

* )KypHanvpoBaHue;

* A3bIK;

 [lononHuTenbHbIEe.

BHewHun Bug ctpaHnubl Cuctema nokasaH Ha pucyHke 4.1.

& plc210 - OBLwme HacTpoiik - | X |+ ~ - O
& Cc @ ® 172.16.0.1/cgi-bin/luci/admin/system/system see Pg vy InNn@DO ® B =
| |
OBI:H
CocroaHue b plc210
Cucrema +

O06LWMe HaCTPOWKK CUCTEMDbI
OB ke HacTpoiikn
3,193!: Bbl MOX¥eTe HAaCTPOUTE OCHOBHEIE NapaMeTpel BalLero

CTBa, TAKWe KaKk UMA X0CTa UMW HACTPoOAKK HypHanupoeaHuA

Bpewma
. Xoct | KypHanuposaWwe | Haelk | [lononHuTEnkHele
YnpaeneHue
Cropoxesoi Taiimep
WMmA xocta | ple210
MoHTpoBanue pazgence
PezepeHoe KONWpoEaHKE
- COXpaHUTE W NpUMeHuTe | COXpaHuTh C]
OfHOENEHUE NPOLUMEKK
TepmuHan
Mepe3arpyaka
MacTtep HacTpoiikin
MK »
Cnyxiel P
Cets »

Cratuctvka b

Biitti

Powered by LuCl (Owen) / 2018.07

PucyHok 4.1 — CtpaHuua «O6Lwme HacTponKn»

4.1.1 Bknagka «Xoct»

Bknagka XocT no3BofsieT HacTpOWTb WMMS XOCTa cucTeMbl. BHewHwuii Bug Bknagkm XoCT MokasaH Ha
pucyHke 4.2.

Xoct | MypHanwpoeanue = Hawlk | JononHWTEnkHbIE

Mma xocta  plc210

PucyHok 4.2 — CtpaHuua «O6wue HacTponkn». Bknagka «Xoct»

4.1.2 Bknagka «XKypHanupoBaHue»

Bo Bknagke XXypHanupoBaHMe BbINOMHAETCA HACTPOMKa CUCTEMHOW CNYXXObl XypHanMpoBaHus. BHeLHWI
BuA Bknagku XypHanupoBaHue nokasaH Ha pucyHke 4.3.
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4 Cucrtema

Xoct | HypHanupoeanwe | H3ek | JononHuTensHele

PESI’v‘IEp CUCTEMHOID ¥y pHana 64

BHeLUHWIl CepBep CUCTEMHOMD 3KYpHana
MopT BHELUHErD cepEepa CUCTEMHOMD ¥y pHana
BHelwHui npoTokon nor-cepeepa upp v
3anwcelBate cucTeMHele cobeituA B daiin - /tmp/system.log
3anuck cobeimui OTnagka v

3anuce cobeituit cron HopMankHo v

PucyHok 4.3 — CtpaHuua «Cuctemar. Bknagka «XKypHanupoBaHue»

[nsa KoHUrypaumm QOCTYMNHbI criedytoLume HacTPOWKK:
+ Paamep cucTeMHOro XypHana — pa3Mep XpaHMMOro CUCTEMHOTO XXypHana B kunobawnTax. Mpw
NPEBbILIEHUM YKa3aHHOTO pa3Mepa caMble cTapble 3anucy GyayT yaanaTbes U3 XypHana;
 BHeluHKWIA cepBep cUCTeMHOTO XypHana — IP-agpec BHelwHero syslog-cepeepa CUCTEMHOIO
XypHana. Ecnu ykasaTb afpec BHeLLUHero cepBepa XypHanupoBaHusi, cobbiTusi 6yayT AyGnmpoBaTtbes
Ha Hero;

MopT BHelHero cepeepa CUCTEMHOrO XXypHana — Homep nopTa BHeluHero syslog-cepsepa
XypHanupoBaHus;

BHeluHMI NnpoToKon nor-cepBepa — BbIOOP NPOTOKONa BHELLHEro syslog-cepBepa >XypHanupoBaHusl.
JocTynHble NpOTOKONbI:

— UDP;

- TCP;

3anucbiBaTb CUCTEMHbIE COOLITUS B pans — foKanbHbIA NyTb K dansly CUCTEMHOTO XXypHana;

3anucb cobbITUM — BLIGOP YPOBHS COBLITUIA ANSA XypHaNUpoBaHus. B cuctemHbivi xxypHan byayT
3anMcbiBaTbCs BCe COObITUSA C YPOBHEM BbILLE UMM PaBHbIM BbIBpaHHOMY.

[Ons BbIGOpa AOCTYMNHbI CrieayoLme YpoBHU:

— oTtnagka (debug);

— WHdopmaums (information);

— 3amertka (notice);

— npegynpexaeHue (warning);

— owwubka (error);

— KpuTnyeckas cutyaums (critical);

— Tpes.ora (alarm);

— 4pesBblyaniHas cuTyaums (emergency);

3anucb cobbiTu Cron — BLIGOP YPOBHSI COOLITUI CYXObl cron Ans XXypHaNnMpoBaHusl.

[nsa Beibopa [OCTYNHbI CReAyLNE YPOBHU:
— otnagka (debug);

— HopwmarnbHo (normal);

— npeaynpexaeHue (warning).
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4 Cucrtema

4.1.3 Bknagka «fA3bIk»

Bo Bknagke AsbIk npefgocTaBnseTcs BO3MOXHOCTb Bblbopa fA3bika MHTepdenca Web-untepgenca LuCl.
BHelwHUn Bng BkNagkm A3bIK NokasaH Ha pUCyHKe 4.4.

Xoct  MypHanwpoBaHwe = Habik | [LONONHWTENBHGIE

Hawlk Pyccrkmit (Russian) v

PucyHok 4.4 — CtpaHuua «Cuctemar. Bknagka «A3bik»

Kpome cnuncka s3bikoB, B BbiMadalolleM crncke SA3bIK COOepXuUTcs anemMeHT auto, KOTopbIi Mo3sonser
MCMoMNb30BaTh PEXUM aBToOMaTU4eckoro Bblbopa f3blka WHTepdelica B 3aBUCUMMOCTM OT  A3blKa,
ncnonb3yemMoro B 6paysepe KnueHTa.

4.1.4 Bknagka «[JJononHuUTenbHbIe»
Bo Bknagke [onornHuTesNbHble NpPeoCTaBreHbl AOMONMHUTENbHbIE HACTPOMKW. BHewHuid Bug BKNagku

JononHuTenbHbIe NOKasaH Ha pucyHke 4.5.

Xoct | MypHanwpoeaHwe = Hawk | [ononHWUTENBHGbIE

WHTepean nynnuara 5 v

PucyHok 4.5 — CtpaHuua «Cuctema». Bknaagka «[JononHutenbHbie»

HacTtpoiika UHTepBan nynnuvHra onpegensieT MHTepBas aBTOMaTU4YecKoro OGHOBMEHUS MHGopMaumn Ha
CTpaHuUax, noadepXkvBalolLMX [aHHYl BO3MOXHOCTb. Bonee nogpobHass WHGoOpMauus o YHKUUM
aBTOMAaTM4ecKoro O6HOBINEHUS CoaepXuTcs B pasgene 1.4.

4.2 Bpems

Ha ctpaHvue Bpems pasgena Cuctema pasmeLLeHbl HACTPOMKM NIOKanbHOro BpEMEHW YCTPOMCTBA, a Takke
HaCTPOWMKM CUHXPOHM3aUUN BpeMeHM Npu nomowm cryx0bl NTP (cm. pucyHok 2.6). BHelwHuin B1g cTpaHuubl
Bpems nokasaH Ha pucyHke 4.6.
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4 Cucrtema

v & plc210- Bpewn - LuCl

x +

& > O A\ He saupnyeno  172.16.0.1/

UBEEH

O

NMepesamycuts u 06HOBMTE +

s AETOOGHOBNEHNE EKTIOHEHO

CocToAHue P

plcila

CucTema ¥ BpeMﬂ

0BLWKE HACTPOMKK 1 eTe HACTDOMT HOBHbBIE eT EH

Bpema

CuctemHoe BpemA
Ynpaenexue
LaTa v BpemMA 2024-05-22 16:29:20 +0300
CTopoXeBoi TaiMep
CHMHXpOHW3UpOBATD C GpayaepoM
TOUKM MOHTHPOBAHMA
CHMHXpOHW3WpOBaTL ¢ NTP-cepeepoM
PeaepBHan Konua
6 Yacoso# noAc GMT+3 ~
OBGHOBNEHHE MPOLIMBKK
SpMuHan CHHXPOHU3ALUA BPEMeHU
Mepe3arpyska
BrnuMTE NTP-KNKeHT
MacTep HacTpoikn
BrNHUMTE NTP-cepeep  []

noK »
CrywGel b McnonsaoeaTs cepeepbl, o6bABNEHHbIS Yepes DHCP

CeTb b

Crucok NTP-CepEepoB 1 1y pool.ntp.org M

CTaTucTHka P
0.europe.pocl.ntp.org ®

BbliTIA
2.europe.pool.ntp.org %

PucyHok 4.6 — CtpaHuua «Bpemsa»
B none JlokanbHoe Bpems oTobpaxaeTcs TekyLlee rokanbHoe Bpems 1 garta.

KHonka CUHXpOHM3UpOBaTb C Opay3epoM BbIMOMHSAET YCTAHOBKY ITOKanbHOW [aTbl U BPEMEHM Ha
YCTPOWCTBE B COOTBETCTBUM C TEKYLLEW OATOW U BPEMEHEM, YCTAHOBIEHHBIMU Ha KOMMbHOTEPE KNMeHTa (B
6paysepe). Mpu crnegytowieM obHOBNEHMN 3HavYeHnst nons JlokanbHoe Bpems, 3Ha4YeHWst 4aTbl N BPEMEHM
OyayT yCTaHOBMEHbI B HOBbIE 3HAYEHMSI.

B Bbinagatowem cnucke YacoBor MNOSAC BLIMOMHAETCH BbIOGOP 4YacoOBOro Mnosica NOKanbHOMo BpEMEHM
yctponcTea. [Ans otobpaxeHus B norne JlokanbHoe BpeMsi BpEMEHN B COOTBETCTBUM C BbIBpaHHbIM 4acoBbIM
MosACOM HEOBX0AVMO MPUMEHNTL N3MEHEHWS, HaxaB KHOMKy CoxpaHUTb U NPUMEHUTb.

CUHXpPOHM3aLMA BpeMeHuU

Onuus Bknountbe NTP-KNMEHT BKMOYAeT CUMHXPOHM3auuio BpemeHun npu nomowmn NTP-knveHTa.
CuHXpoHM3auus BbINOMHAETCS € ucnonb3oBaHvem cnncka NTP-cepeepoB, nepeyncneHHbIxX B cnncke Cnucok
NTP-cepBepoB.

m NMPUMEYAHUE

NTP-knnMeHT KoHTponnepa ucnonbayet Bepcuto npotokona NTPv4, noatomy Ha ctopoHe NTP-cepBepa
[omkHa ObITe MogaepKka AaHHOW BEPCUM NPOTOKONa.

Onuus Bknrountb NTP-cepBep Bkntovaer cnyx0y NTP-cepsepa. Ecnu gaHHass onuus BKIOYeHa, TO
YCTPONCTBO MOXET ObITb MCNoONb30BaHO B kavyectse NTP-cepBepa.

Mpu BkNtoyeHun onumm Ucnonb3oBaTb cepBepbl, 06bsBNeHHble Yepe3 DHCP gns cuMHXpoHM3aumu
BpeMeHn ByayT ncnonb3oBaHbl cepBepbl, 06baBneHHsle DHCP-cepesepom (DHCP option 42), koTopbi Belgan
YCTPOWCTBY NapaMeTpbl KOHUIypaummn ceTu.
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4 Cucrtema

B cnucke Cnucok NTP-cepBepoB ykasbiBaeTcs cnucok agpecos NTP-cepsepoB, ucrnonb3yembix Ans
CUHXPOHM3aLMM NOKaNbHOro BpeMEHW Npu BKMOYEHHON onuun Bknountb NTP-knueHT.

4.3 YnpaBneHue AOCTynom
Ctpanvua YnpaBneHue pasgena CucrtemMa CoOepXuT HACTPOMKM JTOKanbHOro M yganéHHoro goctyna K
ycTponcTey. Ha cTpaHuue YnpaBneHue pasmMelleHbl HECKOSNbKO BKNa4oK:

* Maponb ycTpoucTBa (cMm. pasgen 4.3.1);

* Doctyn no SSH (cm. pasgen 4.3.2);

* SSH-knroum (cm. pasgen 4.3.3);

* RS232 (cm. pasgen 4.3.4);

* USB (npucytcTtByeT Tonbko y CINMK210; cM. pasaen 4.3.5).

4.3.1 HacTpo#ka naponsi nonb3oBartens root

Bo Bknagke Maponb ycTporMcTBa CTpaHULbl YnpaBneHue MOXHO M3MEHUTb Naporb AOCTYNa nonb3oBaTens
«root» (CM. pucyHok 4.7).

YKkasaHHbI Mapornb UCNomnb3yeTcs Kak Ans AOCTyna K KOHCONW YCTPOWCTBa, Tak u Ana goctyna k Web-
nHtepdpency LuCl (cm. pucyHok 1.2).

UBEH

CocTosHue b spk2xxmal

Cucrema ¥

Maponk ycTpolicTea | JocTynmno SSH | SSHkoum | RS232 | USB
Ofuine HacTpoAKK ~
I'Iaponb YCTPpOUCTBa

Bpems

Mapone =

TOUKW MOHTHPOBAHUA MoATBEpHASHHE Napons ®
PesepeHan konus
O6HOBNEHHE NPOLIMBKH
Tepmunan
Mepesarpyska

MIK »

CnyxGol ¥

CeTb ¥

CratucTuka b

BoiAti

PucyHok 4.7 — CtpaHuua «YnpaBneHue». Bknagka «lMaponb yctponcrea»
4.3.2 HacTtpouka goctyna no SSH

Bo Bknagke fJoctyn no SSH ctpaHuubl YnpaBneHue pasMelleHbl HacTporku cepsepa Dropbear, koTopbliit
npegocTasnsaeT 4OCTyN K KOHTponnepy no npotokonaMm SSH n SFTP (cm. pucyHok 4.8).
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v ¥ plc210- focyn no SSH - LuCl - X ar |

&« > & A\ He saupugeno  172.16.0.1/ bin/| d / NMepesamycuts u 06HOBMTE +

UBEEH

CocToRHue b plc21g
CucTema ¥ . -
Maponb ycTpoHCTBa OocTtyn no SSH SSH k4K RS232

0BLWKE HACTPOMKK
HocTtyn no SSH

Bpemsa
Ynpasnexue

o Susemnnap Dropbear
CT:FCI)HE‘S:V Tanmep

OYKW MOHTHUPOBAHWA Ypanute

PeaepBHan KonuAa

UHTepdeiic HE OMpegensHo

OBGHOBNEHHE MPOLIMBKK

TepMHHaN

Mepeaarpyska Mopt 2
MacTep HacTpoikn C nomowbi napona

nnK »

Cryxol » Root BxogMT No naponio

CeTo b

CTaTUCTHKE P MopTel wntosa [

BbIATI

PucyHok 4.8 — CtpaHuua «YnpaBneHue». Bknagka «octyn no SSH»

KHonkn [lo6aBuUTb 1 YaanuTb NMO3BOMSAKOT COOTBETCTBEHHO A00ABUTL WM YAanWUTb 3K3EMMMsipbl cepBepa
Dropbear. Mo ymonuaHuio B cucteme 3anyLleH ToNbKo OauH ak3emnnisip cepeepa Dropbear, paboTatowmin Ha
TCP nopty 22 Ha Bcex ceTeBbIX MHTepdencax.
m NMPUMEYAHUE
Mo ymonuyaHuio nobble Bxoaswmne nogknioveHus u3 3oHbl WAN 3anpelleHbl npaBunamMmm MexceTeBoro
3KkpaHa (cMm. pasgen 7.5). [MoaTomy HeCMOTps Ha TO, YTO ak3emnnsAp Dropbear HacTpoeH Ha Npuém
NOAKIIOYEHMIN Ha BCEX CETEBLIX MHTepdencax, Ha ceTeBbiX nHTepdencax 3oHsl WAN nogkrnitoueHve K
SSH 6yaeTt HEBO3MOXHO.

[na kaxpgoro ak3emnnsapa cepeepa Dropbear 4OCTYNHbI CrieaytoLLne HacTPONKN KOHDUTypaLmm:

* UHTepcperic — BLIGOP ceTeBOro nHTEepdpenca, Ha KOTOpoM ByAyT NPUHMMATLCS BXOAsLINE
MOAKII0YEHMS COOTBETCTBYIOLLErO 3Kk3emnnsapa cepepa Dropbear. Ecnu nHtepderic He BeibpaH
(3Ha4yeHWe «He onpefeneHo»), TO COOTBETCTBYIOLLMI 3k3emnnsp cepepa Dropbear 6yget npyHumars
NOAKMIOYEHNST Ha BCeX JOCTYNHbIX MHTepdencax.

* MopT — Homep TCP-nopTa ans BXogaLwmx NoAgKtoYeHnIn ak3emnnspa cepeepa Dropbear.

+ C noMolLbIo Napona — paspeLlaeT unv sanpeLLaeTt ayTeHTUdUKaLmnio Npy NoMoLLm napons npu
nogknioyeHumn no SSH. Ecnu ayteHTndukaumsa npy NOMoLLM Napons 3anpeLleHa, To BXO4 BO3MOXEH
TONbKo No SSH-kMNYam, KoTopble MOXHO 06aBUTb B CUCTEMY B COOTBETCTBYHOLLEM NOApasaene
[aHHOW CTpaHuUbl.

* Root BXxoguT no napont — paspeLlaeT unu 3anpeLlaeT ayTeHTUMUKaLMIO Npy NOMOLLM napons Ans
nonb3oBaTens root. Ecnun ayteHTumkauma no naponto 3anpeweHa, To BXo nonb3osarens root
BO3MOXEH TOIbKO MO KITHoYY.

* MopThbI WnO3a — paspeLLaeT Unu 3anpeLlaeT NoAKMoYeHre yaanéHHbIX KINMEHTOB K NIoKanbHbIM
nepeHanpasneHHbIM NopTaM.
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NMPUMEYAHUE
m B npunoxeHun npueoguTtcs NprMep BbINONHEHUS MOAKIOYEHUS K YCTPOMCTBY Mo npoTokony SSH.

4.3.3 SSH-knoumn

Bo Bknagke SSH-kntoum ctpaHvubl YnpaBneHue (CM. pucyHok 4.9) peanv3oBaHa BO3MOXHOCTb fobaBneHus
ny6nmyHbix OpenSSH kntoyeit (.pub). SSH-kNo4M MCNonb3yoTca ANs aBTOPU3aLn.

¥ plc210 - 55H xntoun - LuCl x + [m}

c A He sawpeno  172.16.0.1/cgi-bin/luci/admin/ fa Vs TMepesamycTuTs 1 06HOBMTE +

V) JH ]
L]
Vii:
CocTonHue b plc2ia
CucTema ¥ . ~
Maponb ycTpoiicTBa | JocTynno SSH | SSH kmtoun | RS232
0BLWKWe HaCTPORKK
SSH Knroum
Bpemsa
YnpaeneHue
Cropowesof Tafmep HeT ny6nuuHbIX Knoded
TOuKM MOHTHPOBaHNA LoBaeuTs kniay
PeaepBHan Konua
OBGHOBNEHHE MPOLIMBKK
TepMHHaN
Mepe3sarpyska
MacTep HacTpoikn
nnK »
Cryxol »
CeTo b
CTaTUCTHKa b
BbliTIA

PucyHok 4.9 — CtpaHuua «YnpaBsneHue». Bknagka «SSH-knoum»

Ons pnobaBneHnst HOBOrO NMyOGMMYHOINO Kitoda HeoOXOAMMO BCTaBWUTb CTPOKY NybnuyHoro SSH-kmova wnu
nepetawwmTb hann popmara .pub B none BBoAa Krnova 1 HaxaTb KHOMKY [lobaBuTb. YcneLllHo JobaBneHHbIN
SSH-kntou Byget oTobpaxeH Ha cTpaHuue.

Ons yonanenuns paHee [ob6aBneHHOro Krntoda Heobxogumo HaxkaTb KHOMKY C KpacHbIM KPeCTMKOM cripaBa oT
WHpopMaLIMK O KroYe.
4.3.4 HacTtpouka nocnepgoBaTtenbHoro nopta RS232

Bo Bknagke RS232 ctpaHuubl YnpaBneHue pa3meLlleHbl HACTPONKM nocrefoBaTtensHoro nopta RS232.

+ ] |MPUMEYAHUE
[ 1 HaHHas Bknagka otcytcTeyet B Web-uHtepdence ynpasneHus koHTponnepos MJ1IK200.
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v ¥ plc210 - RS232 - LuCl * + o

& > O A He saupeno  172.16.0.1/ bin/luci/ad / NMepesamycuTs 1 06HOBMTE +

UBEEH

CocToAHue P plc2ia

Cuctema ¥
Maponb ycTpoiicTBa | JocTynno SSH | SSHkmoun | RS232

0BLWKE HACTPOMKK
Bpemsa
Ynpasnexue
L CucTemuas koHcons RS232 (7]
CTopomesoi Taimep
ToukM MOHTMPOBAHNA
PeaepBHan Konua
OBGHOBNEHHE MPOLIMBKK

COXpaHuTh
TepMUHaN

Mepe3arpyzka

PucyHok 4.10 — CtpaHuua «YnpaBneHue». Bknagka «RS232»

Ha Bknagke pa3smelleHa TONbKO opHa HacTpowka CuctemHasi KoHconb RS232, kotopas ynpasnsiet
BKITIOYEHNEM WM  OTKIIOYEHMEM BO3MOXHOCTM [OCTyMa K CUCTEMHOW KOHCONMW YCTPOWCTBa u4epe3
nocnegoBaTenbHbI NopT RS232.
El NMPUMEYAHUE
M3meHeHune HacTporikn CuctemMHas KoHconb RS232 npumeHsieTcs TonbKO nocrie nepesarpysky
YyCTpOWCTBA.
Mepesarpyska ycTponcTBa MOXeT BbITb ocyLlecTBneHa Ha cTpaHuue Mepesarpyska pasgena
Cucrtema.
4.3.5 HacTpowku pexxuma pabotbl USB (Tonbko ansa CMK210)

Y koHTponnepor ClK210 noptel USB A n USB B saBnatoTCcA 3aBUCUMbIMU — B KaXObli MOMEHT BPEMEHMU
MOXET ObITb aKTUBEH TOMbKO OAMH U3 HUX. [103TOMY y STUX KOHTPOMIEPOB Ha AaHHOW BKMNaake NpucyTCTByeT
oTOOpaXkeHue TeKyLLEero akTMBHOIO NopTa U BO3MOXHOCTb Bbibopa pexuma nx padoTb:

* USB A - aktmBeH nopt USB A;
* USB B - aktnBeH nopt USB B;

* OnpepenATb aBTOMaTUYECKUN — NEPEKTIOYEHNE peXrMa NPoNCXoanT Npu NOAKMOYEHUN YCTPONCTBA
unu kabens K COOTBETCTBYIOLLIEMY MOPTY, NPKU 3TOM NpuopmuTeT octaeTtcs 3a USB A (T. e. noka k nopty
USB A 4TO-TO NOAKMYEHO — TO MOAKITYNTLCSA K KOHTponnepy vepes nopt USB B He nonyuuTcs).
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UBEH

CocToAHue b Sph2xxmal

Cuctema ¥

MNapone ycTpoiicTea | Moctynno SSH | SSHknoum | RS232 | USB

O6LUKe HACTPOKK
usB

Bpemsa
Ha [aHHOM CTPaHMLE Pa3MeLLiEHbl HACTPOIKK NopTa USB

Ynpasnexue

Pexwm nopTa USB OnpegenATs aBTOMATUUECKM v

CTopoxeBoii TaliMep
KoHGHrypaumA pexuMa USB nopra.

TOUKK MOHTUPOBAHWA
Pe3epaHan KOMHA
OBHOBMEHKE NPOLIMBKH
TepMuHan
Mepeaarpyska

K »

CnyxGor »

Cetb b

CTaTUCTHKa P

BoliTu

PucyHok 4.11 — CtpaHuua «YnpaBneHue». Bknagka «USB»

4.4 CTopoxeBou Tanmep

Ha cTtpanuue CtopoxeBon Tanmep pasgena Cucrtema pacrnonoXeHbl HACTPOWKM CriyObl CTOPOXEBOro
Tanmepa (watchdog). BHewHun Bug ctpaHmubl CTopoxxeBoM TanMep NokasaH Ha pUcyHke 4.12.

& plc210 - Croposesoii Taiimep -~ X | +

“ > Cc @ R

¥

o ® B8 =

GIBIEH

® 172.16.0.1/cgi-bin/lucifadmin/system/watchdog

CocToAHue »

Cucrema +
QB ne HacTpoitku
Bpewma
‘Ynpaenexue
Cropoxesoi Taimep
MoHTpoBanue pazgence
PezepeHoe KONWpoEaHKE
(QBHOBNEHME NPOLIMBKN
TepmuHan
Mepe3arpyaka
MacTtep HacTpoiikin

MK »

Cnyxiel P

CeTb #

Cratuctvka b

Biitti

: plc2l0

HacTpolku cTopoxeBoro Taumepa

Ha 3T0it CTPaHULE MOXHO BEINOMHUTE HACTPOIKY NapaMeTpoB CTOPOXEBOro Taiimepa (watchdog)

Yerpoiicteo | fdev/watchdog

Taiimayr | 30

3HaueHue TalMayTa B CeKyHOaX. ECMU CTOPOMEE0N TailMep He cOPacHIBAETCA B TEYEHUM
YKa3aHHOrO EDEMEHN, CUCTEMA GYAST NEPE3arpiKeHa.

Mepwog 5
VIHTEpBan cOpOCa CTOPOXEROTO TANMEDE B CEKYHAAX.

MonuTka NNaHWpoBLLMKa 33434 SCHED_FIFO E|

MpuopuTer 3agaum 1

[aHHEI napaMeTp oNpegenAeT 3HaYeHW e NPUOPKUTETA ANA NonuTK SCHED_FIFO 1
SCHED_RR. 3HaueHve NpuopnTeTa AEMNABTCA YACTIOM B QManasoHe o7 1 (HU3kuil npuopuTeT) oo
99 (BLICOKHIA NPUOPWTET).

3HaueHue «nices 0

JNaHHbIN NapaMeTp onpeaenAeT 3HayeHue «nices Ona nonutien SCHED_OTHER. 3HavexHue
«Nices ABMAEBTCA UMCMOM B ANaNa3oHe oT -20 (BEICOKMA NPUOopUTET) 00 +19 (HW3KWA NPUOPUTET).

COXPaHUTE W NPUMEHUTE PaHWTE

Powered by LuCl (Owen) / 2018.07

PucyHok 4.12 — CtpaHuua «CTopoxeBoi Tanmep»
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B none YcTpoMCTBO YyKasblBAaETCA WMS CUCTEMHOIO YCTPOWCTBA anmnapaTHOrO CTOPOXEBOro Tanmepa.
Cnyxb6a cTopoxeBoro TaviMmepa paboTaeT B (POHOBOM pexume M aBTOMaTU4YECKM BhINOMHAET cbpoc
annapaTHOro CTOPOXEeBOro TanmMepa C nepuoaoM, ykasaHHbiM B none lMepuopa (3apgaétca B cekyHOax).
3HayeHve TarimayTa annapaTHOro TarviMepa HacTpamBaeTca npu nomowm nonss TanmayTt (3agaétcsa B
cekyHdax). Ecnu annapaTHbin CTOpoXeBoW TaviMep He cbpacbiBaeTcs B TEYEHWEe YKa3aHHOro BpeMEHM,
cuctema Oyget aBToMaTUYECKM nepesarpyKeHa.

HacTponka MNonuTtuka nnaHMpoBLUMKa 3agad npegHasHadeHa Ans Bblbopa anroputMa gucneryepusaumm
3apa4n NporpaMmMHoON crny>0bl CTOPOXEBOro TanmMepa. [JocTynHbl cneayoLlime anroputMel:

* SCHED_OTHER — cTaHgapTHbIN anroputm nNiiaHMpOoBLUKKa C pasaeneHnemM BpemMeHun. [JaHHbIn
anropuTM sIBNSIETCS CTaHOapPTHLIM anropuTMoM gucneTtyepusanum Linux ¢ pasgeneHmemM BpeMeHM,
npeaHasHavyeHHbIM Ans NpoLeccoB, He TPebyLWNX cneLmanbHbIX MeXaHM3MOB pearibHOro BpeMeHU co
CTaTU4EeCKMMMU NpUopUTETaMU;

* SCHED_FIFO — nnanupoBwuk FIFO (First In First Out). ABnsaeTcsa nonuTukon nnaHMpoBaHns
peanbHOro BpeMeHu. [JaHHbIN anropuTM MIaHNPOBaHUSA HE UCTIONb3YET HUKAKNUX MHTEPBarioB BPEMEHM.
Mpouecc ¢ anroputmom SCHED _FIFO BbINnonHsAeTcst 40 3aBepLUEHUS], eCl OH He 3abnoKnpoBaH
3anpocoM BBOAA/BbIBOAA, BbITECHEH BbICOKONPUOPUTETHBLIM MPOLIECCOM, U OH A0OPOBOSBHO
OTKa3blBaeTCs OT NPOLECCOPHOro BPEMEHN;

* SCHED_RR — uuknnyeckun (Round-Robin) anroputm nnaHnpoBaHusi peanbHoro BpemeHu. Beg,
oTHocsweecs k anroputmy SCHED _FIFO, cnpaseanueo u ansa SCHED_RR 3a nckntoyeHnem Toro, 4To
KakaoMy npotieccy paspelueHo paboTtaTb HEMPEepPbIBHO HE AOMbLUE HEKOTOPOro BPEMEHN, HAa3bIBAEMOTO
KapycernbHbIM KBAHTOM.

El NMPUMEYAHUE

Bonee nogpobHasa nHgopmaumsa 06 anroputMax aucnetyepusauumn 3agad Linux npysegeHa B pasgene
«Scheduling policies» aokymeHTa «sched — overview of CPU scheduling».

HacTtporiku MpuopuTteT 3agaum n 3Ha4eHue «nice» sIBNATCA NapaMmeTpammn anroputma aucnerdepmsanmu.

Hactporika lMpuoputer 3apaum onpegensieT 3HaveHuwe npuoputeta ang anroputmos SCHED_FIFO wu
SCHED_RR. 3Ha4eHne npropuTeTa sIBNSETCS YMCOM B Anana3oHe oT 1 (cambli HU3KMIA NpuopuTeT) Ao 99
(camblii BbICOKMI MPUOPUTET).

HacTtporika 3HayeHue «nice» onpeaensieT 3HadeHne nice anga anroputMma SCHED_OTHER. 3HauyeHue nice
ABMSETCA YMcnom B gnanasoHe ot —20 (BbICOKMIM npuoputeT) 40 +19 (HU3KMIA NPUOPUTET).

NMPUMEYAHUE
III Bonee nogpobHble pa3bsACHEHMS 3HAYEHMI NapaMeTpOB NPUOPUTETA M «nice» NpUBeAeHbl B pasaenax
«Scheduling policies» n «The nice value» gokymeHTta «sched — overview of CPU scheduling».

4.5 To4ukn MOHTUpPOBaAHUA

YnpaBrneHne MOHTMPOBAHWEM pPas3nernoB OCYLUECTBASETCA Ha cTpaHuue TOYKM MOHTUMPOBAHWUA pasfena
Cuctema. BHelwHWIn Bua cTpaHuLbl TOYKM MOHTUPOBaHUA NoKa3aH Ha pUCyHke 4.13.
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“: plc210 - Toukn moHTHpOBaHKs X + o

A\ He saupugeno  172.16.0, d / nts o MepesamycuTs u 06HOBMTE +

plczie

To4YKM MOHTHPOBAaHHA

OCHOBHbIE HACTPOHKM

Co3gaTe konburypaynokkuil daiin

MGHTHPOBATE NOAKNIUEHHLIE yCTROCTEE

HenasecThuili pazgen [

Hotplug pazgena

CrnywSe b Mposepxa HainoBsIX CHCTEM NEPEA MOHTHPCESHHEM

CMOHTHpOBaHHbIE pasaenbl

daiinosan cueTema TouKa MOHTHPOREHMR Boctynso Menonbzosaro OTmonTiposaTe
{deviroat from 0 /7450 Mus 100.00% (74.50 MuE)

devtmpfs Sdev 512.00 Kub / 512.00 Kub 0.00% (0B)

tmpfs Jtmp 120.65 Mub / 121.82 Mub 0.96% (1.17 Mub)

/dev/ubi2_1 Joverlay 65.96 MuS { 70.11 MuE 0.76% (548.00 KvE)

overlayfs:foverlay ! 65.96 Mub / 70.11 MuE 0.76% (548.00 Kub)

TO4YKH MOHTHPOBAHHA

. waiinoean Onumi
Brniouens  YcTpoicTso TouKa MOHTHPOBAHHA Mposeputn
cneTema MOHTHPOEAHHA

tdev/edal (ue cympectayer)  /mnt/ufs/media/sdal auto ™ Her

fdev/mmeblkOpl (e B m
[mntfufs/media/mmeblkDp1  aute w Her

cywecTayeT)

YganuTs

PucyHok 4.13 — CtpaHuua «TO4YKM MOHTUPOBaHUSA»

MoHTupoBaHue pasgenoB ocyllectnsaercs ytunuton block Ha ocHoBe koHourypaumoHHoro carina letc/
config/fstab. Bce HacTponkn, npeacraeneHHble Ha cTpaHuue MoHTMpoOBaHMe pa3fenoB, XpaHATCA B
KoHdurypauuoHHom danne /etc/config/fstab.

Bce HacTpoliku Ha cTpaHuLle ToOYKM MOHTUPOBAHUA pasfeneHbl Ha Tpy Nogpasgena:
1. nobGanbHble HAaCTPOWKY;
2. CMOHTMpOBaHHbIE pasaensl;
3. MoHTupoBaHwue pa3genos.

4.5.1 Fnob6anbHble HaCTPOWNKN
B pasgene MobGanbHble HACTPOMKU CTpaHULbl TOYKM MOHTUPOBAHUA (CM. PUCYHOK 4.13) npedcTaBneHbl
rnobanbHble HAaCTPOMKM MOHTUPOBAHMS:

* KHonka Co3paTb KOHUrypaumoHHbIN hann — no3songeT co3gaTh (nepenucatb)
KoHdurypaumoHHbi cpann /etc/config/fstab Ha ocHoBe obHapyxeHHbIX B cucteme pasgenos. HaxaTtne
kHorkn CosaaTtkb config paBHO3HAYHO BbIMOMTHEHWIO B KOHCOMNM KOMaHAbI:

block detect > /etc/config/fstab

* MoHTUpOBaTb NOAKNIOYEHHbIE YCTPOMCTBA — BbINONTHAET MOHTUPOBaHUE TEKYLLMX
CKOHOUTYPUPOBaHHbIX NOAKMIOYEHHbLIX YCTPONCTB.
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* HensBecTHbIM pa3gen — aBTOMaTU4eCKOE MOHTMPOBAHWE pa3fdernoB, JaXKe eCrin 3TW pa3gernbl ABHO
He yKa3aHbl B KOHurypaumm nogpasgena To4ku MOHTUpoOBaHuUA (CM. pasgen 4.5.3).

Ecnu onumsa BkntoyeHa, TO HEM3BECTHbIE pa3aenbl OyayT aBTOMaTU4eCcKn CMOHTUPOBaHbI B nanky /mnt/
<UMS_ycTponcTea>.

Hotplug pa3pgena — aBTomatnyeckoe MOHTUPOBaHWE pa3aenos npu noaknodeHun (hotplug).

ABTOMaTMYECKOE MOHTUPOBaHWE OCYLLECTBNAETCA TOMbLKO AN pasfenos, KoTopble Yka3aHbl B Tabnuvue
nogpasgena Toukn moHTUpoBaHusA (CM. pasgen 4.5.3).

Ecnu noagkntouéHHbIn pasgen He nepedncneH B Tabnuue pasgena ToYKn MOHTUPOBAHUSA, TO Takow
pasgen byaeT CMOHTMPOBaH, TONbKO ecnu BKNtoYeHa onuus HemaesecTHbIN pa3aen.

Toukon MOHTMPOBaHWSA B TakoM criyqae byaeT nanka /mnt/<umsi_yctponcrea>.

MpoBepka hannoBbIX CUCTEM Nepen MOHTMPOBaHUEM — BbIMOIHEHNE NPOBEPKU (harioBOn
CcUCTeMbl pasfena nepen MOHTUPOBaHUEM.

[ns npoBepku NPUMEHSIOTCA crnegyowme yTunnTbl B 3aBUCUMOCTM OT TUNa annoBon CUCTEMBI:

VFAT — /usr/sbin/dosfsck;

F2FS — /usr/sbin/fsck.f2fs;

Btrfs — /usr/bin/btrfsck;

ext2, ext3, ext4 — /usr/sbin/e2fsck.

4.5.2 CMOHTMpPOBaHHbIEe pa3genbl

B nogpasgene CMoOHTMpoOBaHHble pasfenbl CTpaHuubl TOYKM MOHTUPOBaAHUA MpuUBEdeHa Tekylias
Tabnvua MOHTUPOBaHUSA (CM. pUCYHOK 4.14)

CMOHTHpOBaHHbIe pasaenb!

Maiinoean cucTema Touka MOHTHPOEAHMWA [ocTtynHo HcnonszoeaHo OTmoHTHpOBaTE
ubi0:roatfs rom 13.06 MB / 72.57 MB 82% (59.52 MB) -
devtmpfs Idev 508.00 kb /512,00 kb 1% (4.00 kB) -
tmpfs ftmp 120.75 MB / 122.26 MB 1% (1.51 MB) -
fdevfubi1_0 foverlay 20.07 MB / 21.84 MB 8% (1.76 MB) -
overlayfs:/overlay i 20.07 MB / 21.84 MB 8% (1.76 MB) -

fdew/mmcblkOp1 fmnt/ufs/media/mmcblk0p1 368TB/3.75TH 2% (67.69 MB)

PucyHok 4.14 — CtpaHuua «Toukn MOHTUpPOBaHUsA». TeKyLlaa Tabnvua MOHTUPOBaHUA

B Ttabnuue nepe4yncneHsl BCe CMOHTUPOBAHHbIE pasfernbl, UX TOYKM MOHTMPOBAHWUSt U O6BLEM AOCTYMHOMO M
NCMONb30BaHHOIO MNPOCTPaHCTBa. MMeeTcs BO3MOXHOCTb PYYHOrO PasMOHTMPOBAHWSI MOSb30BaTENbCKUX
pas3genos nNpyu NoOMoLLmM KHOMkM OTMOHTUPOBATD.

4.5.3 ToYKn MOHTUPOBaHUS

YnpaBneHne To4Kamm MOHTUPOBaHUS OCyLLEeCTBNsieTCS B pa3gene TOYKM MOHTUPOBaHUS CTpaHuubl TOuku
MOHTUpPOBaHUA. B paHHOM pasgene MOXHO [06aBUTb TOYKM MOHTMPOBAHMSA AN MONb30BaTENbCKUX
pasgenos (Hanpumep, ons USB-HakonuTenen).

B pasgene npuBegeHa Tabnuua yxe CO3[4aHHbIX (CKOH(MIYpMPOBaHHbIX) TOYEK MOHTUPOBAaHMS
nonb3oBaTenbCKMX pasfernos ¢ UX napameTpamu (CM. pUCyHok 4.15).
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ToYKH MOHTUPOBAHUA

. Qaitnoean Onuuu
BrnoyeHo YcTpoHcTeo Touka MOHTHPOBaHHA MpogepuTh
cucTema MOHTHMPOBaHWA
/dev/=dal (He cywecTsyeT) /mnt/ufs/media/sdal auto rw HeT

¥oanute

Jdev/mmeblk0p (He

. smnt/ufs/media/mmcblkOp1  auto rw HeT
CyWecTEyeT)

¥oanute

PucyHok 4.15 — CtpaHuua «TOYKM MOHTUPOBaAHUAY». YNIpaBlNeHne MOHTUPOBaHUEM MOJIb30BaTeNbCKUX
pasagenoB

Tabnvua cogepxunT cnegytome cTonodubl:
» BkntroueHo — onpeaenseT, BKNoYeHa N JaHHas ToYKa MOHTUPOBAHWS;
* YcTpONCTBO — nNapameTpbl YCTPONCTBA M MPU3HaK, No KOTOPOMY YCTPONCTBO MAEHTUDNLMPYETCS ANg
MoHTupoBaHusa (UUID, meTka ycTporcTBa nnm gann ycTponcTea);

Mo ymonyaHuto fobaeneHbl ABa YCTPOWCTBA, KOTOPbIE NMPU NOSIBNEHUN YCTPOCTBa ByayT
aBTOMaTU4YECKN CMOHTUPOBAaHbI:

— Idev/isdal — nepBbin pasgen USB-Hakonutens;
— /devimmcblcOp1 —- nepsbint pazgen MMC-kapTbl namaTu.
* Touka MOHTUPOBaHUSA — TOYKa MOHTMPOBAHWSA pa3nena;
» dannoBasa cuctema — pannosasa cmctemMma CMOHTUPOBAHHOIO pa3gena;

* Onuun MOHTUPOBaHUA — JOMOMHUTENbHbIE ONUMK, NepefasaemMble yTunute mount npu
MOHTUPOBaHUN.

* [poBepuTb — NpM3HaK HEOBXOAMMOCTU NPOBEPKM DaNNOBOWN CUCTEMbI Neped MOHTUPOBaHUEM.
4.5.3.1 lo6aBneHne TOYKN MOHTUPOBaHUSA
Jo6aBneHne TOYKM MOHTUPOBAHUA

Ons gob6aBneHWs HOBOW TOYKM MOHTMPOBAHUSA MOMb30BaTENbCKOrO pasgena HeobXoAuMO HaXaTb KHOMKY
[o6aBuTb, pacnonoXxeHHyo Nof Tabnuuen To4ek MOHTUPOBaHNS (CM. PUCYHOK 4.15).

|_|pV| [ob6aBneHnn HOBOW TOYKU MOHTUPOBAHUA OTKPOETCA TaKaA Xe CTpaHuua peaaktupoBaHUA napamMmeTposB,
KaK 1 Npn peaaktupoBaHun yxe CyLIJ,eCTByPOLLI,eIZ TOYKN.

4.5.3.2 PepakTupoBaHue TO4YKM MOHTUPOBAHUSA
PepakTMpoBaHue TOYKM MOHTUPOBAaHUSA

[ns pepakTypoBaHMsA TOYKUM MOHTMPOBAHUS MNOMb30BATENbLCKOrO pasfena HeobXoauMO HaxaTb KHOMKY
M3meHUTbL B CTpOKe COOTBETCTBYHLIEro pasfgena Tabnuubl TOYEK MOHTUMPOBAHUSA (CM. PUCYHOK 4.15).
OTKpoeTca CTpaHuua pedakTVpoBaHWMsA NapamMeTpoB TOYKM MOHTMPOBAHMA pasgena, Kak Moka3aHo Ha
pucyHke 4.16.

Ha cTpaHuue penakTMpoBaHUsi MapamMeTpoB TOYKM MOHTUPOBAHWS pPacrnornoXeHbl Bknagku OO6wwme
HaCTPOWKMN (CM. pUCyHOK 4.16) 1 [lononHUTeNIbHble HACTPOMKU (CM. pUCYHOK 4.17).
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Toykn moHTHpOBaHUA — HacTponkn paspena

06LKe HAaCTPONKH JLl0MoNHUTENbHbIE HACTPONKK

BknioueHo

UUID - npoBsepka no uuid - *
MeTka  —nposepka no meTke —
YcTpoicTBo  /dev/sdal
Touka MOHTMpOBaHUA /mnt/ufs/media/sdal ¥

LETGE M COXpaHuTh

PucyHok 4.16 — O6wwume HacTPOMKN TOYKM MOHTMPOBaHUA pa3gena

Touku MmoHTMpoBaHuA — HacTpoiku pasgena
O6LLMe HACTPOIAKK | [10MONHUTENbHbIE HACTPOMKM
DQainoean cUcTEMa auto v

OnuWM MOHTMPOBAHWUA rw,codepage=1251 jocharset=utf8

Mposepute [

3aKkpbiTo  [EEGGERT

PucyHok 4.17 — lononHuTenbHbIe HACTPOMKN TOYKU MOHTMPOBaHUA pasgena

Bo Bknagke O6wme HaCTPOWKKN pasMeLLeHbl CreayoLLmMe HaCTPOMKU:
* BknroyeHo — onpenensieT, BKNOYeHa N aHHas To4ka MOHTUPOBaHUS;

* UUID — ecnu BbiGpaHa gaHHasi onumsi, TO MOHTUPYEMbI pasden OyaeT MaeHTuunumnpoBaTbes nNo
BblOpaHHomy UUID.

BoamoxeH pyyHown Beog UUID nnn Bbid6op n3 cnmcka UUID Bcex NOAKMIOYEHHBLIX pa3aerioB Ha MOMEHT
3arpysKku cTpaHuLbl.

» MeTka — ecnv BbiGpaHa gaHHas onuwsl, To MOHTUPYEMbIN pasaen 6yaeT naeHTMdULMpoBaTLES No
BblOpaHHO MeTKe.

Bo3moxxeH py4HOI BBOO MMEHU METKM UK BbIBOP U3 CNCKa METOK BCEX MOAKIIOYEHHBIX pa3aenoB Ha
MOMEHT 3arpy3ku CTpaHuubl.

* YcTponcTBO — ecnu BolibpaHa AaHHasa onuus, To MOHTUPYeMbIN pasfen byaeTt naeHTuduumpoBaTbes
Mo UMEHW YCTPOMCTBA.

Bo3amoxeH py4HO BBOA UMEHM YCTPOMCTBA UMK BbIGOP M3 CNMCKa YCTPONCTB BCEX MNOAKIOYEHHBIX
pasfenoB Ha MOMEHT 3arpy3ku CTpaHuLbl.

» Touka MOHTMPOBaHUA — ONpeaensieT TO4Ky MOHTUPOBaHUSA pa3adena.
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BoamoxeH py‘-lHOVl BBO[ TOYKM MOHTUPOBaAHUA pa3aerna nunm Bbl60p M3 cnegyruwmnx BapnaHToOB!

Mcnonb3oBaTb Kak KOpeHb (/) — 1UCnonb3oBaTh pa3aen Kak KopHEBOW pasaern.

B cnyyae BbiGopa AaHHOI onummu GyaeT BblAaHO cOobLLEHNE C pekoMeHa4aunaM1 B BUae Habopa
KOMaHz no NoAroToBKe pasaena ans UCMonb30BaHWA B KAaYeCTBE KOPHEBOro Ha OCHOBE
CYLLIECTBYHOLLETO.

[aHHble komaHgbl BbIrmMAaaT cneagylowmm o6pa30M:

mkdir -p /tmp/introot

mkdir -p /tmp/extroot

mount --bind / /tmp/introot

mount mMsi_ycTpoMcTBa_pasgmena /tmp/extroot

tar -C /tmp/introot -cvf - . | tar -C /tmp/extroot -xf - umount
/tmp/introot

umount /tmp/extroot

Mpw BBOAE AaHHbLIX KOMaHA UMSA_YCTPOMCTBa_pa3aena crieqyet 3aMeHUTb Ha pearnbHOe NMs
ycTpowncTBa pasgena (Hanpuwvep, /devisdal).

Bo Bknagke flononHUTeNbHbIE HACTPOWKM PACTONOXEHbI CReayoLwmne HaCTPONKM:

« darinoBas cucteMa — BbIGOP halrioBOM CUCTEMbI MOHTMPYEMOro pasaena. [JocTynHbl crieayrowme
BapUaHThbI:

auto — aBTOMaTMyeckoe onpeaenexHve annoBon cMCTEMbI pasgena (3HaYeHme No yMon4aHuio);
ext2 — gpannosas cuctema ext2;

ext3 — dannosas cucrema ext3;

ext4d — dannosas cucrema ext4;

vfat — dannosas cucrema VFAT,

msdos — gannosas cuctema FAT32;

ntfs — dannosas cucrema NTFS;

nonb3oBaTeNbCKUN — PYYHOW BBO, Ha3BaHWS hannoBon CUCTEMbI, KOTopoe ByaeT nepeaaHo
yTUnmMTe mount npy MOHTUPOBAHUN.

» OnNuMM MOHTMPOBaHNA — AOMOMHUTENBbHbIE ONUWK, NepeaasaemMble yTUnMTe mount npu
MOHTUPOBaHWK pasgena.
BHUMAHMUE

A [na KoppeKkTHOro oTobpaxeHnUs MEH haiinoB 1 KaTaroros, cogepXallnx CUMBOSbI KUPUINLbI,
HeobxoaMMo ykasaTb criegytoLmne onumum MOHTUPOBAHUS:

codepage=1251, iocharset=utf8

4.5.3.3 YpaneHue TOYKM MOHTUPOBaHUSA

[ns yoaneHus TO4KM MOHTMPOBAaHUSI NONb30BaTENbLCKOro pasgerna HeobxoaMmMo HaxkaTb KHOMKY «YOanuTby,
pacnonoXeHHYIo B MPaBoWi YaCcTh CTPOKM COOTBETCTBYIOLLIENO pasaena Tabnuubl ToMEK MOHTUPOBaHNS.
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4.6 PesepBHOe KonupoBaHue

Ha ctpaHvue Pe3epBHas konus pasgena Cuctema pacrnonoXeHbl HAaCTPOWKKU, CBA3aHHbIE C CO3OaHVEM U
BOCCTaHOBIIEHMEM pPe3epPBHON Konun ¢hainnoB KoOHgUrypaumm ycTponcTea. Hactporika cnmcka coxpaHseMblx
arinos onucaHa B pasgerne 4.6.2. Kpome T0ro, Ha JaHHOW CTPaHULE MOXHO BbIMOMHUTL COPOC YCTPONCTBA K
3aBoackuM HacTponkam (factory reset).

BHewHun Bna ctpaHuubl PesepBHasa Kkonusa nokasaH Ha pucyHke 4.18.

% plc210 - Peseperan konua - Lu. X ar O

c A\ He saupmeno  172.16.0.1/cgi-bin/luci/admin/ e kup MMepesanycTus 1 obHOEMTE §

UBEEH

CocToaHue kb plc2la

Crerema Pe3epBHas KonuA

OBume HacTpoAKK .
[eiicTeun | KoHOurypauma

Bpema

Yrpaenexue PesepBHasa Honua

CTopoesoi Talimep

TOUKW MOHTUPOBAHMA
3arpy3uTb pe3epaHyro konuio - [RERE PR

PesepeHan konus

O6HOBNEHWE NPOLWBKN BoCCTaHOBHTL

TepMUHan

Mepe3arpyzka

COpOCMTD Ha SHAUEHUR N0 YMONUEHWK
MacTep HacTPoKK BbINonHMTL copoc

MK b - - "
MnK BoccTakoBMTE peaepenyro koo EEIEEER

Cnym6b P
Ceto b
CTaTucTHKa b

BoliTiA

PucyHok 4.18 — CtpaHuua «Pe3epBHOe KonupoBaHue»
Ha cTtpaHnue PesepBHasa konusa BO Bknagke OenctBusA (CM. pucyHok 4.18) npeacraBneHbl crnegyrolime
3MNeMeHTbI yNpaBneHUs:

* kHonka Co3aaTb apXxmMB — MO3BOMSET CO3AaTh (CkayaTb) tar-apxuB TEKYLLUMX KOHUTYPaLNOHHbIX
¢annoB NPOLUNBKM YCTPONCTBA;

* kHomnka O630p... (B HEKOTOPbIX Opay3epax MOXET HasbiBaTbCHa «BbibepuTe hann») — nossonser
BbIOpaTb Ha NOKanbHOM KOMMbIOTEPE tar-apxvB pe3epBHOM KONMUKU AN NocrneayoLero
BOCCTaHOBIEHS;

* kKHomka BbINONHUTBL cBpoc — BhINOMNHSET COPOC YCTPOWCTBA K 3aBOACKUM HacTpolkam (factory reset);

@ NPEOYNPEXOEHUE

Mpw BbINONHEHUN cOpOCa K 3aBOACKUM HaAcTporikam OyayT YHUUTOXEHbI BCE MONb30BaTeNbckue
dannbl M NoTepsiHa Nonb3oBaTeNnbCcKasa KOHUrypaumsa yCTponucTaa.

Mpw BbINONHEHMM COpPOCa K 3aBOACKMM HacTpoikam OyaeT BbINOMHEeHa nepesarpyska
YCTPOMUCTBA.

* KHOMKa 3arpy3ka apxuvBa... — BbIMOMHSAET BOCCTaHOBNEHWE HAaCcTPOeK 13 tar-apxvea, BblGpaHHOro npu
nomoLun kHonku O63o0p....
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@ NPEAYNPEXOEHUE

Mpu BbINONHEHUN BOCCTAHOBIEHWSA PE3EPBHON KOMMM HAacTpoek ByaeT BbiNonHeHa nepesarpyska
YCTPOMCTBA.

Mpw BbINONHEHUM BOCCTAHOBMNEHMS Pe3ePBHON KOMUM HEKOTOPbLIE NoMb3oBaTenbckue dainbl
(Hanpumep, cepTUdMKaTbI, CKPUMNTbI) MOFYT OCTaTbCA B cUcTeMe. YUToObI 9TOro He NMPOM3OLLIO,
BbINOMHMTE Nepea BOCCTaHOBMNEHUMEM Pe3epBHON KOonuM cBpocC K 3aBOACKMM HaCcTpOMKaM.

4.6.1 BoccTtaHOBNEeHMe pe3epBHON KONMUN HacCTPOeK

BoccTtaHoBneHwue p636pBHOVI Konnn HacTpoeK npoun3sBoauTcda npu nNOMOLUM KHOMKA 3arpy3Ka apxusa...,
paCI'IOJ'IO)KeHHOIZ B nogpasaene BoccTaHoBneHue CTpaHuubl PezepBHaﬂ KonwuA.

Mpwn HaxaTm KHOMKM 3arpy3Ka apxmuBa... byaet oTobpa)keHO BCNIIbIBAKOLLLEE OKHO:

3arpyska ¢aiina...

MoxanyiicTa, BbiGepuTe (Gaitn AnA 3arpysku.

0630p. OTMmeHa

PucyHok 4.19 — BocctaHoBneHue pe3epBHOM Konuu. BbiGop danna gna sarpyskm

B paHHOM okHe Heobxogmmo BbIOpaTb dann apxuBa pe3epBHOW KOMWMM Ha NOKanbHOW haninoBOW cucTeme
npy nomoLum kHomnkn O630p.... [Nocne BbiGopa chavna apxuea BO BCMIIbIBAKOLEM OKHe OyaeT oTobpakeHa
nHdopmaums o BbibpaHHOM charine (ums u pasmep). [Npu aTom, KHoMKa 3arpy3uTb CTAHOBUTCS aKTUBHOMN.

3arpyska daiina...

o HaseaHue: backup-plc210-1-2020-09-17.tar.gz
o Paamep: 47.44 Kub

06zop.. OtmeHa [REETEY

PucyHok 4.20 — BocctaHoBneHue pe3epBHOW Konuu. NoaTBepxaeHue 3arpy3ku

[ns noaTBepxaeHus 3arpy3ku BbibpaHHOro cpanna HeobXoAMMO HaxaTb KHOMKy 3arpy3uTb. B cnydae
YCMNELUHON 3arpy3ku danna apxvBa pe3epBHON KOMUKU 1 ero npaBuiibHOro goopmarta (apxuB B hopmaTe «.tar.
gz») OyoeT oToOGpaXeHO OKHO MOATBEPXKAEHUS BOCCTAHOBIEHWSI CO CMUCKOM BCEX BOCCTAaHaBNMBAEMbIX
dannos.
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BoccTaHOBMTH pesepBHYHO Konuw?

aarpymermblﬁ apxuve pE‘aEDBHOle KOMWK ABNAETCA AEHCTBUTENbHBIM N COAEPXUT d)ab'mm, nepeyncneHHble HHXE. Haxmute «I‘Ipononmwrb» ANA BOCCTAaHOBNEHMA peaepBHoﬁ
KOMNWU U Nepesarpysku, unu «OTmeHa» ana npepbiBaHnAa onepayun.

etc/collectd.conf ()
etc/config/codesys

etc/config/ddns

etc/config/dhcp

/firewall

etc/dropbear/dropbear_rsa_host_key

etc/group

etc/hosts

etc/inittab

etc/openvpn/

etc/pasawd

etc/profile

etc/rc.local ~J

o (D

PucyHok 4.21 — BocctaHoBneHue pe3epBHOM konuun. NoareepxxaeHne BoOCCTaHOBNEHUSA

[na nogTBepxaeHMsA BOCCTaHOBMNEHUS pe3epBHOM Konun HeobXoammo HaxaTb KHoMKy MpopaomkuTb. B aTom
crnyyae OyadeT BbIMOMHEHO BOCCTaHOBMeHue hannoB M3 3arpyXeHHoro davina apxvea pe3epBHON KOMuu C
nocrnegytoLlen nepesarpyskon yCTpomucTaa.

B Tom cny4dae, ecnu 3arpyxaembiii bain NoBpeXaEH NN MMEET HEBEPHBIM hopMaT, NOCIEe HaXaTuUs KHOMKM
3arpy3uTb B BEpXHEN YacTu CTpaHuubl OyaeT oTobpaxkeHo coobLleHne O TOM, YTO 3arpyXeHHbIN chann He
yOaéTcsa npovmTaTh.

4.6.2 HacTpowka cnucka ¢panoB pe3epBHOMN KONuun

Ha Bknagke KoHdwurypauma crtpaHuubl PesepBHass KOMUSl MOXHO BbIMOSIHUTbL HACTPOWMKY ChuMcKa
OOMONHUTENbHBIX (annos, KoTopble OyayT BXOAMTb B COCTaB PE3epPBHOM KOMWMM. BHewHwWi Bug BKNagku
KoHdmrypauums nokasaH Ha pucyHke 4.22.

% plc210 - Peseperan konua - Lu. X ar m]
= > € A Hesawmweno 172.16.0.1/cgi-bin/luci/admin /backup TMepesamycTuTs 1 06HOBMTE |
|
UBIEH
.
CocTonHue b plc2ia
Cucrema ¥

PesepBHad KonuA

0Bume HacTPORKK .
[OeicTema | Koudurypauwa

Bpema

YrpaeneHue KoHdurypauyua

CTopoXeBoi TaiMep & ASHHDM KOH aLMOHHOMW (haine nepedymcneHb K an anKam, coal " ; bIX HEOBXOLMA

To4kW MOHTMPOBaHWA "
MNMoKasaTh TEKYLWMA CIIHCOK. ..

Pe3aepBHan Konua

#% This file contains files and directories that should

= #% be preserved during an upgrade.
OBHOBNEHKWE NPOWWEKN 4 & PE

# /fetc/example.conf
TepmuHan # /fetc/openvpn/

Mepe3arpyzka

PucyHok 4.22 — CtpaHuua «Pe3epBHoe konupoBaHue». Bknagka «KoHdurypaums»

30ecb npeactaBneHO COAEPXMMOe KOHdurypaumoHHoro danna /etc/sysupgrade. conf, B KOTOpOM
yKas3blBalOTCA [OOMOMHUTENbHbIE MyTM K (painam w/vnm nankam, KOTopble HEeOBXOOMMO COXpaHsiTb B
pesepBHOM KoMuMM (MO OAHOW 3anucu Ha CTpoky). CTpokW, HauuHawwmecs ¢ cumBorna #, ABMsSOTCA
KOMMEHTapMSIMN U UTHOPUPYIOTCS MPU BbIMNONTHEHUN PE3EPBHOMO KOMMPOBaHUS.
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Mpn HaxaTum kHoMkM OTKPbITb CNMUCOK... OyoeT OoToOpaEH MOMHbLIM CNUCOK halnoB, KoTopble OyayT
COXpaHeHbl B pe3epBHYID KOMUIO C YYETOM KOH(purypauumoHHoro danna /etc/sysupgrade. conf (cm.
puycyHokK 4.23).

Cnucok daiinoe gns pe3epBHOro KONMPOBaHMA

Hue NpUBOAUTCA onpeenéxHbiil CNUCoK (aiinos ANA Pe3epBHOro KONMPOBaHUA. OH COCTOMT U3 M3MEHEHHBIX KOH(UIYPaLMOHHBIX Gainos, oTMeueHHbIX opkg,
HeoOxoauMbIX 6azoBbix ¢aﬁn03, a Takwe wabnoHos Pe3epBHONro KONMpPOBaHHWA, oNpeaeneHHbiX NoONb30BaTenemMm.

fetc/collectd.coni L
fetc/config/codesys

Jetc/config/ddns

f/etc/config/dhcp

fetc/config/firewall

Jetc/config/luci

fetc/config/luci_wizard

/fete/config/mecpd

fetc/config/network

fetc/config/system

fete/config/ucitrack

fete/config/uhttpd

fetc/config/veitpd

fete/dropbear/dropbear rsa _host key

fetc/group

fetc/hosts v
/etc/inittab

3aKpbiTh

PucyHok 4.23 — CtpaHuua «Pe3epBHoe konupoBaHue». Bknapgka «KoHdurypauus». Cnucok ¢annos

BosBpaT Kk penakTupoBaHWMIO KOHUrypaumoHHoro danna /etc/sysupgrade. conf ocyuwiectBnsieTcs npwu
MOMOLLUW KHOMKA 3aKprTb.

4.7 O6HOBNEHUeE NPOLUMBKU

NMPUMEYAHUE

II' B naHHOM nyHKTe onucbiBaeTcst obwuin npuHuun obHoBNeHus npowmBeku. Nepeq Ha4anomM npoueaypbl
cnepyet udyuuntb cbann ReadMe 13 apxvBa ¢ NpoLUMBKON, B KOTOPOM MOTYT BbiTb OTpaXeHbl
cneunduyeckne TpeboBaHNs 1 orpaHNYeHuns!, CBA3aHHbIE C KOHKPETHOW BepCcuei NpoLLMBKK.

Ha ctpaHvue OOHoBReHue npowuBKM pasgena Cuctema pacnonoxeH ¢QyHKUMOHaN o6HOBMNEHUA
NpOoLUNBKM yCTponcTBa. BHelwHun Bua cTpaHuubl O6HOBNEHME NPOLWMBKU NOKa3aH Ha pUCyHKe 4.24.

UBEN

CocTorHue b plc2liork
Cuerena O6HOBNEHWE NPOLUMBKA
Q6WMe HACTpoiKK

Bpema -
KoHpurypawuus u geiicTBUA 06HOBNEHUA NPOLLUMBKH

ynpasneHue

OuMCTKa NONb30BATeNbCKUX AaHHbiX [
CTopomesoi TalmMep
TOUKM MOHTHPOBAHUA

Pa3epEHan KONuA D3N NPOWHBKM

OBHOBNEHUE NPCLIMBKW

TepmuHan
O6HoBNeHMe Npowueky L) G

Mepesarpyska

MacTep HacTpodku BHumMaHne

Nocne Hayana npoueaypsl 06HOBNeHUA NpowKeKKH HE BEIKNOYANTE ycTpoficTeo, Noka 06HOBNEHHE NPOLUIMEKM He BYAET NOMHOCTEIO 3aBepLUSHO.

nnK »
06paTHTE BHUMaHWE, YT 0GHOBAEHHE NPOLUMBKH MOKET 3aHATH ANWTENbHOE BPEMS, BNNOTb A0 5—15 MUHYT (B 3aBMCUMOCTH OT CKOPOCTH

Cnym6Gbl b NOAKMIOYEHMUA). MOITOMY, NOXaNYHCTa, Gy/ibTe TEPNENMBbl BO BPEMA 3TOM ONEPaLIHM

Cetb b

CratucTika b

BblATH

PucyHok 4.24 — CtpaHuua «O6HOBNEHME NPOLINBKUY
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Ha CTpaHuue pacnorioxxeHo 3 anemeHTa:

* kHomnka O630p, ucnonb3yemas Ans Belbopa danna npowmeku (hopmara .swu) B (bannnoBon cucteme
KOMMbIOTEPA;

* ranoyka O4YncTKa nonb30BaTeNIbCKUX AaHHbIX — B cny4yae eé YCTaHOBKM B npouecce nepenpoLlmnBkn
BCe d)aI7IJ'IbI n HaCTp0I7IKI/I KOHTpoOmnnepbl 6y,EI,yT yAaneHbl, a B Citydae OTCYTCTBUA — COXPaHEHbI;

* kKHonka OGHOBUTb, UCMoNb3yemasi Al OTKPbITMS OKHa 3anycka npoueaypbl 0GHOBNEHNS NPOLUMBKA
(akTBHa TONbKO Nocre BbIbopa KOPPEKTHOTo daina NPOLLMBKK).

Mocne HaxaTnst Ha KHoMKy OBHOBUTbL OTKPOETCH OKHO C KHOMKamMu 3arpy3nTb U OGHOBUTbL MPOLUUBKY U
3aKkpbITh.

B crniyyae Bbibopa HEKOPPEKTHOrO dharna NpoLUMBKM OTOOpPa3nTCA COOTBETCTBYHLEee coobueHne. KHonka
O6HOBUTbL B JaHHOW cuTyauumn byaeT HeakTUBHA.

06pas npowwuekk (aToT obpas 6yaeT ucnonb3oBaK ANA 06HOBNEHWA NPOLIMBKM)

3arpyseHHbiH (ain NpolUMBKKM He ABNAETCA NPOLUMBKON NpeAHasHaYeHHoN AnA yeTpoicTea MNK210. SToT dann He MoXeT ObITh HCNONb30BaH ANA
06HOBNEHWA NPOLMBKMK Ha ycTpolicTee MNJIK210. NoxanyicTa, EbiGepuTe W 3arpyauTe Gaiin NPOWMEKW, NpeAHazHaYeHHbI ANA yeTpoicTea MK210.

Paamep: 2.98 Mb
Bpemsa coaganma: Wed Mar 04 13:35:43 2020
KoHTponbHaa cymma (MD5): c40bld5e9de28907a2bddd45443d3a01

PucyHok 4.25 — Oto6paxeHne nHdopmaumum o BbiIbope HEKOPpPeKTHOro hansna NnpoLnBKY

m NMPUMEYAHUE
B npouecce 06HOBMNEHNS NPOLUMBKY 3aMpeLLaeTcsi CHUMaTb NMUTaHUE C KOHTPOIIepa Unm oTKioYaTh
kabenb CBS3M, MCMOMb3yeMblil ANA COeAMHEHUs KOHTpOMepa 1 KOMNboTepa.

Mpu HaxaTum Ha KHOmMKy 3arpy3uTb U OGHOBUTb MPOLUUBKY HAYHETCH Mpouecc OOHOBMEHUS MPOLLMBKM,
BKMovaroLmi B cebsa 3arpysky channa npoLUMBKM C KOMMbOTEPA Ha KOHTPOMMEp W BbINOMHEHWE Haj HUM
HeobxoamMmbix onepaumin. B npouecce 06HOBNEHMS NPOLUMBKA B OKHE oTOBpaxkaeTcs uHpopmaumsa o davine
NPOLUNBKM, Nonoca wara 06HOBNEHNSA NPOLLUBKM, NONOCA NPOrpecca TeKyLero wara 0OHOBNEHNST MPOLUMBKA
N XXypHan oOHOBNEHWSI MPOLUNBKM.
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0O6HOBNEHME NMPOLUMBKY

Wndopmayua

aiin: tanc nage-owen- u-plc210rk.swu
Pazmep: 1 V 2 2 iT)

Bepcwa npowmekm: 2023-10 0:25:24-UTC
QYMCTKA NONbI0BATENbCKHX AaHHBIX: HeT

3 - TIEPE3ATPY3KA VCTPDﬂCTBA, MOMANYHCTA NOAOMOMTE..

Mporpecc 06HOBNEHNA NPOLUMBKH

3arpyaka YCTaHOBKA / NPOLIMEKA
100.00% 100.00%
3arpyseHo: 117.97 MuE w3 117.97 Mub War: 5u3 5

TeKylian CKOpocTb: —
CpeaHaa cKopocTb: 3.28 Mub/c

JypHan 06HOBNEHUA NPOLUMEKH

Found installer for stream idblock.img-plc21@rk-emmc raw
offset has been defined: 32768 bytes

er for stream u-boot-plc2ierk.bin-emmc raw

er for stream startup-plc2i@rk.img raw
offset has been defined: 4863232 bytes
rebooting in 3 seconds...

/swupdate_hook.sh postupdate-success tanowrt system-b command returned e

Main thread sleep again !
Waiting for reguests...
rRebooting device...

wWaiting for the new system to be started after firmware upgrade...

3% 3arpyanTb U 0GHOBMTL NPOLIKEK)

PucyHok 4.26 — OTo6paxeHune nHdopmaLmm o npouecce o6HOBNEHUA NPOLLMBKN

Mocne 3aBepleHnss mnpouecca OOHOBMNEHUA MPOLUMBKM MPOM3OMAET nepesarpy3ka KOHTponnepa.
HeobxogmMmMo [oxaaTbCsl OKOHYaHUs nepesarpysku, Nocre 4Yero KOHTpornnep MOoXHO OyaeT mMcrnonb3oBaTtb C
OBHOBNEHHON BEPCUEN MPOLLUBKMA.

B cnyyae BO3HMKHOBEHMsI OWMOGOK B npouecce OGHOBMEHUS MPOLUMBKM, WHGOpMauMs o Hux Oyger
oTobpaxeHa B >ypHarne 0GHOBNeHMs.

4.8 TepmuHan

Ha cTtpannue TepmuHan pasgena Cuctema MOXHO MNOMyYUTb AOCTYN K TepMMHany YCTpOWCTBa
HenocpeacTBEHHO uYepe3 Opaysep 6e3 MCNONb30BaHWS Kakoro-nmbo [OOMOMHUTENBHOIO NPOrpamMmMHOro
obecneveHus.

BHewHun Bng ctpaHuubl TepMuHan nokasaH Ha pucyHke 4.27.
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& plc210 - Tepmunian - LuCl x |+ - ©

&« c Q @ 172.16.0.1/cgi-bin/luc/admin/system/shellinabox e T} i n @O ® B =)

L]
VBEN

L

CocTomHne b plc2lo

Cucrema v

TepmuHan Hactpoiika

Ofwme HacTpoiikn

Bpewma TepMmuHan

YnpaBnenue

o plc21@ login: root
Croposkesoil Taiimep word:

login: Sat Jun :30:52 +0300 2019 on /dev/ttySe.

MoHTHpoEaHNE pa3fenos
Pe3epBHOE KONUPOBAHUE

OBHoBsneHne NPOLLNBKK

2819, Owen
Tepmunan https://vww.owen. ru
Mepezarpyaka PLC218
\ 0 -14 ]
MacTep HacTpoitki
MNK »
Cryxhe b
Cete b
CratucTika P
Bt

OTKpLITE TEPMUHAN B OTHENLHOM OKHE

Ecnn TepmuHan He oToBpaaeTcA, 1 Npu 3TOM UCNONL3YeTCA camonognucanueii SSL ceprndimkar, BoamoxHo noTpelyeTcA OTKPLITE TEPMUHEN B OTAENEHOM
okHe fpay3epa, nCronk3ayR ANA 3TOT0 COOTEETCTEYHILLYK KHOMKY BhIWE, it 40BaBUTE CEPTHRMKAT B UCKMHOYeHUA BesonacHocTk Bpaysepa spyunyio. Mocne
AobaEneHuA cepTiiinkata HeoGX04UMO Nepe3arpyanTk 3Ty CTPaHULY.

Powered by LuCl (Owen) / 2018.07

PucyHok 4.27 — CtpaHuua «TepmuHan»

Mpn ncnonb3oBaHuKM camonognucaHHoro SSL-cepTtudumkarta obnacTb TepMuHana Ha cTpaHuue TepMmuHan
MOXeT BbIMAAETb TaK, Kak Noka3aHo Ha puCyHke 4.28.
III NMPUMEYAHUE

B 3aBoackom NpoLUMBKe YCTPONCTBA CaMONoAnNMCcaHHbIN cepTugukaTt reHepupyeTcs aBToMaTuyeckm
npu NepBOM BKMOYEHNN YCTPOMCTBA.

[aHHoe coobuieHne cBuaeTenbCTByeT O TOM, UTO 6pay3epy He y4arocCb BbIMNOJTHATb MPOBEPKY CepTI/ICbVIKaTa.
B uensx 6esonacHocTn NpaKkTn4eCkn BCe CoBpeMeHHbIe 6pay3epbl Nno yMOIn4aHuio He OTKPbIBAKT CTpaHULbI,
Ha KOTOPbIX UCNONb3YKTCA camMonognmncaHHble CepTI/I(bI/IKaTbI.

62



4 Cucrtema

[Tpeaynpexaerve: BepoatHada yrposa besonacHoCcTy

Firefox 0BHapyxMA BEPOATHYHD YIPO3Y HE30MacHOCTH K He CTan oTKpbleaTe 172.16.0.1. ECAv Bbl NOCETUTE 3TOT CaMT,
HanajasluKe MOryT NONbITATLCA MOXMTHMTE Bally MHOODMaLUWKD, TAKYHD KaK Napoau, ajpeca 3N1eKTpDOHHOW NouThl
WAV AaHHble BaHKOBCKMX KapT.

MoapobHee...

BepHyTbcA Hazad (peKoMeHOyeTCA) LononHUTENBHO...

OTtnpaeka coobueHWiA 0 NoA06HBIX owKbKax noMoxeT Mozilla cbHapyxuTh W 3ab6N10KMPOBaTE BPEAOHOCHEIE
CalTbl

PucyHok 4.28 — CtpaHuua «TepmuHany. Owmnbka npoBepku ceptudmkara B 6paysepe Mozilla Firefox

NMPUMEYAHUE
|I| Ha pucyHke 4.28 nokasaHo coaepxmmoe obnacTtu TepmuHana ans 6paysepa Mozilla Firefox. B gpyrux
Opay3epax BHELLHWI BUA U COAepXXaHne 4aHHOro COOBLLEHNS MOXET OTNMYaThCS.

UTtobbl paspewmntb paboTy TepMuHana ¢ CamMOMoOAnMCaHHbIM CepTUgUKaTOM, HeobXoAMMO BbINOMHUTL
cneaywowme gencteusa (Ha npumepe 6paysepa Mozilla Firefox, B opyrux nporpammax nocnegoBaTenbHOCTb
MOXET HE3HAYUTENBHO OTNMYaTbLCS):

1. OTKpbITb TEPMUHAN B OTAENbHOM OKHe Bpaysepa, Haxas KHOMKy OTKpPbITb TEpPMUHAN B OTAENbHOM
OKHe, pacroriOXeHHYH0 B HKHEWN YacTu cTpaHunubl TepMuHan (CM. pucyHok 4.27).

2. B HoBOM OKHe ByaeT coobLeHne, aHanorM4yHoe nokasaHHoOMy Ha pucyHke 4.28. HeobxoamMmMo HaxaTtb
KHOMNKy [lONONMHUTENbHO....

3. B oTkpbIBLLENCA 06nacTy 4ONONHUTENBHON MHOPMALLMK (CM. PUCYHOK 4.29) HeoBX0aUMO HaxaTb
kHONKy MPUHATL PUCK N NPOOOITKUTD.

Beb-caiTol NOATEEDPHAAHT CEOK MNOANMHHOCTE C NOMOLUEH CepTUdMKaTos, Firefox He AoBepReT 3TOMY
CalTy, MOTOMY UTO OH MCNONL3YET CEPTUOMKAT, HeleACTeMTenbHEIA Ana 172.16.0.1:4200.

Koa owmbkmn: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[MpocmoTpeTs cepTdwkaT

BepHyTbca Hasag (pekomeHayeTcA) MpWUHATE PUCK U NPOJCIKNTE

PucyHok 4.29 — CtpaHuua «TepmuHany». [lononHutenbHas MHgopmaumsa 06 onbKe NPoBepKu
ceptucdmkaTta Ha npumepe 6paysepa Mozilla Firefox

4. Bygert oTKpbIT TepMMHar C NpUrMaLleHneM K BBOAY MMEHM MoNb30BaTens, Kak MoKasaHo Ha
pucyHke 4.30
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4 Cucrtema

(V] plc210 - Teprauran - LuCl X E Shell In A Box x |+

c & @ & httpsy//172.16.0.1:4200 v Y InNED ® 8 =

plc21@ login: []

PucyHok 4.30 — CtpaHuua «TepmuHan». OTKpbITUE TepMUHana nocre noaTBepXaeHus
camonoanucaHHoro ceptudukara

5. OTaenbHOe OKHO Gpay3epa MOXHO 3aKpbIThb. [locrne 0GHOBNEHUS OCHOBHOMO OKHa, B KOTOPOM bGbina
OTKpbITa CTpaHuLa TepMMHan, obnacTtb TepMuUHana aormkHa BblrmAaneTb, Kak noka3aHo Ha
pucyHke 4.27.

4.8.1 HacTpowkn TepmuHana

CTpaHuua HacTpoek TepMnHana nokasaHa Ha pucyHke 4.31.

9 plc210 - Hacrpoiika - LuCl * + - - O
&« C o @ 172.16.0.1/cgi-bin/luci/admin/system/shellinabox/configure e w Y'Iin@D @ B =
-~
u
VBN
|
CocToAHue P plc210
Cucrema ¥
Tepmunan HacTpoiika

OBy ne HacTpoiikn

Bpew HacTtpoiika TepMuHana

Ynpaenexue
OcHoBHule HacTpolikn | HacTpoiikn SSL
Cropoxesoii Talimep

MoHTupoBaHUe pazgenocs Mopr 4200

Peseperoe KonuposaHue 0pT ANA BXOOALMK COEOWHEHKA (N onyaHni: 4200

_ ’ / ' "]
OBHOBNEHME NDOLWNEKN OTKNHUNTE BEIBOS 3BYKOBEIX CUrHanoBe

Tepmunan

.
Mepesarpyska COXpaHUTL U NpuMenuTe | CoxpauuTs |

MacTep HacTpoiikn

PucyHok 4.31 — CTpaHMLa OCHOBHbIX HACTPOEK TepMMHana

B none MopTt yka3biBaeTcs 3HadeHne TCP-nopta cnyx6bl Be6-TepmuHana. o ymonyaHuio cnyxbon Beb-
TepmuHana ncnonb3dyetca TCP—nopT 4200.

HacTpornka OTKNOUYMTbL BbIBOA, 3BYKOBbIX CUMIHaNoB OTKMOYaET BOCNpom3BedeHne 6pay3epom 3BYKOBbIX
CUrHanoB, KOTOpble MOryT ObiTb CreHepupoBaHbl B TepMUHare, Hanpumep, Npu BbiBOAE CreuuanbHOro
cumsorna ASCII BEL (kog 7).

Ha Bknagke Hactpomku SSL pacnonoxeHbl HacTponku wudpoBaHms SSL. BHewHuid Bug BKNaAOKu
HacTtpownku SSL nokasaH Ha pucyHke 4.32.
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4 Cucrtema

(V] ple210 - Hacrpoiika - LuCl X | + sl -~
& c @ ® 172.16.0.1/cgi-bin/luc/admin/system/shellinabox/configure e g +yINnB@D @ B =
~
[ |
VBN
|
CocToAnue b plc210
Cuctema *
Tepmunan Hactpoiika

OBwwyne HacTpoiikn

Bpewn HacTtpoiika TepMuHana

YnpaeneHue
OcHoBHBle HacTpolikn | HacTpoiikn SSL
Croposesoii Talimep

MoHTupoBaHUe pazfenocs
’ A Brnounte SSL

Peaeperoe Konupoeanue T
Ceprugukar HTTPS (dopmar PEM) SarPYKerHbil daiin (2.74 «6)

OBHOBNEHWE NPOLLWEKK 0630p... | Daiin He BLIGpaH.
Tepwnan Jetc/shelinabox/ssl/certificate.pem
MyTe & dainy SSL ceptudnkara
Mepesarpyska
Yoanute SSL ceptnpukar [RELT Rt =gt lu] e g
MacTep HacTpoiiku Cny#0a TepMMHana aBTOMAaTHYECKW CTEHEPNPYET HOBLIA CaMONOONMCaHHEIR
cepTugMEaT
MNNK »
Cnyxbel #

[coomur 1 oo | coomur | e
CeTs »

PucyHok 4.32 — CtpaHuua SSL-HacTpoek TepmuHana

Hactporika Bknrountb SSL no3BonsieT BKAYUTE WNKU  OTKMOYUTL ucnonb3oBaHuve SSL npu pabote
TepMuHana.

C BHMMAHUE
He pekomeHayeTcsa ucnonb3oBaTh Cnyx0y TepMmHanoB 6e3 BkMo4EHHOro SSL-undpoBaHus, nHade
BCE [aHHble M0 CETU NepeaatoTcsl B OTKPbITOM BUAE, B TOM YUCTIE FTOTVH U Naporib.

Hactpoiika Ceptudcdukar HTTPS (cpopmaTt PEM) no3sonseT ykasatb nyTb k SSL-cepTudmkaty Ha carinoson
cucTeMe YCTPOMCTBa UMK BbINOMHUTL 3arpy3Ky HOBOro cepTudukaTta B choopmate PEM npu nomoLLm KHOMKK
0630p....

Mpn HaxxaTum kHonkn Yganutb SSL cepTudpmkat nponcxoaut yaaneHue tekyllero SSL-ceptudukarta. Ecnm
BKIoYeHa onuua Bkniountb SSL, aBTOMatmyeckn OyoeTr creHepupoBaH HOBbIA CaMOMOAMNUCAHHbIN
cepTudmkar.

4.9 MNepe3arpy3ka

Crtpannua MNepesarpys3ka pasgena Cuctema npegHasHadeHa ansi BbIMOMIHEHUS MPOrpPaMMHON nepesarpysku
ycTponcTBa. [laHHas dyHKUMS aHanorMyHa BbINOMHEHUIO B KOHCONW KomaHAabl reboot. BHewHun Bug
cTpaHuubl NMepe3sarpyska pasgena Cuctema nokasaH Ha pucyHke 4.33.
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4 Cucrtema

@ plc210 - Mepesarpysxa - LuCl X + = - O

&« ¢ @ @ 172.16.0.1/cgi-bin/lud/admin/system/reboot n @O @® B =

L]
VBEN

-

CocTomHne b plc2lo

Cucrema v

Mepes3arpyska

Ofwme HacTpoiikn
Bpema
YnpaeneHue
Cropoxesoii Talimep
MoHTHpoEaHNe pasfenos
Pe3epsHoe KONMPOBaHUE
OBHoBNEHME NPOLLWBKK
Tepmunan
Mepesarpyaka
MacTep HacTpoitki

MK »

Cryxhe b

Cete b

Cratnctika #

Bhiiitn

MporpaMmHan nepesarpyaka eallero YCTPOACTEA, T.8. BEINOMHWTE Komaxay Teboot’

BLINOAHUTE NEpesarpyaky

Powered by LuCl (Owen) / 2018.07

I'Iepesarpyaka yCTpOVICTBa BbIMOJTHAETCA NPUN HAXaTUN KHOMKU BbinonHuTb nepe3arpya3kKy.

PucyHok 4.33 — CtpaHuua «[lepe3arpy3ka»

4.10 MacTtep HacTponku
III ‘HPVIMELIAHVIE

HanHbin pasgen otcytcreyeT B Web-uHtepdeince ynpasneHusi koHTponnepos CI1K.

Ha cTtpaHuue Mactep HacTpouku pasgena Cuctema MOXHO BbIMOMHUTBL 3anyck MacTtepa HaCTPOMKM,

KOTOpbI NoAPOGHO onucaH B pasgene 2.

BHewHun Bug ctpannubl MacTep HacTpomnku pasgena Cucrema nokasaH Ha pucyHke 4.34.
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4 Cuctema

@ plc210 - Macrep nacrpoiikn - | X | = L = |

<« c @ ® 172.16.0.1/cgi-bin/lud/admin/system,wizard e b s + NGO @® B =
L]

QIBI:H
L

CocTonHue » M plc2i10

Cucrema v -
Macrep HacTpoOWKH

Ofwme HacTpoiikn
MECTEp HECTpUﬁKH NO3BONAET BEINONHUTE KUH¢HI’YF}ELMHJ OCHOBHBIX NapaMeTpoe yCTpUiCTEIE 33 HeCKONBKO NPOCTRIX WWAroe.

Bpewmna

3anycTUTL MacTep HacTpoiikn

YnpaeneHue
Cropoxesoi Talimep
MoHTMpOBaHWE pa3gence
Pe3epsHoe KONMPOBaHUE
OBHoBNEHME NPOLLWBKK
Tepmunan
Mepezarpyaka
Macrep HacTpoiikn

MK »

Cryxhe b

Cete b

Cratnctika #

Bhiiitn

Powered by LuCl (Owen) / 2018.07

PucyHok 4.34 — CtpaHuua «Mactep HacTpOMKu»

3aI'IyCK mMacTtepa HaCTpOVIKM OCYyLUEeCTBINAETCA NPU HAXXaTUN KHOMKAN 3a|1yCTVITb mMacTep HaCTPOﬁKM.
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5 MIK

B oaHHOM pasgene copoepXXuTcs ONUCaHWE CTpaHuL ANS ynpaBrieHus, HAaCTPOMKN U MOHUTOPUHIa (OYHKLMIA
MJK, koTopble obecneunBatoTcs cpegon ucnonHeHmss CODESYS.

5.1 Be6 Bu3yanusauums

Ha cTtpaHuue Be6 Busyanusauua pasgena [MIK otoGpaxaercs Busyanusaumsi Mnosib30BaTeNbCKOro
npunoxexHnss CODESYS.

BHewHun Buag cTpaHuubl Be6 Busyanusauusa pasgena MIK npu 3anyweHHOM MONb30BaTENIbCKOM
MPUIOXEHWM MOKa3aH Ha pucyHke 5.1.

(V] plc210 - Beb susyanusauma - L X | + al - -
« ¢ o @ 172.16.0.1/cgi-bin/ludi/admin/plc/webvisu o vy In @0 ® B =
UBEH
-
CoctoaHue b plc210
Cucrema #
Be6 Busyanusauua
o __ Mporpauma Hanaqwi v Cyrourioro crera MMIK21001 | Bepow:35141008 | Mpoummka: 1006010429
el e sk | mwwews  mee iR
HacTpoiik Tect YaauHx OuwmnBim MpoueHT CyTOHHbllﬁ cTeHa
DO-DI 4Hz 0 0 0
3arpyakn RS485 115200 8n1 0 0 0 CHATEES |:|
USB 0 0 0 Muranue 1 MuTanwe 2
MpunoxeHue - =
MMC 0 0 0 ﬂ))) Q O
Daiink xypHanoe Eth 0 0 0
— WHdopmaun o USB yctpoictee ———
CryskBel #
EmkocTs:
Cets b TecT He 3anyLeH JansTo-
Cratnctiea b Eretumie
— OwmBky WWHL Cron / Crapt Barapen
Bulittn lIl O e oo — Wndopmava o MMC yetpoiicTee ——
i U | EwmkocTs: (022304768
— Ethemnet 3aHATo: 70975488
Pene: _ [ Paam. nareta:56 } e B 3951329280
Khonga: Omxara
3anycuTe Tect | [NWTEeNEHOETE HCNLITAHMIA:
Yac Mun
- Copoc Ha
Qumdrn | Brniounte Beixoaa Tect RTC / Retain srman e | |I| lI|
Powered by LuCl (Owen) / 2018.07

PucyHok 5.1 — CtpaHuua «Be6 Busyanusauus»

B HwkHen 4yactu CTpaHuubl pacrnonoxeHa kHomka OTKpbITb Be6 Bulyanusauuio B OTAENIbLHOM OKHe
(BKnNapke), kOTOpasi NO3BONSIET OTKPbITh BE6-BU3yanm3aunto B OTAENbHOM OKHe (Mnu Bknaake) 6paysepa, 4To
MOXeT ObITb yA0OHO Npyn HEOBXOANMOCTM PYHHOTO MaclLTabmMpoBaHNs OkHa BeG-BU3yanmsaunu.

Ecnu nonb3oBartensbckoe npunoxeHme CODESYS He 3anyuwieHo, To Ha cTpaHuue Beb Busyanusauumsa 6yoer
OoTObpakeHO COOTBETCTBYHOLLEEe coobLleHne (CM. pUCyHOK 5.2).
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@ plc210 - Beb muzyanuoagun - L X + a — O n

&« ¢ @ D 172.16.0.1/cgi-bir webv o + @M @ B =

VI

ple2lo

13 b

Beb Buayanusauua

PucyHok 5.2 — CtpaHuua «Be6 Busyanusauus». Nonb3oBaTenbcKoe NpUoXeHUe He 3anyLieHo

5.2 3acTaBka (Tonbko ans koHTponnepos ClK)

Ha ctpaHuue 3actaBka pasgena NMJIK nporssoanTcst 1aMeHeHne n3obpaxkeHnn, oTobpaxkaemblx Ha gucnnee
koHTponnepa CI1K B npouecce ero 3arpysku.

[ns Bxoaa B web-koHurypatop crnegyet nNoaknioYUTb KOHTPOMnep K ceTu, B kotopon Haxogutes [MK, unu
Hanpsimyto k K uyepe3 kabenb USB, 3anyctutb web-Opaysep n BBectu IP-agpec COOTBETCTBYIOLLETO
UHTepdenca KoHTponnepa.

NPUMEYAHUE
EI BmecTo MK moxeT ncnonb3oBatbcs noboe ycTponcTso ¢ web-6paysepom — Hanpumep, CMapTgOH.

\/ H ~
. " ABTOOGHORNEHWE EKIIOYEHD
]

CocToRHME P spk2xxmdl-kis

CucTema b 3acTaBKa

KoHdwurypauua sactaeku CMK

¥Yron noeopoTa uaodpakeHns 0 ~

Ynpaenexue

NPUACHKEHUAMNA
HacTpoikn .
I LiseT nonockl Nporpecca 158d86
3arpyaku
MpunoxeHwe
LgeT doma nonocsl nporpecca | 299092
©ainbl XypHanos
CayxGel ¥
Ceto ¥ LiseT TekcTa | 444444

CratncTuka b

BblATH cec
Lget qm,,a fEFffef

OTOGpaHQHMe uBeToB ANA nonocbl nporpecca

Nonoca nporpecca QIEE ANt g il=T

TewcT:LiBeT LiBeT LiBeT

PucyHok 5.3 — BHewHun Bup Bknagku MIK/3acraeka (Yactb 1)

A BHUMAHUE

Mepepn 3arpy3kon n3obpaxkeHnn Heobxoanmo BbIbpaTb OpUeHTaLMIo akpaHa (napameTp Yron
noBopoTa usobpaxeHuns) n HaxaTb KHOMKy COXpaHUTb U NPUMEHUTb.

B pasnene Kondurypauus 3actaBku CI1K:

Yron noBopoTta usobpaxeHuss — BbIOOp opveHTauun akpaHa. BoamoxHble 3HaveHus: 0, 90, 180, 270 (no
ymon4anuio 0).
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LBeT nonocbl nporpecca — LBeT Mofockl nporpecca, otobpaxaemoln Ha gucnnee CIK B npouecce
3arpysku.

LiBeT poHa nonockbl nporpecca — LBET KOHTYpa NOMockl nporpecca.
LiBeT TekcTa — UBeT TekcTa, otobpaxaemoro Ha gucnnee Cl1K B npouecce 3arpysku.
LiBeT ¢hoHa — uBeT hoHa 3TOro Tekcra.

CGPOC M306pa)Ke|-|m7| Ha HaYvYallbHbleé — HaXaTb KHOMKY npu HeobxoamMmocTn BO3Bparta K I/I306pa)KeHl/IﬂM no
YMOJT4aHUIO.

Yron noeBopota n3o6paxxeHnss — yCTaHOBUTb Yror noBopoTa u3obpaxkeHusi npu yctaHoeke CIK nog yrrom.
HaxaTb kHornky COXpaHUTb U NPUMEHUTb.

LiBeta 3apatotca B dopmare RGB/HEX (Hanpumep, 00FF00). Bo3MOXHOCTb W3MEHEHUsSI LBETOB
noaAepXnBaeTcst HaYMHas C BEPCUM NMPOLUMBKM 3.6.XXXX.XXXX.
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PepakTop n206paxeHuii

OnucaHne U206 pameHna Hzo6pamenne 3arpyaka

zodpameHne npu 3anycke CNK (ropw3oHTancHo), jpg/RBG365 3arpyzka
Wao6paneHne npu 3anycke CNK (eeptvkantho), jpg/RBGS65 3arpyska
y T 38MPY304HOE NPUNOKEHKHE (FOPM3OHTANbHO), 2 a
ipg/RBGS63 arpy3
OTCyTCTBYET 3arpy304HOE NPHNOMEHKE (BEPTUKANBHO), 5 @
jpg/RBGS65 arpy3
OTcyTCTBYeT BU3yank3auma (ropu3oHTaneHo), jpg/RBGE65 3arpyaxa
OTCyTCTRYET BH3YaNM3aUMA (BepTUKanbHo), jpa/REGS6S 3arpyaxa
WMa306pakeHne B pEKUME CHNAZHWA (FOpU30HTANBHD) 3arpyaka
M306pakeHne B pEKUME OXNA3HWA (BEPTHKANEHD) 3arpyaka
NoroTtun KOHOWIYpaTopa, svg 3amyz3xa
Favicon web-koxdurypatopa, ico (] 3arpyaka
. 306pameHue CYLLecTEYeT NPW 3arpy#eHHoM npoekTe CODESYS ¢
Favicon web-Brayanw3auuw, ico - "LU' d &y 3arpyaka

COXpaHWTL M NPUMEHKT - CoxpaHnTb

PucyHok 5.4 — BHewHuin Bug Bknaaku MNIK/3acraska (vactb 2)
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NMPUMEYAHUE
m Liseta 3agatotca B chopmate RGB/HEX (Hanpumep, 00FF00). Bo3MOXHOCTb U3MEHEHUS LIBETOB
noaaepXmnBaeTcs Ha4yMHas ¢ BEpPCUM NPOLLMBKM 3.6.XXXX.XXXX..

B pasnene Pegaktop M3o6paxeHUn:

CoxpaHuTb M306pakeHnsi B KOHTPOSNepe, HaxkaB KHOMKY 3arpyska.

m NMPUMEYAHUE
Ecnu preview-n3obpaxeHusi, otobpaxkaemble Ha BKNaake, He COOTBETCTBYHOT (DaKTUYECKUM
n3obpaxkeHrsM, 3arpy>XeHHbIM B KOHTPOINEp, TO creayeT oOHOBUTL CTpaHuly web-6paysepa.

dannbl n3obpaxkeHnn AOMKHbI COOTBETCTBOBATL CrneayoLwmMm TpeboBaHUAM:

 doopmarT .png, .jpg; 4ns norotuna web-koHurypatopa ncnonb3yetcsa dopmart .svg, aAns favicon
(MKOHKKN) —.ico;

* paspeLleHne — OIMKHO COOTBETCTBOBATL pa3peLLeHnto KOHKpeTHon mogudmkaumm CIK ¢ yyeTom
NCMNornb3yeMon OpueHTaumnm gucnnes.

Cnmcok n3obpaxxeHuit, AOCTYMHbIX ANS U3BMEHEHUS:

* U3so6paxeHune npu 3anycke CIK (ropusoHTanbHO) — n3obpaxeHne, oTobpaxaeMmoe BO BPEMS
3arpy3Kku KOHTponsepa npu ropu3oHTanbHOM OpUEHTALIMN 3KPAHa;

* U3o6paxxeHne npu 3anycke CIK (BepTukanbHO) — n3obpaxeHune, otTobpakaemoe BO BpEMS 3arpy3ku
KOHTponnepa npu BepTMKanbHOW OpUeHTaLmMm aKpaHa;

* OTCcyTCTBYET 3arpy304Hoe npunoxeHue (ropM3oHTanbHO) — n3o6paxeHne, otobpaxaemoe Ha
Jucnnee nocne 3arpy3ku KOHTponnepa B cryyae OTcyTCcTBUA 3arpy3oyHoro npoekta CODESYS npu
rOpU3oHTarbHOW OpUEeHTaLMKN IKPaHa;

+ OTCyTCTBYET 3arpy3o4Hoe npunoxeHue (BepTukanbHO) — n3obpaxeHue, otobpaxxaeMoe Ha
aucnnee nocne 3arpysku KOHTponnepa B criyyae OTcyTcTBUA 3arpy3oyHoro npoekta CODESYS npu
BEPTUKANbHON OpUEHTaLUN IKpaHa;

» OTCyTCTBYET BU3yanu3saums (ropusoHTanbHO) — n3obpaxeHne, oTobpaxaemoe Ha gucnnee nocrne
3arpysku KOHTpornepa B criydyae otcyTcTBus B npoekte CODESYS Buayanusauuu nnm npu octaHoBKe
NPUNOXEHUS NPY FOPU3OHTaNbHON OPUEHTaLMN IKPaHa;

» OTCcyTCTBYET BUlyanusaums (BepTukanbHoO) — n3obpaxeHne, otobpaxaemoe Ha gucnnee nocne
3arpy3ku KOHTpornepa B criydae otcyTcTBus B npoekte CODESYS Busyanvsauum nnm npu octaHoBKe
NPUNOXEHNS NPY BEPTUKANbHON OpUEHTaUMM 3KpaHa;

* U3o6paxkeHune B pexmme oxumaaHma (ropusoHTanbHoO)— n3obpaxeHne, otobpaxaemoe Ha gucnnee B
«pexnme OXMaaHusa» Npu OCTaHOBNEHHOM cucteme ncnonHeHms CODESYS npu ropnsoHTansHon
opueHTaumm gucnnes (cMm. nogpobHee B fokymeHTe OnucaHue Tapret-cpannos CODESYS V3.5.
pasgern npo y3en Screen);

* U306paxeHune B pexunme oxnaaHus (BepTukanbHo)— n3obpaxeHue, otobpaxxaemoe Ha gucnnee B
«pexnme OXMaaHMa» Npu OCTaHOBMNEHHOM cucteme ncnonHeHns CODESYS npu BepTUKansHOM
opueHTaumm gucnnes (cMm. nogpobHee B gokymeHTe OnucaHue Tapret-cpannos CODESYS V3.5.
pasgen npo y3en Screen);

|I| NMPUMEYAHUE
N306paxeHuns B pexume oxuaaHns (ropn3oHTanbHO 1 BEPTUKanbHO) NOAAEPKMBAETCA HauYMHas
C NPOLWMBKM 3.6.XXXX.XXXX

* llorotun web-koHduryparopa — norotun, otobpakaemblli B BEPXHEM JIEBOM Iy CTpaHULbl web-
KOHdpurypaTtopa;
» Favicon web-koHdurypaTtopa — nkoHka ctpaHuLbl web-koHurypatopa;

* Favicon web-Bu3yanusauum — nkoHka ctpaHuusl web-susyanunsaumm CODESYS.
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5.3 YnpaBneHue npusnoxeHuem
Ha cTpaHuue YnpaBneHue npunoxeHMeM MOXHO 3arpy3nTb .zip apxus ¢ npoektom CODESYS.

Onsa 3arpy3kn npoekta CODESYS yepes web-koHgurypatop crnegyer:
1. Ckomnunmporatb npoekt CODESYS (Bknagka Komnunsaums, komaHga Komnunaums);

2. CospaTb 3arpy3oydHoe npunoxeHme B CODESYS 6e3 nogkntoveHus k KOHTponnepy (Bknagka OHMawnH,
komaHga Co3aaTb 3arpy304Hoe npurnoxeHue), B okie CoOXpaHUTb Kak yka3aTb NyTb K narnke.
MonHbIN NyTb K Nanke He JOIMPKEH coAepXaTb CUMBOIbI KUPUNNULbI;

3. Coaepxxumoe cosgaHHoOW nanku (HO He camy narky) 3anakosaTb B Zip-apXuB;

4. B web-koHdurypaTtope Ha Bknagke MIK/YnpaBneHne npunoxeHUAMN HaxaTb KHOMKY 3arpyska .zip
apxuBa ¢ npoektom CODESYS;

\V H ~
K R ABTOGGHOBNEHNE BKNKMEHD
=

CocToRHue b kis-swu

Cuctema b

Ynpasnenue npunoxexHunammn CODESYS
MNNK «

CnUCOK apXMBHbIX NPHUNOXEHKA
Beb BU3yanuaayua

HazsaHue Paamep, GaiT JOeicTenA

3acTaeka

3arpyaute ¢ MK/ApxubupobaTe Tekywee npunoxenue MK

5 CoxpanuTs 3anyujesHoe npunmxesue CODESYS
3arpyskm
MpUIOKEHHE Sarpyaka zip apxuBa c npoexToM CODESYS RS

Daiansl xypHanos

OTkpoiTe Baw npoekT B cpeae CODESYS
CriyiEn b BhinonHWTe KomaHay OHnaiiH - Co3gaTh 3arpy3ouHoe NpHAoKeHe
TMomecTuTe daiinst Application * u nanky PleLogic & zip apxus

PucyHok 5.5 — BHewHunn Bua Bknagku MIK/YnpaBneHve npunoxeHMsamMu

5. HaxaTb Ha kHonky O630p 1 BbIOpaThb zip-apXxuB, CO34aHHbIM B Nn. 3;
6. Ykasatb ums (6e3 npobenos 1 CneLcMMBOIIOB) 3arpy>KaeMoro NPUNOXeHNs N HaxkaTb KHOMKY
3arpy3ka;

3arpysuTtb

YCTaHoBWTE UMA W 3arpysuTe daiin

|NewApp| | HOBOE MMRA NPUNOKEHUA

PucyHok 5.6 — BHewHunn Bua Bknagku MIK/YnpaBneHue npunoxeHUsMu

7. MNocne 3arpy3ku NpunoXeHue NosiBUTCS B CNIYCKE NpUNoXeHun. [ins ero aanycka HeobxogMmo Haxatb
KHOMKY 3anycTuTb 1 AOXAaTbCA 3anycka NpunoxeHus (3To MoxeT 3aHATb 10...60 cekyHA).
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OBEH

®_s ABTOOGHOBNEHWE BINIOYEHO

CocTtoRnue P
Cuctema b
MK
Beb Bu3yanmaaLma
3acTaBka

¥Ynpasneuue

NPUACKEHNAMA
HacTpoiiki
3arpyakun
Mpunoxerue
QaiAnsi XxypHanos

Cnysbbl P

Cets P

Cratuctuka b

BoiiTi

kis-swu

YnpasneHue NpunoxeHuamu CODESYS

CNUCOK apXMBHbIX NPHUNOMEHWHA

#

Hazsanue Pa3amep, GaifT

NewApp 596310

DeitcTena /

3anycTuTb.. ¥panute  MepermeHoBaTb

3arpyautb ¢ MK/ ApxuBMpoBaTh TeKyluee npunoxenne MK

CoxpanuTs aanyweroe npunoxersne CODESYS

‘Barpyaka zip apxuea c npoekTom CODESYS

OTkpoiTe Baw npoekT B cpege CODESYS

BhINONHUTE KOMaHAY OHNaiH - CO3AaTh 3arpy30uHOe NpUNoKeH!e
MomectuTe daiine Application.* u nanky PlcLogic 8 .zip apxus

PucyHok 5.7 — 3anyck npunoxeHus

dyHKUMOHaN BKNagKu NO3BOSISIET 3arpy3nTb B KOHTPOMNEP HECKONBKO NMPUIOXKEHWUIA U NepekntodaTbCs Mexay
HUMKU. KHonmka CoxpaHuTb 3anyuleHHoe npunoxeHune CODESYS pobGaBnser B CNWCOK MPUIOXEHWN
TeKyllee 3anyLleHHOe MpUuroxeHve (Hanpumep, €cn HOBOE MNPUIOXEHWE COAEPXKUT OWWBKM — TO 3TO
MO3BOSIUT BEPHYTLCS K BbIMOSIHEHNIO paHee 3anyLLEHHOTO NPUIOXEHNST).

5.4 HacTtpouku

CTtpaHnua HacTponkn cogepXnt HEKOTopble HACTPOMKK cuctemsl ucrnonHeHns CODESYS.

GBEH

R ABTOOGHOBNEHHE BK/IOYEHD

CocToAHKe b
Cuctema b
MK -

Bel Buayanuzauma

YnpaeneHue
NPUNCKEHUAMK

HacTpoiiku
3arpyskm
Tpunoxexne
Daiinbl wypHanos

CrywGbl ¥

CeTb b

CTaTUCTUKA P

BoiiTH

Pasgen CeTeBble HAaCTPOWKK Be6 BU3yanusauuu COAEPXKNUT Crieaytolne HacTPOMKU:

plc2lérk
HacTpoiikn CODESYS

CeTeBble HACTPOWKW Be6 BU3yanusayun

TN NoAKNKYEHWA

Homep nopra HTTP

Homep nopra HTTPS

SSL ceprudmkar

Wckniovenns

HTTP W HTTPS
8080
8443

Het SSL ceprudmkarta

OBpaboTka MCKNKUEHHI

TpeHgb! M TpeBormn

OtnasnueaeTcA CODESYS

Katanor TpeHAoe

Katanor Tpesor

0O6bem NaMATH, UCNONbayeMbli memsyss, M6

Mepyoa AMarHoCTHKHN, MC

[Mo ymonuaHuio]

[Mo ymonuaHkio]

16

300

PucyHok 5.8 — CtpaHuua «HacTtponkun»

 Tun noaknovyeHnsa — BbIGOP NoAAEPKMBAEMBIX NPOTOKOMOB NOAKMHOYEHUS BED-BM3yanu3auum
CODESYS (no ymonyanuto HTTP u HTTPS);
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* Homep nopta HTTP — Homep nopTa TCP, ucnomnb3yembi 418 NOAKMOYEHUS K BEG-BU3yanu3aunm
CODESYS no npotokony HTTP (no ymonuyanuto 8080);

* Homep nopta HTTPS — Homep nopta TCP, ncnonb3ayembiv Anst NOAKMOYEHUS K BEG-BU3yanusaumm
CODESYS no npotokony HTTPS (no ymonuanuto 8443);

* SSL cepTudukat — nHcopmaLmsa n Hactponkm SSL ceptudukara, ncnonbdyemoro ans HTTPS
NOAKMYEeHNs K Be6-B13yanunsaumm.

Ecnu ceptudumkat otcyTcTBYET, TO 0TOOpaxaeTcsi coobuleHne Het SSL ceptudumkara. [ns
umetoLerocs ceptndukara otobpaxaercs gara ero co3gaHus n gata MCTeYeHUs ero Cpoka AenCTBUS.

SSL ceptudmkar Co3paad Apr 2 07:19:26 2024 GMT
McTekaeT Apr 2 07:19:26 20235 GMT

3arpyanTh... EEEIETEE)

PucyHok 5.9 — UHcpopmaumsa o Tekywem SSL ceptucpmkarte Beb6-eusyanusauum CODESYS

KHorku CreHepupoBaTh... 1 YAanuTb... NpeaHa3HadYeHbl Ans reHepauumn HOBOro caMmonoanmMcaHHoro
SSL cepTudpmkata n yganeHuns TekyLero ceptudmnkarta CooTBETCTBEHHO.

KHorka 3arpy3uTb... npefHa3HayYeHa ans Bblbopa v 3arpy3ku gannos nonb3oBaTenbckoro SSL
cepTudumkara.

Pasgen UcknrovyeHus yCTaHaBnMnBaeT MeTo O6pa6OTKM NCKMoYeHNN. BoaMOXHbIE BapunaHTbl:

* OTnaBnuBaetcsa CODESYS — ctangapTHasa o6paboTtka uckntovdeHmn CODESY'S (nepexog B
coctosiHme CTOIl1, «3amupaHue» akpaHa BU3yanuaaumm);

* Mepe3arpy3ka — nepesarpyska KOHTPOmNNepa;
+ OTOGpPa3nTb Ha 3KpaHe — BbIBOA Ha 3KpaH MHopMaLmnm 06 UCKMoYeHU (TONBKO A1st KOHTPONNEPOB
CI1K);

* OTOOpa3uTb U Nepes3arpy3nTb — BbIBOA, HA 3KpaH nHGopmaummn o6 ncknodeHmu, cnycta 10 cekyHn —
nepesarpy3ka (Tonbko ansi koHtponnepos Cl1K).

Pasgen TpeHabl  TPEBOrU COAEPXKAT criedytoLme HacTPOMKK:

» Katanor TpeHgoB — gupektopusa USB- unu SD-Hakonutens, B KOTOpor 6yayT coxpaHaTbea doainbl
TpeHZoB. B cnyyae Bbibopa pexuma [[To ymonyaHuio] darinbl OyayT CoOXpaHsATbLCSA BO BHYTPEHHEN
flash-namaTtu KoHTponnepa;

» KaTanor TpeBor — anpektopust USB- nnu SD-HakonuTternsi, B KOTOPOW OyayT coxpaHaTbes dannbl
TpeBor. B cny4yae Bbibopa pexuma [[Mo ymonyaHuro] pannbl 6yayT COXpaHATbCS BO BHyTpeHHew flash-
NamsiT KOHTponsepa;

* O6beM NamMsaTU, ucnonb3yeMbin memsysS5, M6 — HauanbHbI 06bEM NAMATU, BblAENEHHbIV
npunoxexuto sqlite Ans coxpaHeHnst TpeHaoB 1 TpeBor. Ecnn B NpoekTe B HEKOTOPbLIX TPeHaax U
Tabnuuax TpeBor He oTobOpaxatoTcs AaHHble M3-3a HegocTaTka NaMsaTh, 3Ha4YeHe napamMmeTpa cnegyet
YBENUYUTD;

* Mepuop AMarHOCTMKM, € — NEpMOZ BbIBOAA B XypHar KOHTponnepa AMarHoCTU4eCcKon MHdopmaumm
(knacca Debug) o namsitTu, ncnonb3yemon npunoxeHuem sqlite.
5.4.1 TeHepaumna SSL cepTudukarta

KHornka CreHepupoBaThb... NO3BOMSET BbINOMHUTL rEHepaLuunio HOBOro camonognucaHHoro SSL ceptudukara.
Mpn HaxaTm gaHHOWM KHOMKM ByaeT oToOpaxeHo ModanbHOe OKHO C 3anpoCOM MOATBEPXKAEHMUS reHepauun
HoBoro SSL cepTtudwmkara, nokasaHHOE Ha PUCYHKeE:
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lenepauun SSL ceptudmkara
Bbl AeACTBHUTENbHO XOTUTE CreHepUpPOBaTb HOBbIA SSL cepTudukaT?

A HOBOTO SSL-CepTUdUKATA MOXET 3aHSTh MHOID BPeMeHM. CYLLLECTBYIOLLMI cepTMhUKAT, eCNU CreHepuposaH, GyaeT yaanes. [1NA NPUMEHEHMS HOBOMC ‘
[ YEEN CreHepupoBaTh

PucyHok 5.10 — MoareepxaeHue reHepauum HoBoro SSL ceptudmkara

Mpun HaxaTum kHomkn CreHepupoBaTb OyaeT 3anyLieH npouecc reHepaumm HoBoro SSL ceptudmkata. Bo
BpeMSs BbINOMHEHUsI reHepaLumn OyaeTt oTobpaxaTbCsl OKHO, MOKa3aHHOE Ha PUCYHKE:

NeHepauun SSL cepTudukara

& lenepauun Hoeoro SSL-cepTudmkaTa... MoxanyicTa, NOAOKAMTE, 3TO MOMET 3aHATL MHOMO BPEMEHK

PucyHok 5.11 — l'eHepaumsa HoBoro SSL cepTtudukara

Mpun ycnewHom 3aBepLueHnmn reHepaumm HoBoro SSL ceptudpmkara 6yget otobpakeHo OKHO € coobLLeHmeM,
Kak NokasaHo Ha PUCYHKE:

NeHepayuna SSL cepTudpuxkaTa

HoBbli SSL Cep‘er}HKaT yCMewHo CreHepupoBaH

3aKpoiTb

PucyHok 5.12 — YcnewHas reHepauus HoBoro SSL cepTtucdumkara
B none uHcopmaumsa Tekyem ceptudukare 6yayt otobpaxeHbl JaHHbIE HOBOrO cepTudmkaTta.

5.4.2 YpaneHue SSL ceptucpukarta

KHonka Y@anuTb... No3BonseT yganuTb Tekywmn SSL cepTtudmkart. pu HaxaTum 3TOWM KHOMKM Oyoet
oTOOpaXkeHo MofanbHoOe OKHO NOATBEPXAEHUS yaaneHus ceptndukara:

Yaaneunue SSL ceptudmkara

Bbl AeiCTBMTENbHO XOTUTE YAANUTb SSL cepTUdukaT?

PucyHok 5.13 — NMoagTBepxaeHue yaaneHnsa ceptucpukara
Haxatune kHomkm YoanuTtb NpuBedET K 3anycKy npouecca yaaneHus Tekylero SSL ceptudumkara. B cnyyae
yCneLHoro yganeHusa dyget otobpaxeHo OKHO C COObLLEHNEM:
Ypanenue SSL ceptudpuxkata
SSL cepTMq:MKaT YCNEewHo yaanéH

3aKpbiTb

PucyHok 5.14 — YcnewHoe yaaneHue ceptudgukara
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5.4.3 3arpy3ka SSL cepTtudumkara

KHonka 3arpy3uTb... npefgHasHadeHa ansa 3arpysku ¢annoB SSL cepTudpmkata BebG-BM3yanusauum
CODESYS. MNpu HaxaTum gaHHOW KHOMKM OygeT oTobpakeHo MoaaribHoe OKHO C 3arnpocoM Tpebyemblx
¢annos:

3arpyska SSL ceprudmkaTta

MNowanyicTa, BoibepuTe SSL-cepTUdUKAT W Gain ¢ 3aKPbITHIM KNKOUOM ANA 3arpy3ku. [LNA NPUMEHEHWA HOBbLIX CEPTUHUKATOR HEOOXOAMMO BPYUHYHD NepesanycTuTe
CODESYS nocne 3arpyaku

Daiin ceprudpmkara (.cer paitn) 0630p... | ®aiin He Buibpan
®aiin npusatHoro kniova (key daiin) 0630p... | Maiin He BLIGPAH.

DH (Diffie Hellman) kniou (.pem ¢ain) 0630p... = ®aiin He BbIGPaH.

PucyHok 5.15 — MoganbHoe okHO 3arpy3ku ceptudukara SSL Be6-Busyanusauum CODESYS

» ®ann ceptudmkara (.cer pann) — caiin ceptncpmkata 6€30MacHOCTH, KOTOPbIA UCNONb3yeTcs Ans
obecneyeHns 6e3onacHOCTN CepBePOB, TpaH3akuuiA, normHos. Ceptudukat 6esonacHocTM BblgaeTcs
cneumanbsHbIM LieHTpom cepTudmkaumm.

» ®ann npuBaTHoro kntova (.key drann) — darin sakpbiToro(npUBaTHONO) KNkOYa, KOTOPbIN
obecneumBaet 3awmwieHHoe HTTPS coeguHeHne mexay cepBepoM 1 KITMEHTOM;

* DH (Diffie Hellman) kntoy (.pem chainn) — cain DH kntova, 3akognpoBaHHbIN B Base64,
npumeHsaeMbln Ans 6esonacHon BepmdukaLm nonb3osaTenen.

Mocne 3arpy3ku Bcex TPEX haninoB 1 HaXaTum KHOMKK «3arpy3nTb» OyaeT BbIMONHeHa 3arpyska cpannos SSL
ceptudukata Beb-Bmayanusaumm CODESYS Ha ycTpoiictBo. Bo Bpemsi BbIMONHeHUs 3arpy3ku Oyoet
oToGpaxaTbCsi OKHO:

3arpyska SSL ceptudukaTa

#'% 3arpyaxa SSL cepTudmkarTa..

PucyHok 5.16 — 3arpy3ka SSL ceptudukara

Mpwn ycnewHom 3aBepLueHnn 3arpy3ku dpannoB SSL ceptudukarta byaet oTobpakeHO OKHO C COOOLLEeHNEM:

3arpyska SSL ceptudukaTta

SSL cepTudMKaT yCnelwwHo 3arpyxeH

3aKpbiTb

PucyHok 5.17 — YcnewHas 3arpy3ka SSL ceptudumkara

B none nHdopmaumm o TekyLem ceptudmkate byayT oTtobpakeHbl AaHHbIE HOBOMO cepTudukara.

[na npumeHeHns 3arpyxeHHoro SSL ceptudmkata Heobxogumo BbinonHUTL nepesanyck CODESYS npu
nomoLuu kHorku Mepesanyctute CODESYS....

5.4.4 Ouunctka retain namsatn

KHornka OumucTka retain namsATK... NO3BONSET BbINOMHUTEL OYUCTKY retain namaTu (sHeproHesasucumon). Mpu
HaXkaTuM OaHHOWM KHoMkW ByaeT oTobpaxeHO MofdanbHOe OKHO C 3anpoCOM MOATBEPXAEHMS OYUCTKM retain
NnamsaTK, NoKasaHHOE Ha PUCYHKeE:
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OuyucTKa retain namaTi

Bbl 4eHCTBUTENBHO XOTUTE OYMCTUTL retain namATL?

OTMEHH m

PucyHok 5.18 — NMoareepxaeHne o4UCTKU retain namaTu

Mpu HaxaTum kHorkM OumncTKa retain namaTu... ByaeT 3anylueH npouecc o4ncTkum retain namsaTu. Bo Bpems
BbINOTHEHMS! OYUCTKUN ByaeT oTobpaxaTbCsl OKHO, NMOKasaHHOE Ha PUCYHKE:

OyuncTKa retain namaTu

a BbINONHAETCA OYMCTKA retain NnaMATH...

PucyHok 5.19 — Ouuctka retain namaTtu

Mpy ycrnewHoM 3aBepLUeHUM O4MCTKN retain namsiTn GyaeT oTobpaxxeHO OKHO C COOGLLEHMEM:

OuymncTKa retain namaTm

Retain namATb ycnewHo oyunweHa.

3aKpbiTb

PucyHok 5.20 — YcnewHas ouncrtka retain namaTtu

5.4.5 Nepe3anyck CODESYS

KHornka MMepesanyctute CODESYS nosBonseTr nepesanyctutb cuctemy wucnonHeHns CODESYS. TMpwm

HaXxaTuM OaHHOW KHoMku OyaeT oToOpaxkeHO ModanbHOE OKHO C 3arnpoCOM MOATBEPXKAEHMSA nepesarpysku
CODESYS, nokasaHHOe Ha pUCYHKe:

MNepesanyck CODESYS

Bbl AeACTBUTENLHO Nepe3anycTuTe CODESYS?

PucyHok 5.21 — NMoareepxaeHne nepesarpy3ku CODESYS

Mpu Haxatum kHomku MMepesanycTuTb... byger 3anyweH npouecc nepesarpyskn CODESYS. Bo Bpewms
BbINONMHEHWs1 nepe3arpy3ku 6yaeT oTobpaxaTbCsl OKHO, NMOKa3aHHOE Ha PUCYHKE:

Mepesanyck CODESYS

4. BoinonHAeTcA nepesanyck CODESYS

PucyHok 5.22 — lNMepe3arpyska CODESYS

Mpwn ycnewHom 3aBepLueHnn npouecca nepesarpyskm CODESY'S Gyaet oToOpaxeHO OKHO C COObLLEeHMEM:
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Mepesanyck CODESYS

CODESYS ycnewHo nepesanywieH

3aKpbiTh

PucyHok 5.23 — YcnewHas nepe3sarpyska CODESYS
5.4.6 YnaneHue npoekTa

KHonka YaanuTb NPOEKT... no3sonseT yaanutb npoekt CODESYS. lNpu HaxaTuM gaHHOW KHOMKu Oyget
oTOOpakeHo MofanbHOEe OKHO C 3anpOCOM NOATBEPXKAEHWS yOaNeHNsi MpoekTa:

Ypanexue npoekta CODESYS

Bui geficTBMTENDHO XOTUTE yaanuTb npoekT CODESYS?

PucyHok 5.24 — lNMoareepxaeHne yaaneHue npoekra

Mpn Haxatum kHomkM Ympanutb OyaeT 3anyweH npouecc ypaneHuss npoekta CODESYS. Bo Bpewms
BbINOSHEHWS yaaneHns byaeT oTobpaxaTbCsl OKHO:

Ypanexnune npoekta CODESYS

"% Ypanenve npoekta CODESYS...

PucyHok 5.25 — YaaneHue npoekra

I'Ipw ycnewHOoM 3aBepLlleHnn yganeHna npoekta 6yp,eT OTO6pa)K6HO OKHO C coobLLeHneMm:

Yaanenue npoekta CODESYS
MNpoekt CODESYS ycnewHo yaanéx

3aKpbiTb

PucyHok 5.26 — YcnewHoe yaaneHue npoekra

5.5 3arpy3ku
Ha ctpaHuue 3arpy3ku pasgena MIK npegcrasneHbl CCbISKM 118 3arpy3ku pasnnyHbIX NonesHbiX annos.

BHewHun Bug ctpanuubl 3arpy3km pasgena MNIK nokasaH Ha pucyHke 5.27.
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@ plc210 - 3arpysem - LuC x [+ = m|
— c @ © & 172.16.0.1/cgi-bin/luc/admin/plc/downloads s I @ & =
V) [JH 1| :
CocToRHME B ple2ld
CucTema b 3arpy3““

MK ~

Mawer OBEH CODESYS

Cravats (8.96 MuE)
HacTpoiku

Opaieep RNDIS gna Windows

Ciauats (1.46 MuB)

WMuhopmaumna W marepnanbl

o CTpamLa yc

PucyHok 5.27 — CTpaHuua «3arpysku»

[ns sarpy3ku gOCTynNHbI cnegytowme dannei:

* NMaketr OBEH CODESYS — nakeTt TapreT-davinos OBEH (.package) ons cpenpbl paspaboTku
CODESYS;

» ApanBep RNDIS ana Windows — naket gpaneepoB gnst USB RNDIS nogkntodeHms ans
onepaumoHHon cuctembol Windows;

* UHchopmaumsa n maTepmanbl — CCbINKM Ha CTpaHuLbl ycTponctea, CODESYS u TexHuyeckom
noaaepxku Ha cavite OBEH.
5.6 NMpunoxeHune

Ha cTtpaHuue MpunoxeHue pasgena MIIK otobpaxaeTca nHgopmaums o 3anyLweHHOM Monb30BaTeNbCKOM
npunoxeHnn CODESYS.

BHewHwuit Bua cTpaHuubl MpunoxeHue npu 3anylweHHOM MOMb30BaTENbCKOM MPUMOXKEHWM MoKasaH Ha
pucyHke 5.28.
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& plc210 - Mpunoskenne - LuCl X + el - - “
& [ @ 172.16.0.1/cgi-binud/admin/plc/application e w v In QD ® B =
| 1
“I'l-ll e AeTo0OHOENEHHE BKNKYEHO
||
CocroAune b plc2lo
Cuctema b
MpunoxeHune
NnK =
Beb suayanuaauus CocroAHne Paboraer
HacTpoiiks Nma naladka_PLC210
AsTop Melnik A. G.
3arpyaku
Bepcua 3.5.14.1008
Mpunoxenue
WameneHo 27.05.2019 09:05:22

Daiink xypHanoe

Cryxbel b MoHuTOp 3agay
Cete b CoprupoBate no cronbuy | MpuopuTeT v
Cramncruka b MopAgok coptupoekk Mo BOZPACTaHMKD v
B
Mun. Cpegtee Makc.
Bpemna Bpema Bpema BpeMA Mun. Makc.
Wutepean uHKna uMKna uMKna unkna [BkHTTEp  KHTTEp  OMMTTEp
Wma Tun MpuoputeT (mKc) [mkc) [mkc) [mKc) [mkc) (mKc) (mkc) [mkc) Cbpoc
DODTask Cyclic 0 25000 773 14 357 1M 1646 -812 834 D
RS485Task  Cyclic 1 25000 26 13 30 525 1209 -594 615 D
RtcTask Cyclic 3 250000 123 13 809 8306 7752 -3907 3845 D
EthemetTask Cyclic k)| 50000 22 1 64 7939 18991 -9457 9534 D
DrivesTask Cyclic Kh| 25000 32 12 43 4695 18949 -9422 9527 D
StendTask Cyclic 3 250000 774 15 1080 8456 12719 -6361 6358 D
RetainTask Cyclic 31 250000 27 15 68 2192 9746 4955 4791 D
VISU_TASK  Cyclic 3 100000 429 13 737 185281 110369 -10497 99872 D

!

PucyHok 5.28 — Ctpanuua «lMpunoxeHuve»

B BepxHel 4acTu cTpaHuubl OoToOpaxaeTcs Kpatkash MHpopMauusi O 3anyLieHHOM MNPUMOXEHUM B BuAae
Tabnuubl:
» CocTosiHMe — COCTOSIHME NOSb30BaTENLCKOro NPUNoXeHns. MoxeT NpMHUMaTb O4HO U3 CriedyroLmX
3Ha4YEeHUI:
PaboTtaeT — nonb3oBaTenbCckoe NpUNoXKeHWe 3anyLeHo 1 paboTaer;

He 3anyuweHo — Nofib3oBarteribCKoe NpunoXeHmne He 3anyLieHo;

OcTaHOBIEHO — MOfb30BaTENLCKOE npunoXxeHme OCTaHOBJIIEHO;

UcknroyeHne — pa60Ta NoNb30BaTESIbCKOro nNpunoXxeHuna Obina npepsaHa n3-3a npousowieguiero
WCKITHOYEHNA,

* UMss — HasBaHuWe (MMS) NPUMNOXEHNS;

* ABTOp — aBTOp NPUMOXKEHUS;

* Bepcusa — Bepcus NpuroxeHus:;

* UIamMeHeHO — faTa 1 BpeMsi NOCNeaHEro 3MeHeHUs NPUNoXeHNs.

Hanpumep, ecnu nonb3oBatenbckoe npunoxeHme CODESYS He 3anyweHo, To Tabnuua ¢ nHcdopmMaumuen o
NpunoXxeHumn ByaeT BbIMSAETb, Kak NOKa3aHo Ha pUcyHKe 5.29.
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CocToAHne He sanywieHo

A He yKa3aHo
AsTop He yKa3aHo
Bepcua He yKa3aHo
MameHeHo He VKa3aHo

PucyHok 5.29 — CtpaHuua «lpunoxeHuer. Nonb3oBaTenbcKoe NpuUnoXeHue He 3anyLweHo
5.6.1 MoHuTOp 3apav

B nogpasgene MoHuTop 3apay ctpaHuubl NMpunoxeHue otobpaxaetrca Tabnuua 3apad (task) Tekywero
3anyLeHHoro nornb3oBartenbckoro npunoxeHns CODESYS (cm. pucyHok 5.30).

MuH. Cpennee Makc.

Bpemna EpemA EpemMmA EpemMmA MuH. Makc.

WHTepean uMKna uHKna uMkna uukna [xuTTep  DMMTTEP  KHTTEp
Wmn Tun Mpuopurer (mKc) [mKc) (mKC) (mKc) (mKc) [mKC) (mKc) (mkc) Cobpoc
DODITask Cyclic 0 25000 773 14 357 1M1 1646 -812 834 | |
RS485Task Cyclic 1 25000 26 13 30 525 1209 -594 615 | |
RtcTask Cyclic Kh| 250000 123 13 809 8306 7752 -3907 3845 | |
EthernetTask  Cyclic Kh | 50000 22 1 64 7999 18991 -9457 9534 | |
DrivesTask Cyclic 31 25000 32 12 43 4695 18949 -9422 9527 | |
StendTask Cyclic ki 250000 774 15 1080 8456 12719 -6361 6358 | |
RetainTask Cyclic H 250000 27 18 68 2192 9746 4955 4791 | |
VISU_TASK  Cyclic 31 100000 429 13 737 185281 110369 -10497 99872 | |

PucyHok 5.30 — CtpaHuua «lMpunoxeHue». Tabnuua MoHMTOpa 3aaay

Kaxgas cTpoka Tabnuubl COOTBETCTBYET O[IHOW 3afade, AN KOTOpOoW oToGpaxatloTcs creaylolume napameTpsl
B COOTBETCTBYIOLUX CTONGLUax Tabnumupi:

* Umss — uma 3apauu;

* Tun — 1N 3agaun. MoxeT NpuHUMaTL crneayroLne 3HaYeHus:
Cyclic;

Event;

Status;

Freewheeling;

* MpuoputeT— nproputeT 3agayn. MoxeT npyHumMaTh 3HaveHus oT 0 (HamBbicwnk npuopuTteT) 4o 31
(HaumeHbLLIMY NpuopuTeT);

* UHTepBan (MKc) — MHTepBan 3anycka 3afgayv B MUKPOCEKyHOAX;

* Bpems umkna (MKc) — Bpems Lmkna 3agadv B MUKPOCEKYHOAX;

* MuH. Bpems LMkna (MKC) — MUHMManbHOE BpeMs LuKna 3agadm B MMKPOCEKYHAaX;

* Makc. Bpems uukna (MKC) — MakcMmarbHOoe Bpems LUMKna 3agadn B MUKPOCEKYHAAX;
* xnTTep (MKC) — AXMUTTEp 3a4avm B MUMKPOCEKYHAAX;

* MUH. BxnTTEpP (MKC) — MUHMManbHbIA JKUTTEP 3a4a4M B MUKPOCEKYHAAX;

* Makc. axuTTep (MKC) — MakcumarnbHbIA JKUTTEp 3a4ayum B MUKPOCEKYHAAX;
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« C6poc — KHoMKa copoca CHETUMKOB AN AaHHOM 3aaadn. CopackiBaloTCs CHETYUKN BPEMEHU LIMKMa U
IXKUTTepa B 3HadYeHue «0».

KHonka COpocuUTb BCE BbLIMOSHAET COPOC CYETYMKOB BPEMEHU LKA U [KUTTepa B 3HaYeHue «0» ons Bcex
3afay, nepeyvncrieHHbIx B Tabnuue. COpoc CUETUMKOB TOMbKO OJSISi KOHKPETHOM 3afayn BbIMOSHSAETCH npu
MOMOLLIM KHOMKM, pacnoroxeHHol B cTonbue C6poc B COOTBETCTBYHOLLEN CTPOKe TabnuLbl MOHUTOpA 3aaau.

Caepxy Tabnuubl MOHMTOPA 3a4a4 PacnorioXeHbl 3NeMeHTbI YNpaBneHnus (CM. pucyHok 5.31), noseonsowme
BbINOMHWTbL COPTUPOBKY CTPOK Tabnumubl No 3agaHHOMY CTONGUY C 3adaHHbIM NOPSAKOM (MO BO3pacTaHUo Un

ybbIBaHUIO 3HAYEHUN).

CoptwpoBate no ctonbuy

MopAZOK COPTUPOEKK

MpuopuTer

Mo BOZPaCTaHMKD

PucyHok 5.31 — CtpaHuua «lpunoxeHune». YnpaBneHne COpTUPOBKOM Tabnuubl MOHUTOPA 3aday

5.7 ®annbl XXypHanos

Ha ctpanuue ®aunnbl xypHanoB pasgena MIK otobpaxaloTcss faHHble XypHanoB COOOLLEHUA CUCTEMBI
ncnonHernnss CODESYS. BHewHun Bug ctpaHuubl Pannbl XXypHanoB nokasaH Ha pucyHke 5.32.

@ plc210 - Gaiine wyprance - L X | =+

3 ¢ @
VBEEH

CoC H ple2ld

O & 1721604

®daiinbl XypHanos

PicLog | PlcLog 0

DunbTp

© 0ownbok  (E)D MCKNKYEHHA

[¥| OToBpamaTe No ypiEaHIO BpeMern (NocneaHes ceepxy)

Nepesarpyanto dain xypHana

10 npeaynpexaeqnia @ 16 wndopmaurorHoix coobwenni () 3 oTnanouHbIX COOGWEHNRA

PlcLog.csv
ANl $YPHANos
Yposeue  BpemenHan meTka Onucanne HKomnoueT
nywoe! b o 18.02.2020 01:33:40 Channel closed because unused for 60 s CcmpWebServerHandlerv3
» ® 18.02.2020 01:33:40 Channel 27816 closed by request, 0 CmpChannelServer
o 18.02.2020 01:32:06 Visu_PRG: Successfully Removed Client with IEC-ID: 0 0x0000100c
amucTaka b o 18.02.2020 01:31:33  State: successful CmpWebServer
Bhai o 18.02.2020 01:31:33 File $PlcLogicS/$visu$/soun_cn_mini.png requested ... CmpWebServer
L] 18.02.2020 01:31:33 State: successful CmpWebServer
L] 18.02.2020 01:31:33 File $PlcLogicS/$visu$/element-lamp-lamp1-yellow-on.svg requested CmpWebServer
L] 18.02.2020 01:31:33 State: successful CmpWebServer
L) 18.02.2020 01:31:33 File $PlcLogic$/$visus/element-lamp-lamp1-yellow-off.svg requested CmpWebServer
@ 18.02.2020 01:31:32 Visu_PRG: Address of client with IEC-ID 0 : 3015320872 0x0000100c
o 18.02.2020 01:31:32 Visu_PRG: Creating Client successful for Extern-ID: 572920 Returned IEC-ID: 0 0x0000100c
L:] 18.02.2020 01:31:32 Visu_PRG: Creating Client for Extern-ID: 572920 0x0000100c
@ 18.02.2020 01:31:32 Channel 27816 connected CmpChannelServer
L] 18.02.2020 01:31:32 Localhost connection established ... CmpWebServerHandlerv3
] 18.02.2020 01:31:32 State: successful CmpWebServer v

PucyHok 5.32 — CtpaHuua «Pannbl XXypHanoB»

5.7.1 OCHOBHbI€e 311IeMeHTbI YyrpaBneHus

Bce anemeHTbl ynpaBneHust pacronoxeHbl B BEPXHEN 4acTu CTPaHuLbl.

Ha pucyHke 5.32 nokasaHa cTpaHvua ®annbl XypHanoB ANS criyyasi, Koraa B CUCTEME MMEETCH TONbKO
oouvH dann xypHana. Ecnn B cucteme 6yaet HECKOMBKO (hannoB XXypHarnoB, TO B BEPXHEN YacTu CTpaHuLb
ByayT oTobpaxeHbl Bknagku Ans Bbibopa davina xypHana, kak nokasaHo Ha pucyHke 5.33.
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PlcLog = PlcLog 0 = PlcLog_1 | PlelLog 2

PucyHok 5.33 — CtpaHuua «®Pannbi XypHanoB». Bknagku Bbibopa danna xxypHana

Onuua OTobpaxaTb NO yObIBaHUIO BpeMeHU (nocrnegHee cBepxy) yrnpasnseT NopsiikoM OoTobpaxeHus
3anvcen xypHana. Bo3amoxHo oTobpaeHue 3anvcen kak no BO3pacTaHWo BPeMEHW, Tak 1 no ybbliBaHuto
(pexnm No ymonyaHumio).

3anucu 13 dainna xypHana cuMTbiBalOTCS TOMNbKO OAWMH pa3 Npu 3arpyske cTpaHuubl (3anMcn Ha CTpaHuLe He
obHoBnsoTCA aBTomartmyeckn). KHonka Mepesarpy3uTb chann xypHana no3BonseT BbiNOMHUTL NOBTOPHOE
CUUTbIBaHME OaHHbIX M3 ¢hanna KypHana n 0GHOBUTb AaHHbIE HA CTPaHuLLE.

McxogHble dhannel XypHanoB cogepxat 3anvcu B popmate CSV. KHonka Ckavyatb CSV nossonseT ckavatb
(3arpy3uTb) opurmHanbHbIn hann xxypHana B gpopmarte CSV.
5.7.2 dunbTp 3anucen

B nogpasgene ®unbTp pacnonoXeHbl aeMeHTbl ynpasneHus dunstpa otobpaxaembix 3anucen xypHana
(cMm. pycyHok 5.34).

Orobpaxare no ybeiBaHnio BpeMenn (NocnegHee ceepxy) MepeaarpyanTs Giain xypHana
OuneTp
E'0 ucknrouenmia (131 npe,u,},fnpe»i,qem-u?1| & 192 nHdopmaynoHHex coobwennii (8 20 0TNagouHEX coolLyeHni
PlcLog.csv
YpoeeHs  BpemeHHan meTka Onucanmne Komnonent

FNYSICal=U0xL Lmpreta

CmpApp

Lx] 01.06.2019 05:33:30 Mo bootproject file $
PucyHok 5.34 — CtpaHuua «®annbl XKypHanoBy. ®MnbTp 3anucem KypHana

Kaxpgasi 3anvcb XypHana COOTBETCTBYET OnpeaenéHHOMY YPOBHIO coobLieHuin. B cBoto oyepenb, Kaxgomy
YPOBHIO COOOLLEHUIN COOTBETCTBYET CBOsI rpadmdeckasl MKOHKA. BO3MOXHblE YPOBHM COOOLLEHUA 1
COOTBETCTBYOLUME UM rpachuyeckme MKOHKM NPeaCcTaBrieHbl B CNeayoLwem CrmcKe:

X

. — owmnbka;
E
. — UCKINIOYEHME;
[ |
. — nNpeaynpexanexHue;
. — WHpopMaLMOHHOE coobLLeHME;
. @ — OTNnago4vHoe cooblLeHue.

®dunbTp npeactaBnsieT coboOM KHOMKM-MEpEKNoYaTeny Ang Kaxaoro ypoBHs coobweHun. Korga cunbstp
BbIKITHOUEH (BCE KHOMKMN-NEPEKIOYATENN OTXaTbl), OTOOpaXkaroTcs coobLLeHns Bcex YpoBHeEN. [pn BKNoYeHUN
dwuneTpa (Haxata ogHa WM HECKOMbKO KHOMOK-Nepeknioyartenen) B Tabnvue otobpaxaiTcs nvlb
COOOLLEHNSI TEX YPOBHEN, AN KOTOPbIX KHOMKU (bUnbTpa HaxXoO4AaTCsl B HaXaToM cocTosHuMu. Hanpumep, Ha
pucyHke 5.34 BKMNoYeHO oToOpaXkeHue TOoNbKO COOBLLEHNIA C YPOBHSIMM OLUMOKa U UCKITHOYEHMe.

[lononHuTENbHO Ha  KHOMKax-nepekroyartensx oTobpaxaeTcss KONMMYEeCcTBO 3anuceil B KypHane,
COOTBETCTBYHOLLMX KaXKAOMY YPOBHIO COOBLLEHWIA.
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5.7.3 Coo6LweHuns KypHana

B nogpasgene c umeHem daina xxypHana (Hanpumep, «PlcLog.csv») oTobpaatoTcsl 3anucu XXypHarna B Buae
Tabnuupl (cM. pucyHok 5.35).

PlcLog.csv

YpoeeHs BpewmeHHas meTka

¢SOOSO LCE OO0 OO0 QO

Oeecee e

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22

Onucanune

BIO_new_sysfile: Failed to open file = §.pki%/own/tls/dhparams_pem
CODESYS Caontrol ready

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Component CmpOpenSSL opened the certificate storel

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

- SRAM layout: Address=0xb596b000

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Mo bootproject file $PIcLogic$/Application/Application.app available!
Component CmpApp opened the certificate store!

Setting router 2 address to (2ddc:c0a8:003a)

Setting router 1 address to (0000:0001)

Setting router 0 address to (003a)

Component CmpSecureChannel opened the certificate store!
Component CmpWebServer opened the certificate store!

Network interface BIKDrvTep at router 2 registered

Local network address: 192.168.0.58

Provider CmpOPCUAProviderlecVarAccess with Version 0x3050e00 registerd at the OPC UA
server.

Provider CODESYS_DefaultProvider with Version 0x3050e00 registerd at the OPC UA semver.

All available networkadapters are used.
Loopbackadapter activated.

URL: opc.tcp:/fplc210:4840
Hostname: plc210, Port: 4840

OPC UA Server Started:

Opened new endpoint. URL: opc.tcp:/127.0.0.1:4840

Komnonent
CmpOpenS5L
CmpMgr
CmpRetain

CmpRetain
CmpOpenSSL
CmpRetain

CmpRetain
CmpRetain

CmpRetain
CmpApp
CmpOpenSSL
CmpRouter
CmpRouter
CmpRouter
CmpOpenSSL
CmpOpenSSL
CmpRouter
CmpBIkDnTcp
CmpOPCUAServer

CmpOPCUAServer
CmpOPCUAServer
CmpOPCUAServer
CmpOPCUAServer
CmpOPCUASemver
CmpOPCUAServer
CmpOPCUASever
CmpOPCUAServer
CmpOPCUAServer

PucyHok 5.35 — CtpaHuua «®Pannbl x)XypHanoBy. Tabnuua 3anucen xKypHana

Tabnua 3anucen XXypHana uMeeT criegytome cTonoubi:

* BpemeHHaﬂ MeTKa — [arta h BpemMA pernctpauunm AaHHOW 3anncu B XypHarne;

* OnncaHue — TEKCT COOOLLEHUS 3annCK B XXypHane;
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* YpoBeHb — YpOBeHb COODLLEHNS, NpeCTaBnNeHHbIN B BUae rpadpuyeckon MKOHKU (COOTBETCTBUE
rpadonyecknx MKOHOK YpOBHSAM COOBLLEHUI onncaHo B pasgene 5.7.2);

* KoMnoHeHT — ums komnoHeHTa CODESY'S, KOTOpbIV BbINOMHNI XXYpHaNMpoBaHue JaHHON 3anmcu.
MoxxeT ObITb NpeacTaBneHo B TEKCTOBOM Buae (Hanpumep, «CmpBIkDrvUdp») nnu B Buge
LeCcTHaALaTUPUYHOro koaa KoMMnoHeHTa (Hanpumep, «0x16289cab»).



6 CnyxObl

6 CnyxObI
6.1 AuHamunyeckunn DNS (DDNS)

Ha ctpaHuue DDNS pasagena Cnyx6bl pacnonoXeHbl HACTPOMKM Cny0bl AnHammuveckoro DNS.

OvHamunueckun DNS — TexHonmorus, nossonswowas wuHpopmauun Ha DNS-cepBepe o6HOBNATHCS B
peanbHOM BpeMeHu U (Mo XenaHuuio) B aBToMaTtnyeckom pexume. OHa npuvMeHsieTcs Ans HasHavyeHus
NOCTOSAHHOIO AOMEHHOIO MMEHW YCTPOMCTBY C ANHaMMyeckum IP-agpecom.

BHewHun Bug ctpannubl DDNS pasgena Cnyx6bl nokasaH Ha pucyHke 6.1.

& ple210 - Hacrpaiikn - LuCl X | & plc210- LuCl X | @ plc210- DDNS - LuCl X | + all - ©
&« ¢ o @ 172.16.0.1/cgi-bin/luci/admin/services/ddns e o ' mD e 8 =
Il
“l'l-ll c AETOODHOENEHHE BKNKOYEHD
[ |
CocToAHue b plc210
Cuctema » B
OuHamu4vecknn DNS
MK »
DONS paspewaet Ballemy MapLUpyTW3aTopy WMETb NOCTOAHHOE AOMEHHOE WMA, NPY JUHAMUYECKW U3MEHAEMOM ”:-B,J'ZE:E
Crysbiel OpenWrt Wiki: Hudropmaumna ana knuenta DDNS — Hactpoilika knnenta DDNS
Dok MmobanbHbIE HACTPOWKK
STP/RSTP
Brnwounte asTozanyck DDNS []
HTTRHTTPS
JanyckaTe DDNS aBTOMATHUECKN NP 3aMYCKe CCTEMED
FTP
Cets b O63op
Cramueriia b Cnucok Hac 28 COCTOAHNE
. Bepcun npotokonos [Pvd n [PvE [MMO HACTPOWTE pasfentHo, Te. ‘myddns_ipvd’ n ‘myddns_ipv6
Beiiira UYtobbl HEMEHWTE OCHOEHEIE HACTPOWKH, HAXMHTE 2[Jeck
MoncK MMeHu XocTa Mocnegnee 1D npow
Wun _ BrnwyeHo
3aperncTpupoBaHHeli IP-agpec Cnenyrwuwee obHoBNEHNE Crapt / Cron
myddns_ipv4  yourhost.example.com O Huoeda (S
1y 1P’ v . ple. Omumieueso ZMeHnTE | Yoanute
myddns_ipv6 ourhost.example.com | g
Y P ¥ i pe- Omiiioyexo - - :
plctest.ddns net 2019-06-04 23:05 .
plctest 190 ¥ 2019-06-07 23-05 FID: 14178 Wameruts | Yoanute
ooz s s | cocenr. | i
Powered by LuCl (Owen) f 2018.07
PucyHok 6.1 — CtpaHuua «DDNS»
s | | MTPUMEYAHUE
L B npunoxeHun gaHHOro pykoBOACTBa NpUBEAEHbI MHCTPYKUMU Anst HAcTporiku cnyx6el DDNS Ha

npumepe nposaraepa no-ip.com.

B noppasgene MobGanbHble HAacTPOMKKM pacnornoxeHa onuus Bknrountb aBTo3anyck DDNS, kotopas
yrnpaenseT aBTOMaTtU4ecKMM 3arnyckom ckpuntoB obHoBreHuss DDNS-3anuceri npu 3anycke cuctemsbl. o
yMon4yaHuio aBTtomatmdeckuii 3anyck DDNS oTKMo4EH.

B nogpasgene O630p B BMAe Tabnuubl nepevmcreHbl Tekyme HactpoeHHble DDNS-3anncu. Tabnvua umeer
cneayowme ctonbub:

* Uma — npoussonbHoe umsa gaHHon DDNS-3anucy;

86



6 CnyxObl

* Mouck umeHu xocta / 3apernctpupoBaHHbin IP-agpec — oTobOpakaeT AOMEHHOE UMS AaHHON
DDNS-3anucu 1 onpegenéHHbin ansa Hero IP-agpec npy nocrnegHen npoBepke;

* BkntoyeHo — npusHak BknioyeHus Tekywen DDNS-3anvcn. Ecnvn gaHHasa onums oTknoyeHa, Ans 9Ton
3anMcum cKkpunT obHOBMNEHUSA He 3anyCcKaeTcs;

* MNocneaHee o6HoBneHue / MNocnenyouwee o6HoBNEHNE — AaTa 1 BpeMS NOCMNEAHEro 1 criefyoLuero
nnaHoBoro o6HoeneHns DDNS-3anucy;

+ ID npouecca / Ctapt / CTon — py4HOI 3anyck U ocTaHoBKa ckpunta obHoeneHnss DDNS-3anucu.

Ecnu ckpynT 0GHOBNEHMSA B AaHHbIA MOMEHT 3anyLLeH 1 paboTtaer, To B cTonbue dyaeTt otobpaxarbcs
KHOMKa C TeKyLLUMM naeHTudmkatopom npotecca ckpunta ooHoneHnss DDNS-3anncu, kak nokasaHo Ha
pucyHke 6.2. Haxkatue 31O KHOMKM BbIMOSTHAET PYyYHY OCTAHOBKY CKpUMTA.

lNMouck nmenn xocrta lNocnegnee obHoBneHKHe ID npouecca
= Brnioyeno
3aperucTpupoEaHHkIi IP-agpec Cnegyrowee obHOENEHHE Crapt [ Cton

Ictest ddns net 2019-06-04 23.05
pletest & 190 2019-06-07 23:05 FID: 14178

PucyHok 6.2 — CtpaHuua «DDNS». Ckpunt o6HoBneHus DDNS-3anucu paboTtaer

Hmn

Ecnu ckpynT B J@HHbIA MOMEHT OCTaHOBIEH, TO B AaHHOM cTonbue 6yaeTt otobpaxaTbCs KHOMKa ¢
Hagnucbilo CTapT, Kak mokasaHo Ha pucyHke 6.3. Haxatue kHomku CTapT BbINOMHAET 3anyck cKkpunTa
obHoBneHusa ansa gaHHon DDNS-3anucu.

MNoWcK HMEHKW XOCTa NocnegHee obHoOENEHKE ID npouecca
o BrnwyeHo
3apernctpupoBaHHeid IP-agpec Cnegywwmee obHOENEHHE Crapt / Cron

Ictest ddns . net 2019-06-04 23:05

180

W

PucyHok 6.3 — CtpaHuua «DDNS». Ckpunt o6HoBneHus DDNS-3anucu octaHOBNEH

* B nocnegHem cTtonbue pacnonoXeHbl KHOMKK ynpaeneHus UsmeHuTb 1 Yaanutb.

KHonka U3meHnTL NpegHa3HadeHa ans pegaktuposaHus cooteeTcTBytowenn DDNS-3anucu (cm.
pasgen 6.1.3.1).

KHonka Yaanutb npeaHasHadveHa aAng yganeHus cooteetcTByowen DDNS-3anucu (cwm.
pasgen 6.1.3.3).

6.1.1 Unchbopmauusn

BHewHun Bug Bknagkn UHdopmaums crpaHnubl DDNS nokasaH Ha pUcCyHke:

MudopmMaunsa | TnobanbHble HaCTPOHKU

Bepcua DDNS  2.8.2-tanol

Coctonanue AsTo3anyck DDNS oTKnOuEH

3anycTuts DDNS

MepeaanycTute DDNS
MNocnegHee o6HoBNeHUe cnucka cnyxk6 2021-03-20 17:45

0O6HOBMTb cniucok cnyx6 DDNS

PucyHok 6.4 — CtpaHuua «DDNS». Bknagka «MHdopmaumsa». ABTo3anyck CIyX0bl BbIKITHOYEH
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Mudopmauma | TnobansHble HACTPOHKK

Bepcua DDNS  2.8.2-tano1

CoctoaHuwe AsTo3anyck DDNS BkMOUYEH

3anycTutb DDNS

MNMepesanyctutb DDNS

MocnegHee oOHOBNEHWE CNWCKE cny)Ké 2021-03-20 17:45

0O6HoBMTL cnucok cnyx6 DDNS

PucyHok 6.5 — CtpaHuua «DDNS». Bknagka «MHcpopmaumsa». ABTO3anyck crnyx06bl BKINIOYEH

B paHHOM BkNagke npuBedeHa MHdopmauua O Bepcuu ycTaHoBrneHHoro naketa DDNS u o Tekywem
COCTOSIHMW aBTOMaTMYeCcKoro 3anycka cnyxosl DDNS.

B Tom cnydyae, ecnv aBTOMaTtuyeckuin 3anyck cnyx6bl DDNS otkntouéH, To B nogpasgene UHdpopmauums
bynetr otobpaxeHa kHonka 3anyctutb DDNS, kotopas 3anyckaet cnyxby DDNS, a Takke BkrodaeT
aBTOMAaTU4eCKMI 3anyck Cny>0bl Npu 3arpyske CUCTEMBI.

Mpn BKMOYEHHOW aBTOMAaTMYeckon 3arpy3ke cnyxo6bl DDNS npu 3anycke CUCTEMbl, BHELIHWA BUg
nogpasgena WHdopmauua OyaeT BbIrMAgeTb Kak MnokasaHO Ha pucyHke 6.5. Tpu  BKAOYEHHOM
aBTomartudeckom 3anycke cnyx6bl DDNS 6yger otobpaxeHa kHonka OctaHoBuTb DDNS, kotopas
ocTtaHaenuBaet cnyx6by DDNS, a Tawke BbIknto4aeT aBTOMaTUYeCKMIn 3anyck crny6bl Npu 3arpyske CUCTEMBbI.

KHonka Mepe3anyctutb DDNS no3sonsieT BbINONHUTL Nepesanyck (Mnu 3anyck, eCnu He 3anyLueHa) cnyxob
DDNS. CocTtosiHMe aBTOMaTnyeckoro sanycka cnyxosl npu ucnons3osaHun kHonku Mepesanyctute DDNS
He u3MeHsieTcs.
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6.1.2 Tmo6anbHble HACTPOMKU

Bo Bknagke MobGanbHble HACTPOMKM COAEPXKATLCS HEKOTOPbIE 0OLLME HACTPOMKK CIYyXObl AMHAMUYECKOTO
DNS. BHewwHun B Bknagkm MobanbHble HacTpoukm cTpaHuubl DDNS nokasaH Ha pucyHke:

OuHamuueckuii DNS

MHfopMaumra | MMobansHble HacTPoRKK

PaspeliuTb He nybnuudble IP-agpeca [

DopMaT AaThl %F %R

Manka coCTOAHUA fvar/run/ddns

Manka CMCTEMHOrO XypHana /var/log/ddns

MpocMoTp ¥ypHana 250

Mcnonbaoeate cURL ]

MyTe k CA-cepTHdMKaTAM

URL dhafina nopaepmed crnyws

PucyHok 6.6 — CtpaHuua «DDNS». Bknagka «mob6anbHble HaCTpOMKu»

B oaHHON BKagke pacrnonoXeHbl cnegytoLmne rmobanbHble HaCTPOMKK:

* PaspewnTtb He ny6nuyHble IP-agpeca — paspeluntb ncnone3oBaHue HenybnuyHeix IP-agpecos (no
YMOMYaHUIo 3anpeLLeHbl):

— ana lPv4:

+ 0/8

¢

¢

¢

¢

10/8
100.64/10
127/8
169.254/16
172.16/12
192.168/16

— ansa IPv6:

¢

/32

+ f000::/4
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6 CnyxObl

« dopMmaT paTbl — CTPOKa cneumarbHbIX cneuudgukaTopos, onpegensiolwas dopmar BoiBoga Aatbl U
BpeMeHu B Tabnuue ckoHdurypmpoBaHHbix DDNS cnyx6.

* Manka cocTosAHUA — NyTb K Nanke, B KOTOPOW XpPaHATCS arnbl COCTOAHNA CKOHUTYPUPOBAHHBIX
DDNS cnyx®6.

* MManka cucTeMHOro XxypHana — nyTb K nanke, B KOTOPOW XpaHATCA danrbl XXypHanos
CckoHurypmpoBaHHbix DDNS cnyx6.

* [pocMoOTp XKypHana — KONM4YeCcTBO COXpaHAEMbIX CTPOK B CUCTEMHbIX XXypHanax DDNS cnyx6.

* Ucnonb3oBaTtb CURL — HacTpoika no3BonseT BKYNTL UCMONb30BaHne yTunuTsl curl BMecto wget B
TOM Criyyae, ecnu B cucteme ycTaHoBneHbl obe ytunutel. [No ymonyaHuio, ecnv B cucteme
ycTaHoBneHbl 1 curl n wget, OyaeT ncnone3osatbcs ytunura wget.

* MyTb k CA-cepTudmkaram — nytb k CA-ceptudukaram, Kotopble BygyT MCMoMNb3oBaTLCA A1
3arpysku gaHHbIX cepBuncoB. YcTaHoBuTe 3HavyeHne IGNORE, 4ytobbl nponycTtute NpoBEpKY
cepTudumkara.

* URL c¢hanna noanepxku cnyx6 — URL, koTopbii ncnonb3yetca ans 3arpy3ku cpanna cnyxo. Mo
yMomyaHuto ncnonb3yetcs ann us master setku cnos sgpa TanoWrt.

6.1.3 Cnyxo6blI

B nogpasagene Cnyx6bl B Buae Tabnuubl NepedncrieHbl Tekylime HacTpoeHHble DDNS cnyx6bl. Tabnuua
UMeeT crnegyoLimne cTonoubl:
» CoctosiHne — Tekywee coctosiHne DDNS cnyx6bl. MoxeT npuHMMaTh criegyowme 3HayeHns:
— He paboTtaer — gaHHast DDNS cnyx6a He paboTaeT (ocTaHOBMeHa);
— Pab6oraet — DDNS cnyx6a pabotaert. B atom cny4yae, Bo BTOpoW CTpoke nog Hagnvcbio PaboTtaer
Oynet otobpaxéH ngeHtndukatop npouecca (PID) gaHHOW crnyx0bl.
» HazBaHne — npoun3ssonbHoe ums aaHHon DDNS cnyx6bi;

* Mouck umeHu xocrta / 3apernctpupoBaHHbin IP-agpec — oTobpakaeT fomeHHOe umsa gaHHon DDNS
cnyx0bl 1 onpeaenéHHbIv Ans Hero IP-agpec npu nocneaHen NpoBepkKe;

» BkntoyeHo — npusHak BknoveHus cooteetcTBytoen DDNS cnyx6bl. Ecnu gaHHas onuust oTknoyeHa,
AN JaHHON Cny>X0bl CKPUNT OGHOBINEHMSA HE 3aMnyCKaeTcs;

* MocnegHee o6HoBNeHue / Cnepylowee 06HOBNEHME — [aTa M BPeEMS NOCIEeOHEr0 U CrieayoLlero
nnaHoBoro o6HoeneHus nHdopmaummn gaHHon DDNS cnyx6ebl. Mo ymonuaHuio gata n Bpemst
oTobpaxatotcs B popmare: MTT-MM-04 y4:mm, roe
— [TTT —rop;

— MM — mecsy (ot 01 go 12);

00 — neHb (ot 01 go 31);

Yy — yacsl (o1 00 go 23);

— MM — MuHyThI (0T 00 go 59);

dopwmart oTobparkeHns 4aTbl U BPEMEHU MOXHO HAacTpouTb B nogpasgene MNobanbHble HACTPOWKN

npu NomoLLun HacTponku dopmaTt AaTthbl.

B nocnegHem ctonbue pacnonoxeHsl criegytowme kHonku ynpaeneHus DDNS cnyx6amu:

— OcTtaHOBUTb — NpegHa3HayYeHa ans ocTaHoBkn paboTel cooTBeTcTBYOWEN DDNS cnyx6bl. Ecrin
DDNS cnyx6a B TEKyLLUI MOMEHT He 3anyLleHa, AaHHasi KHOMKa He akTUBHa.

— MNepe3anycTutb — NpegHasHadveHa Anga nepesanycka cooreetctBytoweri DDNS cnyx6bl. Ecnv
DDNS cnyx06a B TeKyLLMIN MOMEHT He 3anyLleHa, AaHHasi KHOMKa He akTUBHa.

— W3meHuTb — nNpefHasHaveHa onsa pegakTmpoBaHUs napamMeTpoB (HACTPOEK) COOTBETCTBYIOLLEN
DDNS cnyx0bl.

— Yganutb — npegHasHadeHa ansa yaanennss DDNS cnyx6bi.
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6 CnyxObl

6.1.3.1 PegaktupoBaHne DDNS cnyx6bl

IOna pepaktupoBaHus DDNS cnyx06bl HeoOXxoouMo HaxaTb KHOMKY WM3MeHUTb Ansa COOTBETCTBYHOLLEW
cnyx6bl B Tabnuue Ha ctpaHuue DDNS (cMm. pucyHok 6.7).

Cnywe6bi
NocnepHee
Mowck Mmern xocTa
Wmna 3aperncTpMpoBaHHbIl IP- BrnoyeHo — He CocTofiHKe
= Cnepyioujee
A obuoeneHue
N | n 1 =
ourhost.example.com Hukorga He
myddns_ipva 7 P O MIORRy —_—
HeT aaHHbix OcTaHoBNeHo paGoTaer ‘ ey ‘
TaHOBMTD NyCTHTE =
yourhost.example.com O Hukorga He

myddns_ipvé S ————
NobaeuTb HoBYKO CryKGYy...

PucyHok 6.7 — CtpaHuua «DDNS». KHOnku nuameHeHus 3anucu

Mpu Haxatum kHOMkM W3MeHUTb OynoeT OTKPLITO BCNIbIBAlOLEE OKHO pPedakTMpPOBaHUs HACTPOEK
cootBeTcTBytoLern DDNS cnyx6bl, Kak NokasaHo Ha pUCyHKe 6.8:

Cnym6a DDNS » myddns_ipv4

OCHOBHBIE HACTPORKKM | [LONGMHWTENGHE HACTPOUKY | HaCTPORKa TaiMepa | MpOCMOTD CHCTEMHOND MypHana
F-3 ipec MCTOUHWKA Cate =
Cers wan: g*

Cobermwe ceTh  wan

Hazauaueqnan sepemn IP npoTokona [

DNS cepaep

Wenonssosars npoTokan TCP gna DNS [

Mpokcw cepeep

Fannch B MypHan CoofueHue hd

Januco B Gain

PucyHok 6.8 — CtpaHuua pepaktuposaHusi DDNS 3anucu
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HacTporikn DDNS cnyx6bl pacnpeaeneHsl No YeTbIpEM BKNagKaM:
* OCHOBHbIE HACTPOWKY;
* [lononHuTenbHbIE HACTPOWKMK;
* HacTponka Tanimepa,;
* [IpOCMOTP CUCTEMHOIO XXypHana.
Bknapgka «OCHOBHbIe HACTPOMKU»

BHewwHun By Bknagkm OCHOBHbIE HACTPOMKM NMOKa3aH Ha pUCyHKe 6.8.

Ha Bknagke pasmelleHbl ocHOBHble HacTponku DDNS-3anucu:

* BknroueHo — rnobanbHbivi donar akTuBauumn pegaktupyemont 3anncu DDNS. Ecnm aTa onums
OTKIMtoYeHa, To ckpunT 0bHoBNeHus ana aaHHon DDNS-3anuncu Henb3s 6yaeT 3anycTutb HKU ¢ web-
uHTepdenca LuCl, Hu ¢ koHconu;

* Mounck uMeHun xocTa — NONTHOE AOMEHHOE UMSI, UCMONb3yeMOEe L1151 MPOBEPKM HEOOXOAMMOCTHU
obHoeneHus IP-agpeca gaHHon DDNS-3anucuy;

* Bepcus IP-agpeca — Bbibop Bepcum IP-npotokona DDNS-3anucy;
* MpoBangep cnyx6b1 DDNS — BbI60op npoBangepa cnyxobl DDNS.

[nsa nonb3oBaTenbCKoro npoeaviaepa (3NeMEHT «— NONb30BaTENbCKOE 3HAYEHNE —» B CMUCKE)
OOCTYMHbI iBE JOMONHUTENBHBIE HACTPOVkn — «IMonb3oBatenbckuin URL oOHoBREHUSI» 1
«[Nonb3oBaTenbCKnin CKPUNT OOHOBNEHUSAY :

MNpoeainep cnyxbel DONS [IPvd] — NONES0EATENECKMA — v

Moneaoeatensckwidi URL obHoBneHWA

MNone3oeaTtenscknil ckpunT obBHoOBNEHMA

PucyHok 6.9 — Hactpouku nonb3oBatenbckoro DDNS npoBangepa

B none Monb3oBatenbckuit URL o6HoBReHus ykasbiBaetcsa URL-agpec obHoBneHuss DDNS-3anucuy,
rie MOTyT UCMONb30BaTbCA CneLmnarnbHble 3Ha4YeHWs1, BMECTO KOTOpbIX OyayT noAcTaBnsATbLCA
onpenenéHHble 3HaYeHus:

— [DOMAIN] — 3Ha4yeHune HacTporikv [loMeH;

— [USERNAME] — 3HadeHue HacTporiku Ums nonb3oBaTtens;
— [PASSWORD] — 3Ha4deHue HacTpoviku Maponb;

— [IP] — Tekywmit onpegenéHHbin IP-agpec;

B none Monb3oBaTenbCkuin CKPUMNT OGHOBNEHUS YKa3biBaeTCs NyTb NONb30BATENBCKOrO CKpUnTa
obHoeneHna DDNS-3anncy;

» Hactponka Myt k CA-cepTudmkaty DDNS-3anucu

[JomeH — nonHoe JOMEHHOEe UMS, 3aperncTpupoBaHHoe y npoeangepa cnyx6el DDNS. daHHoe
AomeHHoe ums BygeT oTnpasneHo nposangepy cnyx6sl DDNS npn obHoBneHun IP-agpeca. [JaHHas
HaCTpOWMKa MOXeT OTCyTCTBOBaThb Ans HekoTopbix DDNS-npoBangepos.

3HaveHne gaHHon HacTponku nogctasnseTcs Bmecto [DOMAIN] 8 URL o6HoBReHuUS;
* Ums nonb3oBaTens — vMs Norb3oBaTenst ydETHOM 3anucuy npoeangepa cnyxoel DDNS.

3HaveHne gaHHon HacTponku nogctasnseTtca BMecto [USERNAME] B URL o6HoBREHUS;
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6 CnyxObl

* Maponb — naponb y4éTHONM 3anucu nposangepa crnyx6el DDNS.
3HaueHne gaHHol HacTpoviku nogctaensetcs BMecto [PASSWORD] 8 URL o6HoBneHus;

* Ucnonb3oBaTb HTTPS — BkntoueHne 6esonacHoro HTTPS-coeanHeHnsi ¢ npoBangepoM criyxobl
DDNS.

Mpu BKMOYEHUM JAHHOW HAaCTPOMKM CTAHOBUTCS AOCTYNHA AoNOnNHUTENbHasa HacTpoika MyTb k CA-
ceptudmkary (cM. pucyHok 6.10 ), B KOTOpOW ykasblBaeTcs NyThb k nanke unu davny CA-ceptudumkara.

cnone3oeate HTTPS [v]

Myts k CA-Ceprumrary  /etc/ssl/certs

PucyHok 6.10 — Hactpowka «IMyTb k CA-ceptucukary» DDNS 3anucu

Onsa ucnonb3oBanusa HTTPS 6e3 npoBepku cepTndukaToB cepBepa (HebezonacHo) Heobxoanmo
ykasaTtb 3HauyeHne IGNORE.

Bknagka «[JononHUTenbHble HACTPOMKN»

BHelwwHun BuA Bknagky [lononHUTeIbHbIe HACTPOMKM NoKasaH Ha pucyHke 6.11.
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Cnym6a DDNS » myddns_ipv4

OCHOBHBIE HACTDORKKH | [LONONHHTENSHE HACTPORKK

HacTpoika Tadmepa | MpoCMOTD CHCTEMHOND MypHana

F-aApec HCTOUHWKSE Catn

Cetb wan: 3° v
Cobwimwe ceTw wan
HazwnaueHHan sepown IP npotokona [

DMS cepaep

Menonssosats NpoToxon TCP anaDNS - [

Mpokcwe cepaep

Januch B MypHan CoofueHne w

Januco B dain

PucyHok 6.11 — Bknapka «[lJononHuTenbHbIe HACTPOMKUY» CTPpaHuLbl peaakTupoBaHusa DDNS-3anucu

Ha Bknagke [lononHUTENbHbIE HACTPOMKMU pacnonoxeHsl criegytowme Hactporkn DDNS-3anucu:

* IP-agpec ncrouyHuka — BbI6Op UCTOYHMKA And onpeaenenus IP-agpeca aomeHa gaHHon DDNS-
3anucu.

BoamoxeH Bbl60p OoaHOoro n3 cneayrwmx NCTOYHUKOB!

— CeTb — ncTo4HMKOM IP-agpeca BbICTynaeT ceTb, BeibpaHHas B Bbinagatoliem cnmcke CeTb (CM.
pPUCYHOK 6.12);

IP-agpec ncTounuka [IPvd] CeTk

CeTk [IPwd] wan

PucyHok 6.12 — Hactponkn DDNS-3anucu ansa ncrouHuka IP-agpeca «CeTb»

— URL — nctovHukom IP-agpeca BbicTynaeT OTBET 3anpoca no ykasaHHomy agpecy (URL) B norne URL
ANns o6HapyXeHus1 (CM. PUCYHOK 6.13).
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IP-agpec nctouHuka [IPv] URL v

URL anA obHapysenna [IPvd] | http://checkip.dyndns.com

Cobeimne cetn [IPvd] wan ~

g - i 1 - e =, ot o

MNpueAzate ceTk - N YMON4YaHHUD — W

PucyHok 6.13 — Hactpowkn DDNS-3anucu ana ncrouHuka IP-agpeca «URL»

JononHuTtensHo B Bbinagatowem cnucke CobbiTue cetn (CM. pucyHok 6.13) BolbupaeTcs ceTb, Ans
KoTopon ByaeT 3anyckaTbcsa ckpunt obHoBreHns DDNS 3anucu.

B Beinagatowiem cnucke MpuBAsaTtb ceTb (CM. pucyHoK 6.13) BbIGnpaeTcs ceTb, Yepes KOTOpYHo

HeobXoaMMO BbINOMHATL 3anpoc ykasaHHoro agpeca URL. B 6onblUnHCTBE cryyaeB pekoMeHayeTcs
BblbpaTb 3HAYEHME MO YMOYaHUOY;

MHTepdennc — ncrounnkom IP-agpeca BbicTynaet IP-agpec ceTeBoro nHtepdelrica, BolopaHHOro B
BbinagatowieM cnuncke MHTepdenc (cm. pucyHok 6.14);

IP-aapec ncTodHnka [IPvd] MHTepdedc ¥

MHTepheiic ethl W

PucyHok 6.14 — Hactpowkn DDNS-3anucu ana ncrouHuka IP-agpeca «MHTepcencr

— CkpunT — uctoyHuKoM IP-agpeca BbICTynaeT pesynsraTt BblNOMHEHWS CKpUMTa, NyTb K KOTOPOMY
yka3aH B norne CKpunT (CM. pUCYHOK 6.15).

IP-appec wcTouHuka [IPvd] CkpunT ¥

CrpunT

Cobeimue cetn [IPvd] Wan

PucyHok 6.15 — Hactpoikun DDNS-3anucu ana nctouHuka IP-agpeca «Ckpunt»

HononHnTtensHo B BeinagatoLlem cnucke CobbiTue ceTn (CM. pucyHok 6.15) BeibupaeTcs ceTb, Ans
KoTopoWn 6yaeT 3anyckaTbcs ckpunt obHoBreHns DDNS-3anucn.

» HasHavyeHHas Bepcus IP-npoTokona — HacTpoWKa ykasblBaeT Ha HEOOXOAMMOCTb UCMONb30BaHUS
KoHKpeTHom Bepcum IP (IPv4 unu IPv6) npoTokona B paboTe Takux yTunuT, kak wget, curl n host. Bepcusi
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ucnonb3yeMoro IP-npoTokona cooTBeTCTBYET BbiOpaHHoON Bepcum IP-agpeca B HacTpoiike Bepcus IP-
aapeca Ha Bknagke OCHOBHbI€ HACTPOMKMU (CM. BbILLE );

* DNS-cepBep— agpec DNS-cepBepa ansi onpegeneHus 3apeructpupoBaHHoro IP-agpeca onsa gaHHon
DDNS-3anucu. Ecnu He 3agaHo, To Byget ncrnonb3oBaH DNS-cepBep no ymonyaHuio;

* Bei6paTtb npotokon TCP ansa DNS — yctaHOBKa gaHHON onLmu BKoYaeT ncnonb3osaHne TCP
Bmecto UDP anss DNS-3anpocos;

* Mpokcu cepBep — agpec Npokcu-cepBepa Ans obHapyxeHnst n obHoeneHns DDNS-3anucu.
YkasblBaeTcs B popMare:

[user:password@]proxyhost:port
roe
— [user:password@] — vims nonb3oBatensa (user) 1 napornb (password) 4ns aBTopu3auun Ha NPOKCK-
cepBepe, ecnu TpebyeTcs;
— proxyhost — agpec npokcu-cepBepa;
NPUMEYAHUE
m Ecnu agpecom npokcu-cepBepa siBnsercs IPv6-agpec, oH fomKkeH ObiTb yKkasaH B
KBagpaTHbIX ckobkax (Hanpumep, [2001:db8::1]:8080).
— port — Homep nopTa cepBepa;
» 3anucb B XXypHan — BblOMpaeTcs ypoBeHb CoobLeHnI ans xypHanvpoBaHus. Kputnyeckne ownbku
KYpHanupyoTcs Bceraa, BHe 3aBUCUMOCTM OT BbIBpaHHOIo YpOBHS;

» 3anucb B dhann — HacTpoKKa BKITOYaEeT 3anuch XypHana gaHHon DDNS-3anvcu B chann.
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Bknapgka «HacTtpoika Tanmepa»

BHelwwHun Bug Bknagkm Hactpowka TaMMepa nokasaH Ha pucyHke 6.16.

Cnym6a DDNS » myddns_ipv4

OCHOBHBIE HACTPOHMKKM | JIONONHMTENBHEIE HACTPOWKK | HacTpowrka Taimepa | MPOCMOTP CHCTEMHOIO XypHana
WHTepean npoBepku

Pa3amepHOCTb MHTepBana NpoBepku MHHYT(bI) v

WHTepean 0GHOBNEHWA

PaamepHoCcTb MHTEpBana oOHOBNEHWA MUHYT(bI) v

Cuy&TYMK NONbLITOK NOBTOPA NpH OLKWGKe

WHTEpBan NONbITKK NOBTOPa NpM ownbke

Pa3amepHOCTb MHTEPBANOE NOBTOpa cexyHa(bl) v

3akpbiTo EEOGELT

PucyHok 6.16 — Bknagka «HacTpoiiku Tanmepa» cTpaHuubl pegaktupoBaHusa DDNS 3anucu

Ha Bknagke HacTpoika Taimepa pacnonoxeHsl cnegytowime Hactporiku DDNS-3anucu:

* UHTepBan npoBepkn — nHTEpBan NnpoBepkn nameHeHns IP-agpeca DDNS-3anuncu. IHTepean
NPOBEPKN HE JOMKEH BbITb MEHEE 5 MUHYT;

» PaamepHoOCTb MHTepBana NpoBepKU — pasMepHOCTb 3HAYEHNs MHTepBana NPoBEpKMW, YKa3aHHOro B
none UHTepBan npoBepku. [laHHbIN MHTEPBAN MOXET YKa3blBaTbCs B CEKyHAAX (3HAYEHUE «CeKyH[
(bl)»), MMHYTax (3HaYeHME «KMUHYT(bI)») UK Yacax (3HayeHue «4aca(oB)»);

* UHTepBan o6HOBNEHUA — VHTEpBan Ans OTNPaBKW NNaHOBbIX 0OHoBNeHMI nposangepy DDNS. MNpu
ycTaHoBke 3HadeHus «0», nposangepy DDNS 6yget otnpaBneHo 06HOBNEHWE TOMbLKO OAMH pas;

» PaamepHoOCTb MHTepBana o6HOBMNEHUA — Pa3MEPHOCTb 3HAaYEHUSI MHTEPBara O6HOBNEHNS,
ykasaHHoro B norne UHTepBan o6HoBneHusA. [JaHHbIN MHTepBan MOXET yKa3blBaTbCs B CEKYHAAX
(3Ha4yeHme «cekyHA(bl)»), MUHYTaXx (3Ha4YeHne «MUHYT(bI)») UK Yacax (3Ha4YeHne «4aca(oB)»);

* CYETUYMK NONbITOK noBTOpa nNpun own6Ke — B cny4yae oLmnbKku CKpUNT NnpeKkpaTtnuT CBOE BbIMNOfHEHNE
nocne 3agaHHOro Konn4ecTtBa NOBTOPHbIX MOMbITOK. 3HauyeHune 0 (I'IO ymonanmo) ncnonb3yeTca and
0eckoHe4YHoro NnoBTOpa,

* UHTepBan nonbITKN NOBTOpa NpU oLMGKe — B Cly4Yae oLNGKM CKpUMNT NOBTOPUT Tpebyemble
[OeNCTBUS N0 UCTEYEHUM 3aaHHOIO BPEMEHM.

* PaamepHOCTb MHTEpBanoB NOBTOpa — pPasMepHOCTb 3HAaYEHUSA MHTEpBaa NonbITOK NOBTOpa Npu
oLnbkK, ykasaHHoro B none MHTepBan nonbITKU NOBTOpPA NpU own6Ke. [laHHbIA UHTEPBAN MOXET
YKa3bIlBaTbCH B CEKyHAaX (3HaYeHMe «CekyHA(bl)») NN MUHyTax (3Ha4eHNEe «MUHYT(bI)»)

97



6 CnyxObl

Bknagka «[IpocMOTp CMCTEMHOTO XXypHana»

BHewHun Bna Bknagky NMpocMoTp CUCTEMHOrO XXypHara nokasaH Ha pucyHke 6.17.

Cnyw6a DDNS » myddns_ipv4

OCHOBHbIE HAaCTPOiiKK | [IONONHUTENbHbIE HACTPOMKM | HacTpoiika TaiMepa | POCMOTP CHCTEMHOTO XypHana

YuTaTb/nepeunTatb Gain xypHana

Tekywee copepxumoe (aina xypHana B «/var/log/ddns» ans gaHHoi cnyxbi

ddns.myplctest.lockup host="myplctest.ddns.net'
ddns.myplctest.passwords=" &Pk’
ddns.myplctest.retry_unit="seconds"
ddns.myplctest.service_name='no-ip.com'
ddns.myplctest.use_ipvé="0"
ddns.myplctest.username=" .
ddns.myplctest=service

031511 : verbose mode : 0 - run normal, NO console output

031511 : check interval: €00 seconds

031511 : force interval: 4320 seconds

031512 : retry interval: 60 seconds

031512 : retry counter : 0 times

031512 : 'SIGTERM' was send te old process

031512 neote : PID '26792" terminated by 'SIGIERM' at 2020-02-19 03:15

031513 : last update: never

031513 : Detect registersd/public IP

031514 : #> /usr/bin/drill -V0 -u myplctest.ddns.net A >/var/run/ddns/myplctest.dat 2>/var/run/ddna/myplctest.err
031514 : Registered IP '8.8.8.8" detected

031514 info : Starting main loop at 2020-02-19 03:15

031514 : Detect local IP on '"web' v
031514 : #> fusr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.err --noproxy '*'

PucyHok 6.17 — Bknagka «[IpocMOTp CUCTEMHOrO XXypHana» cTpaHuubl peaakTuposaHus DDNS-
3anucu

Ha Bknagke NMpocMoTp cucTtemMHOro XypHana otobpaxaeTtcsi cogepxumoe harina CMCTEMHOIO XypHana
paHHon DDNS-3anucn.

KHonku YuTtaTh / nepeynTbiBaTb CUCTEMHbIN XYPHan NpeaHasHaveHbl s NePeYNTbIBaHUSA COQEPXKUMOro
charina CUCTEMHOrO XXypHana.

6.1.3.2 lo6aBneHne HoBon DDNS cnyx6bI

Ons pobaeneHus Hosow DDNS cnyxbbl Heobxogumo HaxaTtb KHOMKYy [o6aBUTbL HOBYH cnyXxoy...,
pacnonoxeHHyto nog Tabnuuen DDNS cnyx6 nogpasgena Cnyx6bi ctpaHuubl DDNS:

Cnyw6bi
Mocneghee
Mouck uMeHu xocTa
Wnan 3a I BaHHbIA |P- Brno4eHo e CocToAHne
permcTprpe Cnenyiowee
" obuorneHue
ourhost.example.com Hukorpa He =
myddns_ipva 70O mp O MKORY s
HeT paHHbIx OcTaHoBneHo paGoTaet
yourhost.example.com O Hukorpa He =

myddns_ipvé —
HeT AaHHbIx OcTanoBneHo paGoTaeT ‘ e ‘
[lo6aBUTL HOBYKO CRYKGY...

PucyHok 6.18 — CtpaHuua «DDNS». KHonka po6aBneHus sanucu

Mocne Haxatua kHonkn [oGaBUTb HOBYH CnyXOy... OTKPOETCA BCM/bIBaKOLEEe OKHO, B KOTOPOM
Heobxoanmo BBecTM nms Hoso DDNS cny6bl n HaxaTb kHoMKy Co3aaTtb cnyxoy.
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6 CnyxObl

[o6aBnuTb HOBYIO CryOy...

HaasaHne | newddnsservice]

(o) "EUEME Coapartb cnywGy

PucyHok 6.19 — CtpaHuua «DDNS». OkHo fo6aBneHusi HOBOW CNyX0bl
Mocne HaxaTusa kHornkn Co3paTtb CRyX0y OTKPOETCS OKHO pefakTupoBaHusa HacTpoek HoBor DDNS cnyx6bi.
6.1.3.3 YananeHue DDNS cnyx6bl

Ona yonaneHna DDNS cnyx6Gbl HeoOXoAMMO HaxaTb KHOMKY YAanuTb ONA COOTBETCTBYHOLLEN Cnyxbbl B
Tabnuue Ha ctpaHnue DDNS (cm. pucyHok 6.20).

Cnyx6b!
Mocnegxee
Mouck nmeHn xocTa
Hma 3aperncTpHpoBaHHbIi IP- BrnioyeHo o6uoanenne Cocronnne
— Cnepyiouee
aap obHoBNEHHE
TaHOBHTb epe3anycTHTb =
myddns._ipva yourhost.example.com 0 Hukoraa He
He gakHbix Octaogneso paGoraer _
JOBMTE Mepeaa =
yourhost.example.com O] Hukorpa He

myddns_ipvé
HeT naHHbix OcTaHoBNEHO paGoTaeTt
[lob6aBuTb HoBYO CiywOby...

PucyHok 6.20 — CtpaHunua «DDNS». KHonku yaaneHus 3anucu
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6.2 STP/RSTP

NMPUMEYAHUE
El HaHHbIn pa3gen npucytcTeyeT Tonbko B Web-uHtepdence ynpasnenns koHTponnepos MNJ1K210.

Ha ctpaHuue STP/RSTP npon3sogmTcsa MOHUTOPUHI COCTOSAHUS U HacTporika cnyxobl STP / RSTP. BHelwHuia

Bua ctpaHuubl STP/RSTP nokasaH Ha pucyHke 6.21.

@ tanowrt - Cocroanme- LuCl X | =4 O
&« c @ © & 172.16.0.1/cgi-bin/luc/ac o - @ W n @ & =
~
el 'l:l' AU B TOOBHORNEHHE BINIOUSHD
= L™
LoCcTORHKWe » tanowrt
CucTema b
LOCTORAHKE HacTpoiicu
MK »
Coctoanue STP/RSTP
Criymbe: =
MocT «br-lan=
LLDP
I Brneosign: J [la AJMMHUCTPATHBHAA BEPCHA NPOTOKONA: RSTP
HaeHTAgUKATOP MOCTR: £.000 42°6C:4C Hasta4entbii KOPHESOR MOCT, 7.000 42:15:2C
JnenVEN i PernoHanbHbii KOPHEBOH MOCT: 8.000 -42-6C-4C Kopresoil nopr: eth3 (#3)
CTOMMOCTD MaplUpyTa: 20 Bpemn «max ages: 20¢
FTP Bpemn «forward delay-: 15¢ Napamerp «transmit hold counts: 6
Bpemn shello times: ¢ Bpemn ycTapenanus: 300¢c
HTTP/H BpemA € NOCNEAHET0 WIMEHEHHA TONOMNOTAK: 04 33m 41¢ (2021 ¢) MopT NOCNERHEND HIMEHSHHA TONONOMMH: eth3
KonW4ecToo KIMEHEHHH TONONOTHH: 15
Cete b
Cr MNopTel MocTa «br-LAN»
Buiiti Mopt ethl eth2 eth3
Brenioué Het o
DepatoTka STP/RSTP
OnepaTMBHAR BEPCHA NPOTOKONA RSTP RSTP RSTP
Fonb Root
CocTofAHKe Forwarding
WaerTnduxatop 8.001 8.002 8.003
HazuaueHHbiil KOPHEBOR MOCT 5.000 42:6C4C 7.000. 42152¢C 7.000 :42152C
HasHaderHblil MocT 5.000. 42:6C:4C 7.000. 42152C 7.000 42:15:2C
Ha3axa4erHbii nopT 8.001 8.005 B.003
| Bonbue WHAOpMALIWN |
W

PucyHok 6.21 — CtpaHuua «STP/RSTP»

CocTosiHme u HacTpoviku cnyx6bl STP / RSTP pasgeneHbl Ha COOTBETCTBYHOLLME BKNAOKW, PacroNOXKeHHbIE B
BEpPXHEN YacTu CTpaHuLbl (CM. pUCYHOK 6.21).

» CoctosiHue (cm. pasgen 6.2.1);

* HacTtpouku (cMm. pasgen 6.2.2).

NMPUMEYAHUE
m C 6onee nogpobHon nHgpopmauuen 06 ucnonssosaHum ycrponctaa MNMJIK210 B cetax Ethernet ¢
noaaepxkon nporokonos STP/RSTP MOXHO 03HaKOMUTBLCA B CNPaBOMHOM PYKOBOACTBE U B
PYKOBOACTBE MNornb30oBaTens.

6.2.1 CocTosiHue
Ha Bknagke CoctosiHne ctpaHuubl STP/RSTP oTobpaxaeTcs COCTOSIHME BCEX MOCTOB, KOHTPONMPYEMbIX
cnyx6on STP/RSTP, n ux noptos.

Bknagka CocTosiHMe pasgeneHa Ha Tpu YacTu (CM. PUCYHOK 6.22):

1. Bknagku BeiGopa MocTa, A5isi KOTOPOro Heob6xoaumMo 0TobpasnTb MHPOPMALIMIO O TEKYLLLEM COCTOSHUK
(ecnu ckoHUIypupoBaH TONbKO OAWH MOCT € Ucnonb3oBaHueM npotokonos STP/RSTP, To Bknagku
BblOOpa MocTa OyayT OTCyTCTBOBATh);
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